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§ 13:1 Introduction

[1] Anti-Money Laundering Measures
Anti-money laundering measures and economic sanctions have

long been a matter of legal and regulatory focus in the United
States. Concern with anti-money laundering measures and eco-
nomic sanctions, however, acquired a new sense of urgency in the
United States after the events of September 11, 2001. The focus
of concern also expanded with the realization of the dangers pre-
sented by the virulent new strain of terrorist �nancing. This new
sense of urgency found its �rst and perhaps most dramatic
expression in the passage of the USA PATRIOT Act in October
2001.1 Economic sanction provisions, which have been in U.S. law
for many decades, also acquired a renewed and expanded focus in
the period after September 11, 2001, with a particular focus on
terrorist activities. The regulatory and law-enforcement authori-
ties in the United States rigorously enforce the requirements of
U.S. law relating to anti-money laundering measures and eco-
nomic sanctions against U.S. banks and foreign banks operating
in the United States.

The passage of the USA PATRIOT Act brought wide-ranging

[Section 13:1]
1Uniting and Strengthening America by Providing Appropriate Tools

Required to Intercept and Obstruct Terrorism Act of 2001 (USA PATRIOT Act),
Pub. L. No. 107-56, 115 Stat. 272 to 402 (2001).
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changes to the anti-money laundering regime in the United
States, extending both the breadth and depth of anti-money
laundering measures as required under a U.S. law commonly and
oxymoronically referred to as the Bank Secrecy Act (the BSA).2

Title III of the USA PATRIOT Act, entitled the “International
Money Laundering Abatement and Anti-Terrorist Financing Act
of 2001” (IMLA), amended the BSA to add a number of new anti-
money laundering provisions applicable to a broad range of
�nancial institutions operating in the United States.3 It also
added a number of signi�cant provisions applicable to foreign
�nancial institutions seeking access to the �nancial or banking
systems in the United States. However, more important than any
one of its individual provisions, the passage itself of the USA
PATRIOT Act reshaped the contours of political discourse and
the bounds of regulatory action in the United States to an extent
perhaps not fully understood by many foreign institutions or
even some domestic institutions. The legal and reputational risks
to �nancial institutions operating in the United States that do
not implement robust and comprehensive anti-money laundering
compliance programs have been highlighted by a series of
prominent regulatory and law-enforcement actions taken against
�nancial institutions, especially since the passage of the USA
PATRIOT Act.

The implications of the heightened regulatory and law-
enforcement scrutiny of anti-money laundering and anti-terrorist
�nancing requirements for foreign banks are manifold. In the
�rst instance, foreign banks that have or wish to have access to
banking services in the United States have found themselves
subject to a number of requirements in the USA PATRIOT Act.
For a relatively small subset of foreign banks (foreign shell
banks), the anti-money laundering provisions of the USA
PATRIOT Act have meant that they are precluded from access to
banking accounts and other �nancial services in the United
States.4 For a much larger set of foreign banks that maintain cor-
respondent accounts in the United States, the provisions of the
USA PATRIOT Act have meant additional documentation and
legal requirements.5 However, the implications of the heightened
regulatory and law-enforcement scrutiny are most signi�cant for

2Pub. L. No. 91-508, 84 Stat. 1114 (1970) (codi�ed as amended at 12
U.S.C.A. §§ 1829b and 1951 to 1959 and 31 U.S.C.A. §§ 5311 to 5322).

3Pub. L. No. 107-56, Title III, 115 Stat. 272, 296 to 342 (2001).
4See § 13:6.
5See § 13:7.
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those foreign banks that have operations in the United States or
wish to establish operations in the United States. For the large
subset of foreign banks that already have licensed banking opera-
tions in the United States, the anti-money laundering require-
ments and the heightened scrutiny of existing anti-money
laundering requirements have meant a substantial increase in
operating costs and a signi�cant increase in senior management
attention devoted to compliance issues. Failing the commitment
of additional resources and management attention to these
compliance matters, foreign banks operating in the United States
run the very substantial risk of adverse regulatory or law-
enforcement action. The range of potential regulatory and law-
enforcement action is broad, including possible civil �nes, crimi-
nal sanctions, or even the loss of a banking license to operate in
the United States. Regulatory enforcement action may also result
in supervisory restrictions on the ability of a foreign bank to
expand its activities or make acquisitions in the United States
during the period that the enforcement action remains in e�ect.
A number of foreign banks operating in the United States have
already experienced the law-enforcement and regulatory conse-
quences of the failure to implement adequate anti-money launder-
ing compliance programs in the United States. For the subset of
foreign banks that do not already have licensed banking opera-
tions in the United States, but seek to establish such operations,
the intensi�ed scrutiny of anti-money laundering policies and
procedures has meant a more di�cult, lengthy, and uncertain ap-
proval process.6

This Chapter discusses the principal anti-money laundering
provisions of the USA PATRIOT Act as they apply to foreign
banks and foreign banking operations in the United States. Ref-
erences to anti-money laundering requirements in these discus-
sions are intended to include anti-terrorist �nancing require-
ments as well. The discussion covers the statutory and regulatory
provisions, the supervisory and examination process, and recent
regulatory and law-enforcement actions taken against foreign
banks operating in the United States under U.S. anti-money
laundering laws and economic sanctions laws. The focus of the
discussion is on the anti-money laundering and economic sanc-

6An assessment of the anti-money laundering systems of a foreign bank
applicant and an assessment of the anti-money laundering regime of the ap-
plicant's home jurisdiction are key factors in the U.S. regulatory approval pro-
cess for a banking license to operate in the United States. See 12 U.S.C.A.
§ 3105(d)(6)(B); 12 C.F.R. § 211.24(c)(1)(iii)(B) and (2)(vii). See also §§ 1:1 et seq.
for a general discussion of the factors considered in the approval process for a
branch or agency.
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tions requirements applicable to the banking operations of a
foreign bank in the United States through a branch, agency, or
banking subsidiary. A foreign bank operating through a branch,
agency, or banking subsidiary in the United States is subject to
essentially the same requirements under the USA PATRIOT Act
and U.S. economic sanctions laws in respect of those operations
as apply to a U.S. domestic bank. Because many foreign banks
also operate through additional forms of �nancial subsidiary in
the United States, such as a broker/dealer, futures commission
merchant, or investment adviser subsidiary, the discussion also
refers to the USA PATRIOT Act anti-money laundering require-
ments applicable to the other principal forms of �nancial institu-
tions in the United States.

[2] Economic Sanctions Laws
The U.S. economic and trade sanctions laws are broad-based

measures that derive from U.S. foreign policy and national secu-
rity concerns. These measures are principally administered by
the O�ce of Foreign Assets Control (OFAC) in the U.S. Depart-
ment of the Treasury. Under the applicable statutory authorities,
economic sanctions have been imposed upon targeted foreign
countries and persons in such countries, terrorists, international
narcotics tra�ckers, and persons engaged in activities related to
the proliferation of weapons of mass destruction. The U.S. eco-
nomic and trade sanctions laws and regulations are separate and
distinct from the U.S. anti-money laundering laws although they
overlap in their concerns and objectives. The U.S. economic and
trade sanctions laws generally apply to any United States person,
which includes any U.S. branch, agency, or other o�ce of a foreign
bank and any U.S. subsidiary of a foreign bank. A number of
high pro�le enforcement actions in the last several years have
also extended the reach of the sanctions laws to the non-U.S. of-
�ces of foreign banks that clear U.S. dollar transactions through
U.S. banking entities. As a general matter, U.S. �nancial institu-
tions treat compliance with OFAC rules as related and connected
to compliance with U.S. anti-money laundering requirements.
This Chapter includes a discussion of the U.S. economic and trade
sanctions laws with a speci�c focus on how they apply to the U.S.
operations and U.S. dollar clearing activities of a foreign bank.

§ 13:2 Overview of U.S. Anti-Money Laundering Statutes

[1] Bank Secrecy Act
The historical core for anti-money laundering requirements in
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the United States is the BSA.7 The BSA was enacted in 1970 in
response to growing concerns over the use of domestic and foreign
bank accounts to launder the proceeds of illegal activities and to
evade taxes. Congress sought to address these concerns by requir-
ing �nancial institutions to maintain “certain reports or records
where such reports or records have a high degree of usefulness in
criminal, tax, or regulatory investigations or proceedings.”8 The
BSA has been amended and expanded many times over the years
with the most recent expansion e�ected by the USA PATRIOT
Act.

The principal provisions of the BSA are codi�ed at 31 U.S.C.A.
§§ 5311 to 5332. The original provisions of the BSA established
requirements for record-keeping and reporting by individuals and
�nancial institutions. The term “�nancial institution” is broadly
de�ned in the BSA to include not just banks and depository
institutions but also a wide range of other entities.9 The BSA was
originally designed to help to identify the source, volume, and
movement of currency and other monetary instruments trans-
ported or transmitted into or out of the United States or deposited
with �nancial institutions.10 The BSA sought to meet this objec-
tive by requiring �nancial institutions to �le currency reports, to
identify persons conducting transactions, and to maintain records
of �nancial transactions. These reports and records are used by
law-enforcement and regulatory agencies to pursue investiga-
tions of criminal, tax, and regulatory violations, including money-
laundering and other �nancial crimes.

The BSA has been implemented by a series of regulations is-
sued by the U.S. Department of the Treasury (the Treasury).11

For example, the regulations require �nancial institutions to �le

[Section 13:2]
7Pub. L. No. 91-508, 84 Stat. 1114 (1970) (codi�ed as amended at 12

U.S.C.A. §§ 1829b and 1951 to 1959 and 31 U.S.C.A. §§ 5311 to 5332).
8Pub. L. No. 91-508, § 202, 84 Stat. at 1118. For a detailed discussion of

the BSA, see John K. Villa, Banking Crimes: Fraud, Money Laundering &
Embezzlement § 6 (1987).

9See 31 U.S.C.A. § 5312(a)(2) for the de�nition of “�nancial institution” for
purposes of the BSA.

1031 U.S.C.A. §§ 5313 to 5316.
11The regulations implementing the provisions of the BSA were recently

reorganized and transferred to 31 C.F.R. Ch. X from 31 C.F.R. Pt. 301. See
Transfer and Reorganization of Bank Secrecy Act Regulations, 75 Fed. Reg.
65,806 (Oct. 26, 2010) (the e�ective date for the transfer and reorganization was
March 1, 2011). In this Chapter, all citations to the regulations implementing
the BSA are to the regulations as now codi�ed at 31 C.F.R. Ch. X.
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a currency transaction report for each deposit, withdrawal, or
exchange of currency by, through, or to the �nancial institution
that involves more than $10,000 in currency.12 The regulations
also require �nancial institutions to maintain speci�ed informa-
tion about a customer with respect to transactions involving the
purchase or sale of monetary instruments.13 The regulations also
require banks to maintain certain records with respect to funds
transfers of $3,000 or more.14

Many of the provisions of Title III of the USA PATRIOT Act
were added as amendments to the BSA and have been imple-
mented by the Treasury through rules issued thereunder as
discussed in further detail in this Chapter.

[2] Money Laundering Control Act of 1986
A signi�cant development in the criminal prosecution of money-

laundering occurred with the enactment of the Anti-Drug Abuse
Act of 1986. Title I of that Act, known as the “Money Laundering
Control Act of 1986,” contained new criminal o�enses for money-
laundering and new civil and criminal forfeiture provisions
directed at money-laundering as well as certain amendments to
the BSA.15

Section 1352 of the Money Laundering Control Act of 1986,
codi�ed as amended in 18 U.S.C.A. §§ 1956 and 1957, created
new criminal o�enses relating to the laundering of monetary
instruments. In its current form, 18 U.S.C.A. § 1956(a)(1)
provides for a punishment of up to $500,000 or twice the value of
the property involved (whichever is greater) and a term of
imprisonment of up to 20 years for whoever: (i) knowing that
property involved in a �nancial transaction16 represents the

1231 C.F.R. § 1010.311.
1331 C.F.R. § 1010.415.
1431 C.F.R. § 1010.410.
15Pub. L. No. 99-570, 100 Stat. 3207 to 3218 (1986). For a detailed discus-

sion of the money-laundering criminal statutes, see John K. Villa, Banking
Crimes: Fraud, Money Laundering & Embezzlement § 6 (1987).

16The term “�nancial transaction” is broadly de�ned as a transaction that
in any way or degree a�ects interstate or foreign commerce involving the move-
ment of funds by wire or other means or involving one or more monetary instru-
ments or involving the transfer of title to any real property, vehicle, vessel, or
aircraft or a transaction involving a �nancial institution that is engaged in or
a�ects interstate or foreign commerce in any degree. 18 U.S.C.A. § 1956(c)(4).

§ 13:2 U.S. Reg. Foreign Banks & Affiliates

1174



proceeds of some form of unlawful activity,17 (ii) conducts or at-
tempts to conduct such a �nancial transaction that, (iii) in fact
involves proceeds of speci�ed unlawful activity, (a) with the intent
to promote the carrying on of speci�ed unlawful activity or (b)
knowing that the transaction is designed in whole or in part (1)
to conceal or disguise the nature, location, source, ownership, or
control of the proceeds of speci�ed unlawful activity or (2) to
avoid a transaction reporting requirement under state of federal
law.18 The term “speci�ed unlawful activity” includes numerous
speci�ed felonies and the list of crimes that constitute a “speci-
�ed unlawful activity” has grown substantially with various
amendments to Section 1956.19 Section 1956(a)(1) requires actual
knowledge that the property involved constitutes proceeds of
unlawful activity, but the knowledge requirement may be
established by a showing of willful blindness, which is generally
de�ned as the conscious avoidance of knowledge.20

18 U.S.C.A. § 1956(a)(2) provides for an identical penalty for
whoever: (i) transports, transmits, or transfers, or attempts to
transport, transmit, or transfer a monetary instrument or funds
either into or out of the United States, (a) with the intent to
promote the carrying on of a speci�ed unlawful activity, or (b)
knowing that the monetary instrument or funds involved in the
transportation represent the proceeds of some form of unlawful
activity and (1) knowing that such transportation is designed in

17The term “knowing that the property involved in a �nancial transaction
represents the proceeds of some form of unlawful activity” does not mean that
the person involved must know which form of unlawful activity the proceeds
were from but only that the person involved knew the proceeds were from some
form of activity that constitutes a felony under state, federal, or foreign law. 18
U.S.C.A. § 1956(c)(1). The term “proceeds” has been held to mean “pro�ts” as
opposed to “receipts” where there is no legislative history to the contrary. U.S.
v. Santos, 553 U.S. 507, 128 S. Ct. 2020, 170 L. Ed. 2d 912, R.I.C.O. Bus. Disp.
Guide (CCH) P 12062 (2008).

1818 U.S.C.A. § 1956(a)(1).
1918 U.S.C.A. § 1956(c)(7). Section 315 of the USA PATRIOT Act, for

example, added foreign corruption o�enses to the de�nition of “speci�ed unlaw-
ful activity.” Pub. L. No. 107-56, § 315, 115 Stat. at 308 (codi�ed at 18 U.S.C.A.
§ 1956(c)(7)(iv) to (vi)).

20See U.S. v. Finkelstein, 229 F.3d 90, 95 (2d Cir. 2000); U.S. v. Long, 977
F.2d 1264, 1271 (8th Cir. 1992); U.S. v. Campbell, 977 F.2d 854, 857–59 (4th
Cir. 1992); U.S. v. Antzoulatos, 962 F.2d 720, 724 (7th Cir. 1992), as amended
on denial of reh'g, (May 29, 1992). See also U.S. v. Santos, 553 U.S. 507, 128 S.
Ct. 2020, 170 L. Ed. 2d 912, R.I.C.O. Bus. Disp. Guide (CCH) P 12062 (2008)
(noting that a “willful blindness instruction” is appropriate when a professional
money launderer is “aware of a high probability that the laundered funds were
pro�ts, [and] deliberately avoids learning the truth about them”).
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whole or in part to conceal or disguise the nature, location, source,
ownership, or control of the proceeds of speci�ed unlawful activ-
ity or (2) knowing that such transportation is designed in whole
or in part to avoid a transaction reporting requirement under
state or federal law.21

Subsequent to the passage of the Money Laundering Control
Act of 1986, Congress passed the Anti-Drug Abuse Act of 1988,
which created a new money-laundering o�ense codi�ed in 18
U.S.C.A. § 1956(a)(3), which was intended to address law-
enforcement concerns regarding the requirement in Section
1956(a)(1) that the property laundered actually be proceeds of a
speci�ed unlawful activity as opposed to property provided by
undercover law-enforcement o�cers. Section 1956(a)(3) provides
that whoever, with the intent (i) to promote the carrying on of a
speci�ed unlawful activity; (ii) to conceal or disguise the nature,
location, source, ownership, or control of the property believed to
be the proceeds of speci�ed unlawful activity; or (iii) to avoid a
transaction reporting requirement under state or federal law,
conducts, or attempts to conduct a �nancial transaction involving
property represented to be the proceeds of speci�ed unlawful
activity, or property used to conduct or facilitate speci�ed unlaw-
ful activity shall be �ned and imprisoned for up to 20 years.22

18 U.S.C.A. § 1957 provides for a penalty of a �ne and up to 10
years for whoever: (i) knowingly engages or attempts to engage
in a monetary transaction23 (ii) in criminally derived property (iii)
of a value greater than $10,000 and (iv) that is derived from
speci�ed unlawful activity.24 Under 18 U.S.C.A. § 1957, the
government need not prove that the defendant knew that the of-
fense from which the property was derived was speci�ed unlaw-
ful activity.25

Subsequent to the enactment of the Money Laundering Control

2118 U.S.C.A. § 1956(a)(2). See also Regalado Cuellar v. U.S., 553 U.S. 550,
128 S. Ct. 1994, 170 L. Ed. 2d 942 (2008) (holding that the government must
prove that the purpose of the transport was to conceal or disguise one of the
listed attributes, not just that defendant “concealed the funds during their
transport”).

2218 U.S.C.A. § 1956(a)(3).
23The term “monetary transaction” is de�ned as the deposit, withdrawal,

transfer, or exchange, in or a�ecting interstate or foreign commerce, of funds or
a monetary instrument by, through, or to a �nancial institution, but such term
does not include any transaction necessary to preserve a person's right to repre-
sentation as guaranteed by the Sixth Amendment to the Constitution. 18
U.S.C.A. § 1957(f)(1) (2006).

2418 U.S.C.A. § 1957(a).
2518 U.S.C.A. § 1957(c).
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Act of 1986, the Annunzio-Wylie Anti-Money Laundering Act
amended Section 1956 to provide that any person who conspires
to commit any o�ense de�ned in Section 1956 or Section 1957
shall be subject to the same penalties as those prescribed for the
underlying o�ense that was the object of the conspiracy.26

In addition to creating the money-laundering crimes described
in this Section, the Money Laundering Control Act of 1986 also
added 18 U.S.C.A. §§ 981 and 982, which provide for civil and
criminal forfeiture of property obtained by a person as a result of
a violation of Sections 1956 and 1957, certain violations of the
BSA and certain other speci�ed o�enses. In its current form, 18
U.S.C.A. § 981 deals with civil forfeiture and provides that any
property, real or personal, involved in a transaction or attempted
transaction in violation of Section 1956 or Section 1957, or any
property that is traceable to such property, is subject to forfeiture
to the United States.27

The Money Laundering Control Act of 1986 also added 18
U.S.C.A. § 982, which deals with criminal forfeiture and cur-
rently provides that a court in sentencing an individual convicted
of an o�ense under 18 U.S.C.A. § 1956 or § 1957 must order that
such person forfeit any real or personal property that was
involved in or which is traceable to such o�ense.28

Finally, in addition to creating the money-laundering o�enses
and civil and criminal forfeiture provisions, the Money Launder-
ing Control Act of 1986 also made several amendments to the
BSA. The provisions of the Money Laundering Control Act of
1986 that amended the BSA include Section 1354, which added a
new provision to the BSA that prohibits structuring transactions
to evade the reporting requirements of Chapter 2 of Title II of the
BSA.29 Also, the maximum civil �nes under Title II of the BSA for
a willful violation were raised from $1,000 to the greater of the
amount involved in the transaction (not to exceed $100,000) and
$25,000 and a maximum �ne of $500 could now be imposed for a
negligent violation.30

26Pub. L. No. 102-550, § 1530, 106 Stat. 4044, 4066 (1982) (codi�ed as
amended at 18 U.S.C.A. § 1956(h)).

2718 U.S.C.A. § 981(a)(1)(A).
2818 U.S.C.A. § 982(a)(1).
29Pub. L. No. 99-570, § 1354, 100 Stat. at 3207 to 3222 (codi�ed as amended

at 31 U.S.C.A. § 5324).
30Pub. L. No. 99-570, § 1357, 100 Stat. at 3207 to 3225 (codi�ed as amended

at 31 U.S.C.A. § 5321(a)).
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[3] Annunzio-Wylie Anti-Money Laundering Act
In 1992, the Annunzio-Wylie Anti-Money Laundering Act,

which amended both the BSA and provisions of the Money
Laundering Control Act of 1986, was signed into law. A prominent
aspect of the Annunzio-Wylie Anti-Money Laundering Act was a
new provision that provided that a bank that is convicted of ei-
ther a money-laundering o�ense or certain o�enses under the
BSA could lose its charter or insured status. Speci�cally, Section
1502 of the Annunzio-Wylie Anti-Money Laundering Act, codi�ed
in relevant part, as amended, in 12 U.S.C.A. § 93, states that if a
national bank, a federal branch or federal agency is convicted of
a criminal o�ense under 18 U.S.C.A. § 1956 or § 1957, the
Comptroller of the Currency shall issue to the national bank,
federal branch, or federal agency a notice of the Comptroller's
intention to terminate all rights, privileges, and franchises of the
bank, federal branch, or federal agency and schedule a pretermi-
nation hearing.31 If a national bank, federal branch, or federal
agency is convicted of any criminal o�ense under 31 U.S.C.A.
§ 5322 or § 5324, the Comptroller of the Currency may issue a no-
tice of intention to terminate rights, privileges, and franchises. In
determining whether a franchise should be revoked, the Comp-
troller of the Currency must take into account: (i) the extent to
which directors or other senior executive o�cers were involved in
the commission of the money-laundering o�ense; (ii) the extent to
which the o�ense occurred despite the existence of policies and
procedures within the bank designed to prevent the occurrence of
any such o�ense; (iii) the extent to which the bank cooperated
with law-enforcement authorities; (iv) the extent to which the
bank has implemented additional internal controls since the com-
mission of the o�ense; and (v) the extent to which the interest of
the local community in having adequate deposit and credit ser-
vices available would be threatened by the forfeiture of the
franchise.32 The Annunzio-Wylie Anti-Money Laundering Act also
contained similar provisions that apply to state-licensed branches
and agencies of foreign banks, federal savings associations,
federal credit unions, insured state depository institutions, and
insured state credit unions.33

Additionally, the Annunzio-Wylie Anti-Money Laundering Act

31Pub. L. No. 102-550, § 1502, 106 Stat. 4044, 4045 (1992) (codi�ed as
amended at 12 U.S.C.A. § 93(d)(1)(A)).

32Pub. L. No. 102-550, § 1502, 106 Stat. at 4045 to 4046 (codi�ed as
amended at 12 U.S.C.A. § 93(d)(2)).

33Pub. L. No. 102-550, §§ 1502 to 1503, 106 Stat. at 4046 to 4051 (codi�ed
as amended at 12 U.S.C.A. §§ 3105(i) (state-licensed branches and agencies),
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made several important amendments to the BSA, including pro-
visions that authorized the Secretary of the Treasury (i) to issue
regulations requiring any �nancial institution, and any director,
o�cer, employee, or agent thereof, to report any suspicious trans-
action relevant to a possible violation of law or regulation and (ii)
to issue regulations requiring �nancial institutions to carry out
minimum anti-money laundering programs.34

[4] Money Laundering Suppression Act of 1994
The Money Laundering Suppression Act of 1994 made several

amendments to the BSA and added a provision requiring the
federal registration of money transmitting businesses. Congress
found that money transmitting businesses were largely unregu-
lated and frequently used in sophisticated schemes to transfer
large amounts of proceeds from unlawful enterprises and to evade
the requirements of the Internal Revenue Code and other laws.35

To address these concerns, any person who owns a money
transmitting business is required to register that business with
the Secretary of the Treasury whether or not the business is
licensed as a money transmitting business in any state.36 A money
transmitting business is de�ned as a business that (i) provides
check cashing, currency exchange, or money transmitting or re-
mittance services, or issues or redeems money orders, travelers'
checks, and other similar instruments; (ii) is subject to the report-
ing requirements of Section 5313 of the BSA; and (iii) is not a de-
pository institution as de�ned in Section 5313 of the BSA.37

In addition to the new registration requirements for money
transmitting businesses, the Money Laundering Suppression Act
of 1994 made various amendments to the BSA, including a provi-

1464 (federal savings associations), 1772(d) (federal credit unions), 1818 (insured
state depository institutions), and 1786(v) (insured state credit unions)). See
Board of Governors of the Federal Reserve System, In the Matter of Bancomer,
S.A., and Banca Ser�n, S.A., Determination Not To Conduct A Termination
Proceeding (Dec. 12, 2000), available at http://www.federalreserve.gov/boarddoc
s/press/enforcement/2000/20001212/attachment.pdf.

34Pub. L. No. 102-550, § 1517, 106 Stat. at 4059 to 4060 (codi�ed as
amended at 31 U.S.C.A. § 5318(g) and (h)).

35Pub. L. No. 103-325, § 408, 108 Stat. 2243, 2249 to 2250 (1994).
36Pub. L. No. 103-325, § 408, 108 Stat. 2243, 2249 to 2250 (1994) (codi�ed

as amended at 31 U.S.C.A. § 5330(a)).
37Pub. L. No. 103-325, § 408, 108 Stat. at 2251 (codi�ed as amended at 31

U.S.C.A. § 5330(d)(1)). The USA PATRIOT Act amended the de�nition of money
transmitting business to add “any other person who engages as a business in
the transmission of funds, including any person who engages as a business in
an informal money transfer system . . . .” Pub. L. No. 107-56, § 359(b), 115
Stat. at 328 (amending 31 U.S.C.A. § 5330(d)(1)(A)).
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sion adding a criminal penalty of a maximum of �ve years
imprisonment for structuring transactions to evade certain
reporting requirements under the BSA.38

[5] Money Laundering and Financial Crimes Strategy
Act of 1998
The Money Laundering and Financial Crimes Strategy Act of

1998 added several provisions aimed at requiring the Executive
Branch of the government to develop e�ective strategies for
combating money-laundering. Speci�cally, the Act required the
President, acting through the Secretary of the Treasury and in
consultation with the Attorney General, to develop a national
strategy for combating money-laundering and related �nancial
crimes and to submit a report on the national strategy to
Congress for each of years from 1999 through 2003.39 The Act
outlined speci�c goals, such as the coordination of prevention and
enforcement e�orts by various federal regulatory agencies and
the enhancement of the role of the private �nancial sector, includ-
ing by providing incentives to strengthen internal controls and to
adopt on an industry wide basis more e�ective policies.40 Ad-
ditionally, the Secretary of the Treasury was directed to submit
as part of the report on the national strategy an evaluation of the
e�ectiveness of existing policies to combat money-laundering.41

Finally, the Act listed criteria for the Secretary of the Treasury
to use in designating certain areas as high-risk money-laundering
and �nancial crime areas as well as criteria for issuing grants to
state and local authorities to combat money-laundering.42

[6] USA PATRIOT Act
The USA PATRIOT Act represents a comprehensive legislative

enactment directed at the interception and obstruction of

38Pub. L. No. 103-325, § 411, 108 Stat. at 2253 (codi�ed as amended at 31
U.S.C.A. § 5324(d)).

39Pub. L. No. 105-310, § 2, 112 Stat. 2941, 2942 (1998) (codi�ed as amended
at 31 U.S.C.A. § 5341(a)).

40Pub. L. No. 105-310, § 2, 112 Stat. 2941, 2942 (1998) (codi�ed as amended
at 31 U.S.C.A. § 5341(b) and (d)).

41Pub. L. No. 105-310, § 2, 112 Stat. 2941, 2942 (1998) (codi�ed as amended
at 31 U.S.C.A. § 5341(c)). A National Money Laundering Strategy Report was
submitted to Congress by the Secretary of the Treasury and the Attorney Gen-
eral for each of the years 1999 through 2003 and for the year 2007. In 2005, the
Treasury, the DOJ and several other federal agencies issued a subsequent
report, entitled U.S. Money Laundering Threat Assessment, available at http://
www.treasury.gov/resource-center/terrorist-illicit-�nance/Documents/mlta.pdf.

42Pub. L. No. 105-310, 112 Stat. at 2944 to 2948 (codi�ed as amended at 31
U.S.C.A. §§ 5342 and 5351 to 5354).
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terrorism. Among its many high-pro�le provisions are those that
provide expanded surveillance and investigative powers to the
federal government.43 It also contains a set of broad ranging
requirements imposed on �nancial institutions. Title III of the
USA PATRIOT Act is speci�cally directed at strengthening anti-
money laundering and counterterrorist �nancing measures in the
�nancial institutions sector. Section 302 of the USA PATRIOT
Act sets forth an extensive list of �ndings and purposes that
underlie the provisions of Title III, all of which share in the com-
mon theme of increasing “the strength of United States measures
to prevent, detect, and prosecute international money laundering
and the �nancing of terrorism.”44 Title III contains provisions
that amended and expanded the preexisting provisions in the
BSA and other anti-money laundering laws. It also added numer-
ous new provisions to the BSA that impose signi�cant require-
ments on banks and other �nancial institutions.

The new requirements added to the BSA by Title III include
Section 311, authorizing the Secretary of the Treasury to adopt
special measures for foreign jurisdictions, �nancial institutions,
or types of accounts of primary money-laundering concern; Section
312, requiring due diligence and enhanced due diligence in re-
spect to foreign correspondent accounts and private banking ac-
counts; Section 313, prohibiting certain �nancial institutions
from dealing with foreign shell banks; Section 314, providing
procedures for cooperation and information sharing by �nancial
institutions relating to terrorist �nancing; Section 319, providing
certain record-keeping requirements for foreign bank correspon-
dent accounts; Section 326, requiring �nancial institutions to es-
tablish customer identi�cation programs; and Section 352, requir-
ing �nancial institutions to establish anti-money laundering
programs.

The Treasury acting through its bureau of the Financial Crimes
Enforcement Network (FinCEN) has issued an extensive series of
regulations to implement the various requirements of Title III.
The following sections of this Chapter discuss in detail the
principal provisions added to the BSA by the USA PATRIOT Act
and the implementing regulations thereunder.

43For a discussion of these surveillance and investigative provisions, see
American Bar Association Standing Committee on Law and National Security,
Patriot Debates: Experts Debate the USA PATRIOT Act (Stewart A. Baker and
John Kavanagh eds. 2005).

44Pub. L. No. 107-56 § 302(b)(l), 115 Stat. at 279.
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§ 13:3 Anti-money laundering program requirement

[1] Statutory Provisions
As discussed in Section 13:2[1], the historical base for anti-

money laundering requirements applicable to U.S. �nancial
institutions has been the BSA.45 The legal foundation upon which
the U.S. anti-money laundering regime rests is the basic require-
ment contained in Section 5318(h)(1) of the BSA, which as
amended by the USA PATRIOT Act, provides that:

[i]n order to guard against money laundering through �nancial
institutions, each �nancial institution shall establish anti-money
laundering programs, including, at a minimum

[i] the development of internal policies, procedures, and con-
trols;

[ii] the designation of a compliance o�cer;
[iii] an ongoing employee training program; and
[iv] an independent audit function to test the programs.46

Section 5318(h)(1) of the BSA was amended by Section 352(a)
of the USA PATRIOT Act to require each �nancial institution to
establish anti-money laundering programs. Notwithstanding the
self-executing nature of the amendment made by Section 352(a),
Section 352(c) of the USA PATRIOT Act directed the Secretary of
the Treasury to prescribe regulations that “consider the extent to
which the requirements imposed under this section are com-
mensurate with the size, location, and activities of the �nancial

[Section 13:3]
45As originally enacted in 1970, the purpose of the BSA was to require

�nancial institutions to maintain records and �le reports that had a “high
degree of usefulness in criminal, tax, or regulatory investigations or proceed-
ings.” This section of the BSA was expanded by the USA PATRIOT Act to
include reports and records that have a high degree of usefulness “in the conduct
of intelligence or counterintelligence activities, including analysis, to protect
against international terrorism.” Pub. L. No. 91-508, § 202, 84 Stat. at 1118,
Pub. L. No. 107-56, § 358(a), 115 Stat. at 326 (codi�ed at 31 U.S.C.A. § 5311
(2006)). For purposes of convenience in this Chapter, the relevant sections of
subchapter II in Chapter 53 of Title 31 of the U.S. Code will be referred to as
sections of the BSA.

4631 U.S.C.A. § 5318(h)(1). Prior to its amendment by the Section 352(a) of
the USA Patriot Act, § 5318(h)(1) provided the Secretary of the Treasury with
the authority to require �nancial institutions to carry out anti-money launder-
ing programs. However, prior to the enactment of the USA PATRIOT Act, the
Secretary of the Treasury had not used this authority with one exception to
impose anti-money laundering program requirements on �nancial institutions.
The e�ect of the amendment made by Section 352(a) was to make the require-
ment in § 5318(h)(1) self-executing.
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institutions to which such regulations apply.”47 Section 352(a)(2)
also provided that the Secretary of the Treasury, after consulting
with the appropriate federal functional regulator, could prescribe
minimum standards for the required programs and could exempt
�nancial institutions that were not otherwise subject to the gen-
eral rules implementing the BSA.48

The self-executing nature of the anti-money laundering
program requirement in Section 5318(h)(1) presented a signi�-
cant challenge for the Treasury and the �nancial industry
because the BSA contains a very broad de�nition of the term
“�nancial institution.” The de�nition encompasses a wide spec-
trum of institutions, ranging from traditional depository institu-
tions to broker-dealers and investment companies, to travel agen-
cies and persons involved in real estate closings.49 With respect to
banking and other depository institutions, the statutory de�ni-
tion of “�nancial institution” in the BSA expressly includes:

(i) an insured bank (as de�ned in Section 3(h) of the
Federal Deposit Insurance Act (FDI Act));

(ii) a commercial bank or trust company;
(iii) a private banker;
(iv) an agency or branch of a foreign bank in the United

States;
(v) a credit union; and
(vi) a thrift institution.50

47Pub. L. No. 107-56, § 352(c), 115 Stat. at 322.
48Pub. L. No. 107-56, § 352(a)(2), 115 Stat. at 322. Section 352(a)(2) of the

USA PATRIOT Act incorporates the de�nition of the term “Federal functional
regulator” from § 509 of the Gramm-Leach-Bliley Act (GLB Act) to mean:

(i) the Board of Governors of the Federal Reserve System;
(ii) the O�ce of the Comptroller of the Currency;
(iii) the Board of Directors of the Federal Deposit Insurance Corpora-

tion;
(iv) the Director of the O�ce of Thrift Supervision;
(v) the National Credit Union Administration Board; and
(vi) the Securities and Exchange Commission.

Pub. L. No. 106-102, § 509, 113 Stat. 1338, 1443 (1999). Section 326 of the USA
PATRIOT Act also treats the Commodity Futures Trading Commission as a
federal functional regulator. Pub. L. No. 107-56, § 326, 115 Stat. at 318.

4931 U.S.C.A. § 5312(a)(2). The BSA de�nition of the term “�nancial institu-
tion” was further expanded by the amendments made by the USA PATRIOT
Act to include futures commission merchants, commodity trading advisors, and
commodity pool operations. Pub. L. No. 107-56, § 321(a), 115 Stat. at 315 (codi-
�ed at 31 U.S.C.A. § 5312(c)(1)).

5031 U.S.C.A. § 5312(a)(2)(A) to (F).
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Prior to the enactment of the USA PATRIOT Act, most of the cat-
egories of the institutions falling within the de�nition of “�nancial
institution” (other than banking or depository institutions) had
not been subject to an anti-money laundering program require-
ment from any federal regulator.

[2] Regulatory Provisions

[a] FinCEN Regulations
At the time of the enactment of the USA PATRIOT Act, feder-

ally regulated depository institutions were required under long-
standing regulations issued by the federal banking agencies to
establish and maintain anti-money laundering programs.51 These
regulations required federally regulated depository institutions to
establish programs with the same four minimum elements as
provided in Section 5318(h)(1). Indeed, the regulations of the
federal banking agencies were the source for the program require-
ments re�ected in the language of Section 5318(h)(1).52 Prior to
the passage of the USA PATRIOT Act, the Treasury had used its
rule-making authority to extend the program requirements to
only one category of institution—casinos.53

At the time of passage of the USA PATRIOT Act, the other
types of �nancial institutions falling within the BSA de�nition
were not required to establish anti-money laundering programs
although some institutions had as a matter of prudent risk
management adopted their own anti-money laundering programs.
In the aftermath of the USA PATRIOT Act, the Securities and
Exchange Commission (the SEC) spearheaded an e�ort with the
self-regulatory organizations for the securities industry to adopt
rules requiring their member �rms to implement anti-money

51See 12 C.F.R. §§ 21.21, 208.63, and 326.8. See also Anti-Money Launder-
ing Programs for Financial Institutions, 67 Fed. Reg. 21,110, 21,111 (Apr. 29,
2002).

52The federal banking agencies originally adopted their anti-money
laundering program regulations in 1987. See Procedures for Monitoring Bank
Secrecy Act Compliance, 52 Fed. Reg. 2858 (Jan. 27, 1987). In 1992, Congress
amended the BSA by adding a new provision relating to antimoney programs
codi�ed at § 5318(h)(1). Pub. L. No. 102-550, § 1517(b), 106 Stat. 3672, 4060
(1992).

53See 31 C.F.R. § 1021.210. The program requirement for casinos was
adopted by the Treasury in 1993. See Amendments to the Bank Secrecy Act;
Regulations Regarding Reporting and Record-keeping Requirements by Casinos,
58 Fed. Reg. 13,538 (Mar. 12, 1993).
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laundering programs.54 The Commodity Futures Trading Com-
mission (the CFTC) played a similar role with the principal self-
regulatory organization for the futures industry.55 As a result of
these actions, by April 2002, registered broker-dealers and
registered futures commission merchants and introducing brokers
were subject to a regulatory requirement from their federal
functional regulators and their self-regulatory organizations to
implement anti-money laundering programs in conformity with
the requirements of Section 352.

In April 2002, the Treasury and FinCEN issued an interim
�nal rule implementing the anti-money laundering program
requirements of Section 5318(h)(1) for certain categories of
�nancial institutions and temporarily exempting other categories
of �nancial institutions from the anti-money laundering program
requirement.56 The interim �nal rule provided that a �nancial
institution (which for this purpose includes any agency or branch
of a foreign bank) with a federal banking agency as its federal
functional regulator would be deemed to satisfy the requirements
of Section 5318(h)(1) if it implements and maintains an anti-
money laundering program that complies with the regulation of
its federal functional regulator governing such programs.57 The
Treasury and FinCEN indicated that examination of these
�nancial institutions by their federal functional regulator, i.e.,
their federal banking agency regulator, would continue for
compliance purposes.58 The interim �nal rule further provided
that a �nancial institution regulated by a self-regulatory organi-
zation (as that term is de�ned in the Securities Exchange Act of

54See Notice of Filing of Proposed Rule Change by the National Association
of Securities Dealers, Inc. Relating to Anti-Money Laundering Compliance
Programs, 67 Fed. Reg. 8565 (Feb. 25, 2002); Notice of Filing of Proposed Rule
Change by the New York Stock Exchange, Inc. to Adopt NYSE Rule 445,
Anti-Money Laundering Compliance Program, 67 Fed. Reg. 10,463 (Mar. 7,
2002). See also Exch. Act Release No. 34-45798 (Apr. 22, 2002) (approving the
proposed rules).

55See National Futures Association Notice to Members I-02-09: NFA Adopts
Amendment to NFA Compliance Rule 2-9 and a Related Interpretive Notice
Requiring FCMs and IBs to Implement an Anti-Money Laundering Compliance
Program (Apr. 23, 2002), available at http://www.nfa.futures.org/news/newsNoti
ce.asp?ArticleID=261.

56See Anti-Money Laundering Programs for Financial Institutions, 67 Fed.
Reg. 21,110 (Apr. 29, 2000) (now codi�ed at 31 C.F.R. § 1010.205).

57See Anti-Money Laundering Programs for Financial Institutions, 67 Fed.
Reg. 21,110, 21,113 (Apr. 29, 2000) (now codi�ed at 31 C.F.R. § 1020.210).

58See Anti-Money Laundering Programs for Financial Institutions, 67 Fed.
Reg. 21,110, 21,111 (Apr. 29, 2000). For a further discussion of the examination
process, see § 13:3[3].
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1934 (Exchange Act)) would be deemed to satisfy the require-
ments of Section 5318(h)(1) if the �nancial institution imple-
ments and maintains an anti-money laundering program that
complies with the rules or regulations of its self-regulatory orga-
nization governing such programs (which have been approved, if
required, by the appropriate federal functional regulator) and
with any applicable regulation of the federal functional regulator
governing such programs.59 The Treasury and FinCEN stated
that the self-regulatory organizations would examine the member
institutions for compliance with these requirements and would
take appropriate enforcement action in cases of noncompliance.60

At the same time in April 2002, the Treasury and FinCEN
adopted interim �nal rules requiring money services businesses,
mutual funds, and operators of credit card systems to implement
anti-money laundering programs.61 Each of these interim �nal
rules incorporated the four minimum program elements from
Section 352, but in the case of money services businesses and
operators of credit card systems, the rules also included ad-
ditional speci�city for certain of the program elements as applied
to those particular categories of �nancial institutions.62

In the April 2002 action, the Treasury and FinCEN also
exempted temporarily all other categories of �nancial institutions
from the requirement of establishing an anti-money laundering
program, pending further study and action by the Treasury and
FinCEN in promulgating anti-money laundering requirements
for speci�c categories of �nancial institutions.63 In the period
subsequent to April 2002, the Treasury and FinCEN adopted

59See Anti-Money Laundering Programs for Financial Institutions, 67 Fed.
Reg. 21,110, 21,113 (Apr. 29, 2000) (now codi�ed at 31 C.F.R. § 1023.210(a)).

60See Anti-Money Laundering Programs for Financial Institutions, 67 Fed.
Reg. 21,110, 21,111 (Apr. 29, 2000). The Treasury noted that the SEC also has
authority to examine registered broker-dealers for compliance with the anti-
money laundering rules adopted by the self-regulatory organizations.

61See Anti-Money Laundering Programs for Money Services Businesses, 67
Fed. Reg. 21,114 (Apr. 29, 2002) (now codi�ed at 31 C.F.R. § 1022.210); Anti-Money
Laundering Programs for Mutual Funds, 67 Fed. Reg. 21,117 (Apr. 29, 2002)
(now codi�ed at 31 C.F.R. § 1024.210); Anti-Money Laundering Programs for
Operators of a Credit Card System, 67 Fed. Reg. 21,121 (Apr. 29, 2002) (now
codi�ed at 31 C.F.R. § 1028.210).

62Compare 31 C.F.R. § 1024.210 (mutual funds) with 31 C.F.R. §§ 1022.210
(money services businesses) and 1028.210 (operators of credit card system).

63See Anti-Money Laundering Programs for Financial Institutions. 67 Fed.
Reg. 21,111 (now codi�ed at 31 C.F.R. § 1010.205) (deferring the application of
such requirements for all other �nancial institutions); Financial Crimes Enforce-
ment Network; Anti-Money Laundering Programs for Financial Institutions, 67
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regulations requiring anti-money laundering programs for sev-
eral additional categories of �nancial institutions, including
certain insurance companies and dealers in precious metals,
stones, or jewels,64 and proposed regulations for other categories
of �nancial institutions such as unregistered investment
companies and investment advisors and commodities trading
advisors.65 Based on these rule-making processes by the Treasury
and FinCEN, there are currently FinCEN regulations in place
requiring anti-money laundering programs for the following cate-
gories of �nancial institutions: (i) banks and other depository
institutions that are regulated by a federal functional regulator,
(ii) brokers or dealers that are regulated by the SEC and futures
commission merchants and introducing brokers that are regulated
by the CFTC, (iii) open-end investment companies (mutual
funds), (iv) money services businesses (as that term is de�ned in
the BSA regulations), (v) operators of credit card systems, (vi)
certain insurance companies (as speci�ed in the BSA regula-
tions), (vii) dealers in precious metals, stones, or jewels, and (viii)
residential mortgage lenders and originators. Other categories of
institutions that fall within the de�nition of “�nancial institu-
tion” in Section 5312(a)(2) and (c)(1) continue to be exempt from
the requirements of Section 5318(h)(1) although, as noted previ-
ously in this Section, many of these institutions have adopted
anti-money laundering policies and procedures as a matter of
prudent risk management.

[b] Federal Banking Agency Regulations
Prior to enactment of the USA PATRIOT Act, each of the

federal banking agencies had adopted a regulation requiring their
regulated institutions to establish and maintain an anti-money
laundering program that included as a minimum the four

Fed. Reg. 67,547 (Nov. 6, 2002) (further deferring the application of such
requirements).

64See Anti-Money Laundering Programs for Insurance Companies, 70 Fed.
Reg. 66,754 (Nov. 3, 2005) (now codi�ed at 31 C.F.R. § 1025.210); Anti-Money
Laundering Programs for Dealers in Precious Metals, Stones or Jewels, 70 Fed.
Reg. 33,702 (June 9, 2005) (now codi�ed at 31 C.F.R. § 1027.210).

65See Anti-Money Laundering Programs for Unregistered Investment
Companies, 67 Fed. Reg. 60,617 (Sept. 26, 2002) (proposed rule); Anti-Money
Laundering Program for Commodity Trading Advisors, 68 Fed. Reg. 23,640
(May 5, 2003) (proposed rule); Anti-Money Laundering Program for Investment
Advisers, 68 Fed. Reg. 23,646 (May 5, 2003) (proposed rule). These proposed
rules were withdrawn by FinCEN in October 2008.
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program elements speci�ed in Section 5318(h)(1).66 The provi-
sions of the federal banking agency regulations are essentially
identical. The O�ce of the Comptroller of the Currency (the
OCC), the federal banking agency that charters national banks
and licenses federal branches and agencies of foreign banks, has
implemented its anti-money laundering program requirement in
Section 21.21 of its regulations.67 Section 21.21 requires that each
national bank develop and provide for the continued administra-
tion of a program reasonably designed to assure and monitor
compliance with the record-keeping and reporting requirements
of the BSA and its implementing regulations.68 The compliance
program must be written, approved by the bank's board of direc-
tors, and re�ected in the minutes.69 The regulation further states
that the compliance program shall at a minimum:

(i) provide for a system of internal controls to assure ongo-
ing compliance;

(ii) provide for independent testing for compliance to be
conducted by bank personnel or by an outside party;

(iii) designate an individual or individuals responsible for
coordinating and monitoring day-to-day compliance; and

(iv) provide training for appropriate personnel.70

Elsewhere in its regulations, the OCC provides that the opera-
tions of a foreign bank at a federal branch or agency (i.e., at a
branch or agency that has been licensed by the OCC) shall be
conducted subject to the same duties, restrictions, conditions, and
limitations that would apply if the federal branch or agency were
a national bank.71 On this basis, a federal branch or agency of a
foreign bank is subject to the same requirements under Section
21.21 with respect to the establishment and maintenance of an
anti-money laundering program as a national bank would be.

The Federal Deposit Insurance Corporation (the FDIC), the
federal banking agency that insures deposits in banks chartered
under federal or state banking laws (and deposits in grandfa-

6612 C.F.R. §§ 21.21, 208.63, and 326.8. See also Procedures for Monitoring
Bank Secrecy Act Compliance, 52 Fed. Reg. 2858 (Jan. 27, 1987) (adopting
regulations requiring a program to monitor compliance with the BSA).

6712 C.F.R. § 21.21.
6812 C.F.R. § 21.21(b).
6912 C.F.R. § 21.21(b).
7012 C.F.R. § 21.21(c).
7112 C.F.R. § 28.13(a). For a general discussion of the various legal and

regulatory requirements applicable to a federal branch or agency of a foreign
bank, see §§ 1:1 et seq.
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thered branches of foreign banks), has implemented its anti-
money laundering program requirement in Section 326.8 of its
regulations.72 The anti-money laundering program requirements
in Section 326.8 are identical to those in the OCC regulation.
Section 326.8 applies to all insured nonmember banks (i.e., state-
chartered banks that are not members of the Federal Reserve
System). State-licensed branches of foreign banks that are
insured by the FDIC are subject to the provisions of Section
326.8.73

The Board of Governors of the Federal Reserve System (the
Federal Reserve Board), the federal banking agency that
regulates bank holding companies, state-chartered banks that
are members of the Federal Reserve System (state member
banks), and state-licensed branches, agencies, and representative
o�ces of foreign banks, has implemented its anti-money launder-
ing program requirements in two regulations. Regulation H of
the Federal Reserve Board, which relates to the operations of
state member banks, imposes anti-money laundering program
requirements on state member banks in terms that are substan-
tially identical to those of the OCC and FDIC regulations.74 Un-
like the comparable regulations of the OCC and the FDIC,
however, Regulation H by its terms does not apply to a branch or
agency of a foreign bank that is subject to Federal Reserve Board
regulation and supervision. Instead, in 2006, the Federal Reserve
Board separately added to Regulation K, which governs the
foreign operations of U.S. banks and the U.S. operations of foreign
banks, a provision incorporating the anti-money laundering
program requirements of Regulation H.75 The relevant provision
of Regulation K now requires each branch, agency, or representa-
tive o�ce of a foreign bank operating in the United States (other
than a branch or agency licensed by the OCC or a state branch
insured by the FDIC) to develop and provide for an anti-money
laundering program in accordance with the provisions of Regula-

7212 C.F.R. § 326.8. For a general discussion of the various legal and regula-
tory requirements applicable to insured branches of foreign banks, see §§ 9:1 et
seq.

7312 C.F.R. § 326.8 n.3 (stating that the program and procedures require-
ments of § 326.8 apply to an insured state branch of a foreign bank).

74See 12 C.F.R. § 208.63.
75See International Banking Operations, 71 Fed. Reg. 13,934, 13,936 (Mar.

20, 2006) (codi�ed at 12 C.F.R. § 211.24(j)(1)).
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tion H.76 The relevant provision in Regulation K also speci�es
that the board of directors' approval requirement in Regulation H
may be met in the case of a U.S. branch, agency, or representa-
tive o�ce of a foreign bank either by approval by the board of the
foreign bank itself or by a delegee acting under express authority
from the board to approve the compliance program.77

This provision in Regulation K completes a triad of federal
banking agency regulations imposing anti-money laundering
program requirements on the U.S. branches and agencies of
foreign banks. Another provision in Regulation K provides that
each Edge corporation or agreement corporation is also required
to develop and provide for an anti-money laundering program in
accordance with the provisions of Regulation H.78 As noted in
Section 13:3[2][a], compliance with these federal banking agency
regulations by a U.S. branch, agency, or representative o�ce or
by a U.S. bank subsidiary or Edge Act subsidiary of a foreign
bank satis�es the requirements of Section 5318(h)(1) of the BSA,
based on Section 1020.100 of the FinCEN regulations.

[3] Supervisory and Examination Process
The language of Section 5318(h)(1) as well as the implementing

regulation of FinCEN and the preexisting regulations of the
federal banking agencies provide only the most generic guidance
on the requirements for an anti-money laundering program. More
precise requirements have been developed in practice over a
number of years through the bank supervisory and examination
process and more recently through the regulatory-enforcement
process. Several guidance documents issued by the federal bank-
ing agencies over the years have provided a partial source of
learning and an indication of expectations that the federal bank-
ing agencies have brought to the process of assessing anti-money

76In adopting this amendment to Regulation K, the Federal Reserve Board
stated that it was merely codifying what had been its longstanding supervisory
practice of expecting U.S. branches, agencies and representative o�ces to
develop BSA compliance programs that are risk-based. See International
Banking Operations, 71 Fed. Reg. 13,934, 13,935 (Mar. 20, 2006). The scope of a
risk-based program for a representative o�ce would presumably be less
extensive than for a branch or agency because of the limited nature of a repre-
sentative o�ce's permissible activities. See 12 C.F.R. § 211.24(d)(1) of Regula-
tion K (describing the limited range of activities permissible to a representative
o�ce).

77See International Banking Operations, 71 Fed. Reg. at 13,936 (codi�ed at
12 C.F.R. § 211.24(j)(1)).

78See International Banking Operations, 71 Fed. Reg. 13,936 (codi�ed at 12
C.F.R. § 211.5(m)(1)). For a general discussion of the activities of Edge corpora-
tions and agreement corporations, see §§ 15:1 et seq.
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laundering programs.79 The examination manuals used by the
federal banking agencies have also historically been an important
source of information and guidance on supervisory requirements
and expectations.80 With a regulation that does no more than
state general program requirements, guidance in any form from
the regulators was a welcomed aid.

From the banking industry's perspective, however, the existing
regulatory guidance and examination manuals were incomplete
and in some critical areas out of date. Moreover, the regulatory
and enforcement environment in the United States was signi�-
cantly altered by the events of September 11, 2001, and the
consequent enactment of the USA PATRIOT Act. The pace of
enforcement actions relating to anti-money laundering and BSA
matters had already accelerated and a number of prominent
enforcement actions were taken against the domestic and foreign
banks operating in the United States prior to September 11,
2001.81 Nonetheless, the events of September 11, 2001 and the
more speci�c requirements of the USA PATRIOT Act led to an

79See, e.g., Board of Governors of the Federal Reserve System, Division of
Banking Supervision and Regulation, Supervisory Letter SR 97-19 (SUP) (Jan.
30, 1997): Private Banking Activities, available at http://www.federalreserve.go
v/BoardDocs/SRLetters/1997/SR9719.HTM; Supervisory Letter SR 01-03 (SUP)
(Jan. 16, 2001): Guidance on Enhanced Scrutiny for Transactions That May
Involve the Proceeds of Foreign O�cial Corruption, available at http://www.fede
ralreserve.gov/boarddocs/srletters/2001/SR0103.htm.

80See, e.g., Comptroller's Handbook, Bank Secrecy Act/Anti-Money
Laundering (Sept. 2000), available at http://www.occ.gov/static/publications/han
dbook/bsa.pdf; Federal Reserve Board, Bank Secrecy Act Examination Manual
(Sept. 1997), available at http://www.federalreserve.gov/boarddocs/SupManual/b
sa/7-00bsaman.pdf.

81See, e.g., Board of Governors of the Federal Reserve System and Superin-
tendent of Banks of the State of New York, In the Matter of U.S. Trust Corpora-
tion, Order to Cease and Desist and Order of Assessment of Civil Money Penalty
and Monetary Payment Issued Upon Consent (July 12, 2001), available at
http://www.federalreserve.gov/boarddocs/press/enforcement/2001/20010713/Atta
chment.pdf (citing inter alia apparent violations of the BSA and FinCEN regula-
tions & §§ 208.62 and 208.63 of Regulation H); Board of Governors of the Federal
Reserve System, In the Matter of Bancomer, S.A., Cease and Desist Order Upon
Consent (Dec. 12, 2000), available at http://www.federalreserve.gov/boarddocs/p
ress/Enforcement/2000/20001212/attachment.pdf (requiring a written program
to ensure compliance with the record-keeping and reporting requirements of the
BSA and FinCEN regulations and an enhanced customer due diligence program
to ensure compliance with requirements of §§ 208.62 and 208.63 of Regulation
H); Written Agreement by and among Banco Industrial de Venezuela and
Federal Reserve Bank of Atlanta (Dec. 12, 2000), available at http://www.federa
lreserve.gov/boarddocs/press/enforcement/2000/20001212/attachment.pdf
(requiring a written program to ensure compliance with the record-keeping and
reporting requirements of the BSA and FinCEN regulations and an enhanced
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examination focus and enforcement process that was dominated
by anti-money laundering and terrorist �nancing concerns. A
series of high pro�le regulatory and law-enforcement actions
were taken against domestic and foreign banking organizations
in the United States.82 In some cases, these actions were directed
at failures or alleged failures to implement the basic require-
ments of an anti-money laundering program and a suspicious
activity reporting program.83 In other cases, the actions were also
directed at more speci�c requirements imposed by the USA
PATRIOT Act.84

These public enforcement actions as well as mounting criti-
cisms of banks in the private examination process produced wide-
spread concerns in the banking industry. Among the concerns
were a perceived lack of consistency in the examination process,
a lack of detailed guidance on the requirements for an acceptable
anti-money laundering program, and a growing sense that the

customer due diligence report to ensure compliance with the requirements of
§§ 208.62 and 208.63 of Regulation H); Written Agreement by and among Banco
Bilbao Vizcaya Argentaria, S.A., Federal Reserve Bank of Atlanta, Federal
Reserve Bank of New York, New York State Banking Department, and State of
Florida Department of Banking and Finance (June 12, 2000), available at http://
www.federalreserve.gov/boarddocs/Press/enforcement/2000/20000623/attachmen
t.pdf (requiring inter alia enhanced customer due diligence program to ensure
compliance with suspicious activity reporting requirements of Regulation K);
Board of Governors of the Federal Reserve System, Federal Deposit Insurance
Corporation, California Department of Financial Institutions, Illinois O�ce of
Banks and Real Estate, New York State Banking Department, and Washington
Department of Financial Institutions, In the Matter of Korea Exchange Bank,
Order Issued Upon Consent (May 16, 2000), available at http://www.federalrese
rve.gov/boarddocs/press/enforcement/2000/20000518/attachment.pdf (requiring
inter alia a written program to ensure compliance with the record-keeping and
reporting requirements of the BSA and FinCEN regulations and an enhanced
customer due diligence program to ensure compliance with the requirements of
§§ 208.62 and 208.63 of Regulation H); Written Agreement by and between
Banco Popular de Puerto Rico and Federal Reserve Bank of New York (Mar. 9,
2000), available at http://www.federalreserve.gov/boarddocs/press/enforcement/
2000/20000309/attachment.pdf (requiring inter alia a written program to ensure
compliance with the record-keeping and reporting requirements of the BSA and
FinCEN regulations and an enhanced customer due diligence program to ensure
compliance with the requirements of §§ 208.62 and 208.63 of Regulation H); and
Written Agreement by and among Bank of New York, Federal Reserve Bank of
New York, and New York State Banking Department (Feb. 8, 2000), available
at http://www.federalreserve.gov/boarddocs/press/enforcement/2000/20000208/at
tachment.pdf (requiring inter alia an enhanced customer due diligence program
to ensure compliance with the requirements of § 208.62 of Regulation H).

82See § 13:3[4].
83See §§ 13:3[4] and 13:4[4].
84See §§ 13:10[4] and 13:11[4].

§ 13:3 U.S. Reg. Foreign Banks & Affiliates

1192



regulators or at the least their examination sta� were adopting a
“zero tolerance” policy for anti-money laundering de�ciencies.85

One of the intended consequences of the high-pro�le enforcement
actions was to raise the general awareness among �nancial
institutions to the need for more robust procedures and sophisti-
cated systems for compliance with the BSA. One of the unin-
tended consequences of the high-pro�le enforcement actions was
a rising tide of “defensive” suspicious activity report �lings that
FinCEN itself concluded threatened to swamp its data warehouse
and analytical systems.86 In response to these concerns, the
federal banking agencies undertook the task of creating a docu-
ment that could be used by bank examiners and regulated enti-
ties alike as a guide to anti-money laundering and BSA compli-
ance requirements. In June 2005, the federal banking agencies,
through the medium of the Federal Financial Institutions Exam-
ination Council, working together with FinCEN, issued the Bank
Secrecy Act Anti-Money Laundering Examination Manual (the
FFIEC Manual). With over 400 pages of text and appendices, the
FFIEC Manual is comprehensive, covering virtually all areas of
anti-money laundering concern as well as OFAC requirements
relating to terrorist and economic sanctions laws. It is detailed,
providing speci�c guidance in many areas of anti-money launder-
ing requirements. The FFIEC Manual provides the details of the
policies, procedures, and controls that are lacking in the general
language of Section 5318(h)(1) and the implementing regulations.
The statutory requirement articulated in the phrase “internal
policies, procedures and controls” has been translated into more
than 400 pages of textual guidance. Finally, the FFIEC Manual
is timely, replacing earlier examination manuals that were
incomplete and out of date. The importance of timely guidance,
particularly as best practices evolve and regulatory expectations
expand, has been embraced by the regulatory authorities who
have indicated that they intend to update the FFIEC Manual on
a regular basis. The FFIEC Manual was most recently revised
and updated in April 2010.87

The FFIEC Manual provides the roadmap for developing the

85See, e.g., Letter from the American Bankers Association et al. to the
Federal Deposit Insurance Corporation, Federal Reserve Board, O�ce of the
Comptroller of the Currency, O�ce of Thrift Supervision, Department of the
Treasury, and FinCEN (Jan. 10, 2005).

86See FinCEN, The SAR Activity Review, Trends, Tips & Issues (Apr. 2005)
at 3, available at http://www.�ncen.gov/news�room/rp/�les/sar�tti�08.pdf.

87Federal Financial Institutions Examination Council, Bank Secrecy Act
Anti-Money Laundering Examination Manual (2010), available at http://www.�
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internal policies, procedures, and controls necessary to satisfy the
�rst element of an anti-money laundering program as required
by Section 5318(h)(1). The examination procedures sections of the
FFIEC Manual also provide a reference for the work plan and
procedures for the internal (or external) audit function to test an
institution's anti-money laundering program to satisfy the test-
ing element of an anti-money laundering program as required by
Section 5318(h)(1). The FFIEC Manual should be the starting
point for the development of expanded internal audit procedures
for banking institutions in the anti-money laundering and BSA
areas.

The FFIEC Manual is the principal source of guidance for do-
mestic and foreign banking institutions in designing and
implementing an e�ective anti-money laundering program. The
periodic updates to the FFIEC Manual provide insight to develop-
ing issues that the federal regulators have identi�ed either
through their examination process or through law-enforcement
activities. The 2010 update, for example, included new or updated
sections on bulk currency shipments, remote deposit capture, and
payment processor relationships as requiring attention.88 In addi-
tion to the FFIEC Manual, the federal banking agencies and
FinCEN have issued a series of guidance documents on issues or
questions arising under the various requirements of the USA
PATRIOT Act.89 These guidance documents provide more detailed
information on speci�c issues than is contained in the FFIEC
Manual and are necessary reading for parties designing an anti-
money laundering program.

FinCEN holds the delegated authority from the Secretary of
the Treasury to administer the BSA, including the power to ex-
amine �nancial institutions for compliance with the BSA.90 By
regulation, however, the Treasury has delegated the examination
authority under the BSA to the federal functional regulator for
the categories of �nancial institutions that are subject to federal

iec.gov/bsa�aml�infobase/documents/BSA�AML�Man�2010.pdf. (FFIEC
Manual).

88Press Release, The 2010 Version of the Bank Secrecy Act/Anti-Money
Laundering Examination Manual (Apr. 29, 2010), available at http://www.�nce
n.gov/news�room/nr/html/20100429.html.

89The individual guidance documents issued by FinCEN are available at ht
tp://www.�ncen.gov/statutes�regs/guidance/.

90See 31 U.S.C.A. § 5318(a)(1) and (3) & Treas. Dep't Order No. 180-01
(Mar. 24, 2003), available at http://www.treasury.gov/about/role-of-treasury/orde
rs-directives/Pages/to180-01.aspx.
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functional regulation.91 Thus, domestic banking institutions and
foreign banking institutions operating in the United States are
examined for BSA compliance in the �rst instance by the federal
banking agency primarily responsible for their general
supervision. FinCEN retains to itself, however, enforcement
authority under the BSA, including enforcement authority
against banking institutions.92 The relationship between the
federal banking agencies and FinCEN with respect to the exami-
nation process has been further formalized by the execution in
2004 of a memorandum of understanding among FinCEN and
the federal banking agencies.93 The memorandum of understand-
ing contains a detailed set of procedures for the sharing of infor-
mation between FinCEN and the federal banking agencies. One
of the most important provisions in the memorandum of under-
standing requires the federal banking agencies to notify FinCEN
promptly of any “signi�cant BSA violations or de�ciencies” that
are identi�ed as part of the bank examination process.94 The
purpose of the memorandum of understanding is to facilitate
closer coordination of BSA supervision and enforcement with re-
spect to banking institutions.95 As noted in the following Section,
joint enforcement actions by the federal banking agencies and

9131 C.F.R. § 1010.810(b).
92See 31 C.F.R. § 1010.810(d). The federal banking agencies also have sepa-

rate authority under the FDI Act, 12 U.S.C.A. § 1818(s), to enforce the require-
ment that depository institutions establish procedures for assuring compliance
with the BSA. See Pub. L. No. 99-570, § 1359(a)(1), 100 Stat. 3207 (1986) (codi-
�ed at 12 U.S.C.A. § 1818(s)).

93See Memorandum of Understanding among the Board of Governors of the
Federal Reserve System, the Federal Deposit Insurance Corporation, the
National Credit Union Administration, the Financial Crimes Enforcement
Network, the O�ce of the Comptroller of the Currency and the O�ce of Thrift
Supervision (Sept. 2004), available at http://www.�ec.gov/bsa�aml�infobase/d
ocuments/FinCEN�DOCs/Memo�Understand�Sept04.pdf.

94See Memorandum of Understanding among the Board of Governors of the
Federal Reserve System, the Federal Deposit Insurance Corporation, the
National Credit Union Administration, the Financial Crimes Enforcement
Network, the O�ce of the Comptroller of the Currency and the O�ce of Thrift
Supervision (Sept. 2004) at § II.E, available at http://www.�ec.gov/bsa�aml�i
nfobase/documents/FinCEN�DOCs/Memo�Understand�Sept04.pdf.

95FinCEN has entered into similar memoranda of understanding with
many state banking authorities. See, e.g., FinCEN News, Financial Crimes
Enforcement Network Signs Information Sharing Agreement with State
Banking Agencies (June 2, 2005), available at http://www.�ncen.gov/news�roo
m/nr/html/20050602.html. FinCEN and the SEC have also entered into a mem-
orandum of understanding under which the SEC will provide FinCEN with
detailed information on a quarterly basis regarding the SEC and the self-
regulatory organizations' examination and enforcement activities in the anti-
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FinCEN have become a prominent feature in the BSA area.

[4] Enforcement Actions
In addition to formal guidance documents and examination

manuals, regulatory and law-enforcement actions in the anti-
money laundering and BSA areas have been important sources of
guidance for banks and other �nancial institutions in assessing
the breadth and depth of compliance programs. Enforcement
orders in the form of written agreements or cease and desist
orders (frequently issued with the consent of the banking institu-
tion that neither admits nor denies the charges in the order) is-
sued by the federal and state bank regulatory agencies include
relatively detailed remedial steps that are required to address
the de�ciencies that are the subject of the enforcement order. Al-
though the sta� of the federal banking agencies generally aver
that an enforcement order is speci�c to the institution involved
and is not intended to be used for the purpose of setting policy,
the speci�c actions required to be taken in an individual enforce-
ment order may provide insights into the general requirements
or expectations of the regulator. FinCEN also issues civil money
penalties against banks and other �nancial institutions for viola-
tions of the BSA. Even more important, federal and state law-
enforcement actions provide a further indication of the range of
fact patterns that may translate not only into civil �nes and re-
medial orders but also into criminal �nes and nonprosecution,
deferred prosecution, or plea agreements with federal and state
law-enforcement authorities.

The most prominent enforcement actions in the anti-money
laundering area have involved a combination of bank regulatory-
enforcement orders, FinCEN �nes, and criminal �nes under plea
agreements, deferred prosecution agreements, or nonprosecution
agreements. A leading example of this combined enforcement ap-
proach was the case of Riggs Bank, N.A. (Riggs), which was the
subject of multiple enforcement actions between 2003 and 2005
from the OCC and FinCEN. In a series of enforcement actions,
the OCC and FinCEN cited Riggs for violations of the anti-money
laundering program requirements of the BSA and the suspicious
activity reporting requirement of the BSA and imposed a $25

money laundering area. See Joint Release, SEC and FinCEN Sign Information
Sharing Agreement (Dec. 21, 2006), available at http://www.�ncen.gov/news�ro
om/nr/html/20061221.html.
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million civil money penalty on Riggs.96 The enforcement actions
stated that the Riggs anti-money laundering program was
de�cient in all four elements required by Section 5318(h)(1).97

The enforcement orders cited speci�c failures to identify and
monitor accounts relating to “politically exposed persons” from
several foreign countries.98 These regulatory investigations
ultimately lead to an investigation by the U.S. Department of
Justice (DOJ) and the entry of a criminal plea agreement by
Riggs in January 2005 pursuant to which Riggs pled guilty to a
charge of failing to �le timely or accurate suspicious activity
reports for the period of March 1999 through December 2003 and
paid a �ne of $16 million.99

96In the Matter of Riggs Bank National Association, Consent Order No.
2003-79 (July 16, 2003), available at http://www.occ.gov/static/enforcement-actio
ns/ea2003-79.pdf; In the Matter of Riggs Bank N.A., Consent Order of Civil
Money Penalty No. 2004-44 (May 13, 2004), available at http://www.occ.gov/stat
ic/news-issuances/news-releases/2004/nr-occ-2004-34-consent-order-44.pdf; In
the Matter of Riggs Bank N.A., Consent Order No. 2004-43 (May 13, 2004),
available at http://www.occ.gov/static/news-issuances/news-releases/2004/nr-occ-
2004-34-consent-order-43.pdf; In the Matter of Riggs Bank, N.A., Assessment of
Civil Money Penalty No. 2004-01 (May 13, 2004), available at http://www.�nce
n.gov/news�room/ea/�les/riggsassessment3.pdf.

97In the Matter of Riggs Bank National Association, Consent Order No.
2003-79 (July 16, 2003), available at http://www.occ.gov/static/enforcement-actio
ns/ea2003-79.pdf; In the Matter of Riggs Bank N.A., Consent Order of Civil
Money Penalty No. 2004-44 (May 13, 2004), available at http://www.occ.gov/stat
ic/news-issuances/news-releases/2004/nr-occ-2004-34-consent-order-44.pdf; In
the Matter of Riggs Bank N.A., Consent Order No. 2004-43 (May 13, 2004),
available at http://www.occ.gov/static/news-issuances/news-releases/2004/nr-occ-
2004-34-consent-order-43.pdf; In the Matter of Riggs Bank, N.A., Assessment of
Civil Money Penalty No. 2004-01 (May 13, 2004), available at http://www.�nce
n.gov/news�room/ea/�les/riggsassessment3.pdf.

98The 2004 OCC Consent Order for Civil Money Penalty cited the fact that
Riggs had, through a lack of information on its foreign private banking ac-
counts, failed to identify almost one-third of the accounts related to the country
of Saudi Arabia and a high number of accounts related to the country of Equato-
rial Guinea. In the Matter of Riggs Bank N.A., Consent Order of Civil Money
Penalty No. 2004-44, 4 (May 13, 2004). The Consent Order also stated that
Riggs had failed to identify or monitor potentially suspicious activity involving
millions of dollars in cash withdrawals from accounts related to the Saudi
Arabian embassy. In the Matter of Riggs Bank N.A., Consent Order of Civil
Money Penalty No. 2004-44, 5-6 (May 13, 2004). The 2004 OCC Consent Order
required Riggs inter alia to conduct a “look-back” review covering the period
from January 3, 2001, through April 30, 2004, of all accounts in its Embassy
and International Private Banking areas that were identi�ed as high risk. In
the Matter of Riggs Bank N.A., Consent Order No. 2004-43, 2-5 (May 13, 2004).

99Press Release, DOJ, Riggs Bank Enters Guilty Plea and Will Pay $16
Million Fine for Criminal Failure to Report Numerous Suspicious Transactions
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Deferred prosecution agreements accompanied by FinCEN or
bank regulatory assessment of signi�cant �nes have been used
against other domestic and foreign banking institutions. For
example, in December 2005, the New York County District At-
torney's O�ce together with the New York State Banking Depart-
ment (NYSBD) and the FDIC announced a joint settlement with
Israel Discount Bank of New York (IDBNY), a New York state-
chartered banking subsidiary of Israel Discount Bank Limited,
relating to de�ciencies in its anti-money laundering policies and
procedures.100 The settlement consisted of a settlement and
cooperation agreement with the District Attorney's O�ce and
cease and desist orders issued by the NYSBD and the FDIC. As
part of the settlement, IDBNY agreed to pay $8.5 million to the
District Attorney's O�ce. The cease and desist orders issued by
the NYSBD and the FDIC required detailed remedial actions
with respect to each of the four basic elements of an anti-money
laundering program as well as a third-party “look-back” review of
account and transaction activity, covering the period from Janu-
ary 1, 2003, through December 15, 2005.101 The purpose of a “look-
back” review is to determine whether suspicious activity was
properly identi�ed and reported in accordance with the suspi-
cious activity reporting requirements under the BSA. Enforce-
ment actions in the BSA area frequently include a requirement
for such a “look-back” review. In the IDBNY case, the outcome of
the “look-back” review was another round of regulatory �nes. In
October 2006, FinCEN, the NYSBD, and the FDIC assessed civil
money penalties against IDBNY in the amount of $12 million.102

In August 2007, American Express Bank International (AEBI),

(Jan. 27, 2005), available at http://www.justice.gov/tax/usaopress/2005/txdv
050530.html. The press release describes various suspicious transactions by or
on behalf of Augusto Pinochet, the former President of Chile, and similar suspi-
cious transactions for senior political �gures from Equatorial Guinea.

100Press Release, New York State Banking Department, Banking Depart-
ment Joins Manhattan District Attorney in Announcing Joint Settlement with
Israel Discount Bank (Dec. 16, 2005).

101In the Matter of Israel Discount Bank of New York, Order to Cease and
Desist FDIC-05-232b (Dec. 15, 2005), available at http://www.fdic.gov/bank/indi
vidual/enforcement/12506.html; In the Matter of Israel Discount Bank of New
York, Order to Cease and Desist Pursuant to Section 39 of the New York
Banking Law Issued Upon Consent (Dec. 15, 2005), available at http://www.ban
king.state.ny.us/ea051216.pdf.

102In the Matter of Israel Discount Bank of New York, Assessment of Civil
Money Penalty No. 2006-7 (Oct. 31, 2006), available at http://www.�ncen.gov/ne
ws�room/ea/�les/�ncen�assessment�of�civil�money�penalty.pdf; In the
Matter of Israel Discount Bank of New York, Order of Assessment of Civil
Monetary Penalty Upon Consent (Oct. 20, 2006), available at http://www.bankin
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an Edge Act subsidiary of American Express Bank Ltd., entered
into a deferred prosecution agreement with the DOJ with respect
to the charge that it had failed to maintain an e�ective anti-
money laundering program as required by Section 5318(h)(1) of
the BSA.103 Pursuant to the deferred prosecution agreement,
AEBI made a forfeiture payment of $55 million to the DOJ. The
Factual Statement accompanying the deferred prosecution agree-
ment indicates that there were certain foreign private banking
accounts at AEBI that the DOJ believed were used to launder
drug proceeds through the Black Market Peso Exchange.104 As
part of the resolution of the DOJ investigation, the Federal
Reserve Board issued a consent cease and desist order and a civil
money penalty in the amount of $20 million against AEBI, which
was deemed satis�ed by AEBI's payment to the DOJ.105 FinCEN
also issued a civil money penalty against AEBI for an additional
$10 million.106 At the same time, American Express Bank Ltd.
entered into a written agreement with the NYSBD under which
American Express Bank Ltd. agreed to implement various
enhancements and remedial measures relating to its anti-money
laundering program.107

In September 2007, the DOJ took action against Union Bank of
California, N.A., an indirect majority-owned subsidiary of Mitsu-
bishi UFJ Financial Group. Union Bank of California entered
into a deferred prosecution agreement with the DOJ and agreed
to forfeit $21.6 million relating to a charge that it failed to
maintain an e�ective anti-money laundering program in violation

g.state.ny.us/ea061020.pdf; In the Matter of Israel Discount Bank of New York,
Order to Pay FDIC-06-099k (Oct. 31, 2006), available at http://www.fdic.gov/ban
k/individual/enforcement/2006-10-00.pdf.

103United States of America v. American Express Bank International No.
07-20602 (S.D. Fla. Aug. 6, 2007) (Deferred Prosecution Agreement), available
at http://www.justice.gov/dea/pubs/states/newsrel/wdo080607�attachment.pdf.

104United States of America v. American Express Bank International, Factual
Statement, ¶ 4.

105In the Matter of American Express Bank International, Cease and Desist
Order and Order of Assessment of a Civil Money Penalty Upon Consent, Dkt.
No. 07-017-B-EC (Aug. 3, 2007), available at http://www.federalreserve.gov/new
sevents/press/enforcement/enf20070806a1.pdf.

106In the Matter of American Express Bank International and American
Express Travel Related Services Company, Inc., Assessment of Civil Money
Penalty No. 2007-1 (Aug. 3, 2007), available at http://www.�ncen.gov/�ncen�a
mex.pdf.

107Written Agreement Between American Express Bank Ltd. and New York
State Banking Department (Aug. 6, 2007), available at http://www.banking.stat
e.ny.us/ea070806.htm.
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of Section 5318(h)(1) of the BSA.108 The OCC and FinCEN also is-
sued an additional $10 million civil money penalty against Union
Bank of California for violations of the BSA.109 These enforcement
orders focused principally on the failure by Union Bank of Cali-
fornia to monitor transactions in correspondent accounts for
Mexican currency exchange houses, casas de cambio.

Another high pro�le example of combined law-enforcement and
regulatory actions against a bank for failure to maintain an e�ec-
tive anti-money laundering program involved Wachovia Bank,
N.A. In March 2010, Wachovia Bank entered into a deferred
prosecution agreement with the DOJ on a charge of failing to
maintain an anti-money laundering program in violation of Section
5318(h)(l) of the BSA.110 As part of the deferred prosecution agree-
ment, Wachovia Bank agreed to make a forfeiture payment of
$110 million to the DOJ. In a simultaneous action, FinCEN as-
sessed a civil money penalty of $110 million against Wachovia,
which was satis�ed by the $110 million forfeiture payment to the
DOJ.111 FinCEN noted that this assessment was the largest
penalty ever assessed by FinCEN against a �nancial institution.
The OCC assessed a separate $50 million civil money penalty
against Wachovia Bank.112 The principal focus of these actions
was Wachovia's correspondent banking relationships with vari-
ous Mexican currency exchange houses and other foreign corre-
spondent customers.113 The enforcement orders recited that
Wachovia failed to implement adequate policies, procedures, and
monitoring controls over the repatriation of U.S. dollar bulk cash
from high-risk casas de cambio, monetary instruments �owing

108Press Release, DOJ, Union Bank of California Enters Into Deferred Prose-
cution Agreement and Forfeits $21.6 Million To Resolve Bank Secrecy Act
Violations (Sept. 17, 2007), available at http://www.justice.gov/opa/pr/2007/Sept
ember/07�crm�726.html.

109Joint Release, FinCEN and OCC Assess Civil Money Penalties Against
Union Bank of California (Sept. 17, 2007), available at http://www.occ.gov/news-
issuances/news-releases/2007/nr-ia-2007-95.html.

110Press Release, DOJ, Wachovia Enters Into Deferred Prosecution Agree-
ment (Mar. 17, 2010), available at http://www.justice.gov/usao/�s/PressReleases/
100317-02.html.

111Press Release, FinCEN, Civil Money Penalty Assessed Against Wachovia
Bank (Mar. 17, 2010), available at http://www.�ncen.gov./bsaviolations.html.

112OCC, News Release, OCC Assesses Civil Money Penalty Against Wacho-
via (Mar. 17, 2010), available at http://www.occ.gov/news-issuances/news-releas
es/2010/nr-occ-2010-30.html.

113In the Matter of Wachovia Bank, Consent Order No. 2010-037 (Mar. 12,
2010), available at http://www.occ.gov/news-issuances/news-releases/2010/nr-oc
c-2010-30b.pdf.
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through correspondent accounts in the form of “remote deposit
capture” products, and traveler's checks.114 After a voluntary
lookback, Wachovia had �led over 4,300 suspicious activity
reports involving transactions conducted through Wachovia by
casas de cambio and other foreign correspondent customers.115

FinCEN and the bank regulators have assessed large civil
money penalties against other foreign banking operations in the
United States for failure to maintain an adequate anti-money
laundering program in instances even where no law-enforcement
action has been taken. In August 2005, FinCEN and the OCC as-
sessed a $24 million civil money penalty against the New York
branch of Arab Bank PLC for de�ciencies in its anti-money
laundering program relating to its international funds transfer
and correspondent banking business.116 In October 2005, FinCEN
and the OCC assessed a $3 million civil money penalty against
the New York Branch of Banco de Chile for violations of anti-
money laundering program and suspicious activity reporting
requirements of the BSA.117 In December 2005, FinCEN, OFAC,
and bank regulatory authorities assessed an aggregate of $75
million in penalties against ABN AMRO Bank N.V. (ABN AMRO)
and its New York branch, arising out of its correspondent bank-
ing operations.118

The federal banking agencies also take enforcement actions
against banking institutions in cases that do not involve law-
enforcement action or a FinCEN assessment of civil money
penalties. These bank regulatory-enforcement actions may take
the form of an informal commitment letter or memorandum of
understanding or a formal written agreement, cease and desist
order, or civil money penalty.119 A formal written agreement or
cease and desist order will typically provide speci�c remedial ac-

114In the Matter of Wachovia Bank, Consent Order No. 2010-037 (Mar. 12,
2010), available at http://www.occ.gov/news-issuances/news-releases/2010/nr-oc
c-2010-30b.pdf.

115In the Matter of Wachovia Bank, Consent Order No. 2010-037 (Mar. 12,
2010), available at http://www.occ.gov/news-issuances/news-releases/2010/nr-oc
c-2010-30b.pdf.

116See § 13:10[4] for further discussion of this enforcement action.
117See § 13:5[4] for a further discussion of this enforcement order.
118See § 13:10[4] for further discussion of this enforcement action.
119In July 2007, the federal banking agencies issued an Interagency State-

ment on Enforcement of Bank Secrecy Act/Anti-Money Laundering Require-
ments, providing general guidance on the circumstances in which the agencies
will issue a cease and desist order to address noncompliance with the anti-
money laundering program requirements of the BSA. See Joint Release, Federal
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tions that must be taken to correct the de�ciencies underlying
the enforcement action. The federal banking agencies have used
written agreements, consent cease and desist orders, and civil
money penalties extensively to address de�ciencies in anti-money
laundering programs. Such enforcement actions have been taken
against U.S. branches and agencies of foreign banks as well as
against U.S. bank subsidiaries of foreign banks. Additional
discussion of regulatory enforcement actions involving foreign
banks can be found in the other sections of this Chapter, espe-
cially Sections 13:4[4], 13:10[4], and 13:11[4].

The continuing importance that the federal banking agencies
and the law enforcement authorities attach to the enforcement of
anti-money laundering program requirements is emphasized by
other recent comprehensive enforcement actions taken by the
federal and state banking and law-enforcement authorities
against foreign bank operations in the United States. The most
prominent of these actions, including the highest monetary
penalty ever assessed for anti-money laundering and OFAC sanc-
tions violations, involved HSBC Holdings plc (HSBC Group), and
its U.S. subsidiaries, HSBC North America Holdings, Inc.
(HNAH), and HSBC Bank U.S.A., N.A. (HBUS). In October 2010
the Federal Reserve Board issued a consent cease and desist to
HNAH, requiring a comprehensive review and enhancement of
compliance risk management with a special focus on BSA
compliance.120 At the same time, the OCC issued an even more
detailed consent cease and desist order to HBUS, requiring it to
take comprehensive corrective actions to improve its BSA compli-
ance program.121 The OCC found that the bank's BSA compliance
program had de�ciencies with respect to suspicious activity
reporting, monitoring of bulk cash purchases and international
funds transfers, customer due diligence concerning its foreign af-

Financial Regulatory Agencies Issue Statement on Enforcement of Bank Secrecy
Act/Anti-Money Laundering Requirements (July 19, 2007), available at http://w
ww.occ.gov/news-issuances/news-releases/2007/pub-other-state-2007-76.pdf. For
a discussion of the enforcement actions generally available to the federal bank-
ing agencies, see OCC, Policies & Procedures Manual PPM 5310-3 (Rev): Bank
Supervision Operations: Enforcement Action Policy (July 30, 2001), available at
http://www.occ.gov/static/publications/ppm-5310-3.pdf.

120In the Matter of HSBC North America Holdings, Inc., Cease and Desist
Order Issued Upon Consent, Dkt. No. 10-202-B-HC (Oct. 4, 2010), available at
http://www.federalreserve.gov/newsevents/press/enforcement/enf20101007c1.
pdf.

121In the Matter of HSBC Bank USA, N.A., Consent Order No. 2010-199
(Oct. 6, 2010), available at http://www.occ.gov/news-issuances/news-releases/
2010/nr-occ-2010-121a.pdf.
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�liates, and risk assessment with respect to politically exposed
persons and their associates. The OCC said that these de�cien-
cies resulted in violations by HBUS of the statutory and regula-
tory requirements to maintain an adequate BSA compliance
program, �le suspicious activity reports, and conduct appropriate
due diligence on foreign correspondent accounts.122 The OCC also
speci�cally noted that the issuance of the consent cease and desist
order did not preclude the OCC from assessing a civil money
penalty against HBUS at a later time for the matters underlying
the cease and desist order.123 As is often the case in BSA enforce-
ment actions, the OCC cease and desist order required a third-
party conducted “look-back” review of activity in foreign corre-
spondent accounts at HBUS. HSBC Group also disclosed that
various HSBC Group companies were the subject of multiple
investigations not only by the U.S. banking authorities, but also
by the DOJ and the New York County District Attorney's O�ce.124

The full extent of the issues at HSBC Group, HNAH, and
HBUS became apparent in July 2012 when the U.S. Senate Per-
manent Subcommittee on Investigations released a 355 page
report, detailing alleged compliance failures at HBUS and other
subsidiaries of HSBC Group, including in particular HSBC
Mexico, HSBC Bank plc, and HSBC Bank Middle East.125 These
alleged failures related both to anti-money laundering programs
and practices and to OFAC sanctions requirements. The outcome
of the various investigations was the issuance of the most
extensive set of regulatory and law-enforcement actions against a
banking institution in U.S. history. In December 2012 HSBC
Group and HBUS entered into deferred prosecution agreements
with the DOJ and the New York County District Attorney's Of-
�ce and various consent agreements and settlement orders with
OFAC, FinCEN, the OCC and the Federal Reserve Board, provid-
ing for the payment in the aggregate of $1.92 billion in �nes and

122See Press Release, OCC, OCC Issues Cease and Desist Order Against
HSBC Bank USA, N.A. (Oct. 7, 2010), available at http://www.occ.gov/news-issu
ances/news-releases/2010/nr-occ-2010-121.html.

123See Press Release, OCC, OCC Issues Cease and Desist Order Against
HSBC Bank USA, N.A. (Oct. 7, 2010), available at http://www.occ.gov/news-issu
ances/news-releases/2010/nr-occ-2010-121.html.

124See HSBC Holdings plc, Form 20-F for the �scal year ended December 31,
2010 (82), available at http://www.hsbc.com/1/content/assets/investor�relations/
hsbc201020f.pdf.

125Senate Comm. on Homeland Security and Governmental A�airs, Perma-
nent Subcomm. on Investigations, U.S. Vulnerabilities to Money Laundering,
Drugs and Terrorist Financing: HSBC Case History (2012), available at http://w
ww.hsgac.senate.gov/download/?id=2a76c00f-7c3a-44c8-902e-3d9b5dbd0083.
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penalties by HSBC Group126 The criminal charges against HSBC
Group under the deferred prosecution agreement were that (i)
HBUS failed to maintain an e�ective anti-money laundering
program as required by the BSA; (ii) HBUS failed to conduct due
diligence on correspondent bank accounts involving foreign
persons as required by the BSA; (iii) HSBC Group facilitated
transactions with sanctioned entities in Iran, Libya, Sudan and
Burma in violation of U.S. sanctions law; and (iv) HSBC Group
facilitated transactions for sanctioned entities in Cuba in viola-
tion of U.S. sanctions law.127

The deferred prosecution agreements include an extensive and
detailed list of remedial steps taken or to be taken by HBUS and
HSBC Group. These remedial steps include exiting various high
risk correspondent relationships, remediating the “know your
customer” (KYC) �les of 155,500 customers at HBUS, and review-
ing all customer KYC �les across the entire HSBC Group. In ad-
dition, HSBC Group agreed to implement a single global anti-
money laundering standard, with the result that all HSBC Group
a�liates must adhere at a minimum to U.S. anti-money launder-
ing standards. As a compensation matter, HSBC Group also
agreed to defer a portion of the bonuses payable to its most senior
o�cers.

The size of the penalties, the scope of the allegations relating
to violations of the U.S. anti-money laundering requirements and
U.S. sanctions law requirements, and the range of remedial steps
required under these agreements are unprecedented in the bank-
ing industry. So too is the provision in the deferred prosecution
agreement requiring HSBC Group to retain an independent

126See, e.g., Press Release, HSBC Holdings Plc. and HSBC Bank USA N.A.
Admit to Anti-Money Laundering and Sanctions Violations, Forfeit $1.256
Billion in Deferred Prosecution Agreement (Dec. 11, 2012), available at http://w
ww.justice.gov/opa/pr/2012/December/12-crm-1478.html. See also Press Release,
District Attorney Vance Announces $375 Million Settlement with HSBC Bank
(Dec. 11, 2012), available at http://manhattanda.org/node/3444/print; Press
Release, Treasury Department Reaches Landmark Settlement with HSBC (Dec.
11, 2012), available at http://www.treasury.gov/press-center/press-releases/Page
s/tg1799.aspx; In the matter of HSBC Holdings PLC, Order to Cease and Desist
Issued Upon Consent Pursuant to the FDI Act, as amended, Dkt. No. 12-062-
B-FB (Dec. 11, 2012), available at http://www.federalreserve.gov/ newsevents/pr
ess/enforcement/enf20121211a2.pdf; Press Release, OCC Assesses $500 Million
Civil Money Penalty Against HSBC Bank USA, N.A. (Dec. 11, 2012), available
at http://occ.gov/news-issuances/news-releases/2012/nr-occ-2012-173.html.

127Press Release, HSBC Holdings Plc. and HSBC Bank USA N.A. Admit to
Anti-Money Laundering and Sanctions Violations, Forfeit $1.256 Billion in
Deferred Prosecution Agreement (Dec. 11, 2012), available at http://www.justic
e.gov/opa/pr/2012/December/12-crm-1478.html.
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compliance monitor for �ve years to oversee compliance with the
deferred prosecution agreement not only in its U.S. operations,
but also in its foreign operations.128 Many of the remedial steps
under the deferred prosecution agreements extend to the
worldwide operations of HSBC Group, such as a requirement for
HSBC Group to review all customer KYC �les across the entire
HSBC Group and to implement U.S. anti-money laundering stan-
dards in all its a�liates worldwide.

The actions against HSBC Group signal a new era of enforce-
ment measures with the scope of scrutiny and remedial steps
extending to the worldwide operations of foreign banking entities
with U.S. operations. At their most fundamental level, these ac-
tions also emphasize the inherently higher risk facing foreign
banking entities with U.S. operations. The inherent risk arises
from the predominantly cross-border nature of most foreign bank-
ing activities in the U.S., including U.S. dollar clearing activities.
As a result, foreign banking entities will likely face higher risk in
the anti-money laundering and economic sanctions areas than
domestic U.S. banking institutions.

§ 13:4 Suspicious activity reporting requirement

[1] Statutory Provisions
When Congress amended the BSA in 1992 to provide the Sec-

retary of the Treasury with the authority to require �nancial
institutions to implement an anti-money laundering program,
Congress also amended the BSA to provide the Secretary of the
Treasury with authority to require �nancial institutions “to
report any suspicious transaction relevant to a possible violation
of law or regulation.”129 This provision, known as the suspicious
activity reporting requirement, is codi�ed in Section 5318(g)(1) of
the BSA. The suspicious activity reporting requirement is a key
element of the overall anti-money laundering program of a
�nancial institution and a key component in the larger law-
enforcement e�ort directed at identifying suspicious activity re-
lating to a broad range of criminal violations. The anti-money
laundering program requirement of Section 5318(h)(1) and the

128Press Release, HSBC Holdings Plc. and HSBC Bank USA N.A. Admit to
Anti-Money Laundering and Sanctions Violations, Forfeit $1.256 Billion in
Deferred Prosecution Agreement (Dec. 11, 2012), available at http://www.justic
e.gov/opa/pr/2012/December/12-crm-1478.html.

[Section 13:4]
129Pub. L. No. 102-550, § 1517(b), 106 Stat. 3672, 4059 (1992) (codi�ed as

amended at 31 U.S.C.A. § 5318(g)).

§ 13:4Anti-Money Laundering

1205



suspicious activity reporting requirement of Section 5318(g)(1)
are complementary and serve related functions. An e�ective
suspicious activity reporting program is an integral element of an
overall anti-money laundering program because it provides the
means of alerting law-enforcement authorities to suspected
money-laundering, terrorist, or other criminal activity. At the
same time, a suspicious activity reporting program presupposes
that an e�ective anti-money laundering program is in place
because the ability to identify and analyze potentially suspicious
activity will be dependent upon other elements of an anti-money
laundering program such as appropriate customer due diligence
and account monitoring.

Section 5318(g)(2) contains an important additional element of
the suspicious activity reporting regime. It provides that if a
�nancial institution reports a suspicious transaction to a govern-
ment agency, neither the �nancial institution nor any director,
o�cer, employee, or agent may notify any person involved in the
transaction that the transaction has been reported.130 As
discussed in Section 13:4[2][b], the restrictions on disclosure have
presented practical problems for the sharing of these reports
within corporate structures.

Although the BSA had authorized the Secretary of the Trea-
sury to require suspicious activity reporting for �nancial institu-
tions since 1992, prior to enactment of the USA PATRIOT Act,
the Treasury had not made extensive use of the power beyond
the con�nes of the banking industry. In 1996, the Treasury used
this rule-making authority for the �rst time when, in conjunction
with the federal banking agencies, it issued a rule requiring
banks to �le suspicious activity reports.131 Prior to the passage of
the USA PATRIOT Act, the Treasury and FinCEN had adopted a
rule requiring suspicious activity reporting for only one other cat-
egory of �nancial institution—certain money services

130See 31 U.S.C.A. § 5318(g)(2).
131See Amendment to the Bank Secrecy Act Regulations—Requirement to

Report Suspicious Transactions, 61 Fed. Reg. 4326 (Feb. 5, 1996) (Treasury)
(codi�ed at 31 C.F.R. § 1020.320); Minimum Security Devices and Procedures,
Reports of Suspicious Activities, and Bank Secrecy Act Compliance Program, 61
Fed. Reg. 4332 (Feb. 5, 1996) (OCC) (codi�ed at 12 C.F.R. § 21.11); Membership
of State Banking Institutions in the Federal Reserve System; International
Banking Operations; Bank Holding Companies and Change of Control; Reports
of Suspicious Activities Under Bank Secrecy Act, 61 Fed. Reg. 4338 (Feb. 5,
1996) (Federal Reserve Board) (codi�ed at 12 C.F.R. § 208.62); Suspicious Activ-
ity Reports, 61 Fed. Reg. 6095 (Feb. 16, 1996) (FDIC) (codi�ed at 12 C.F.R.
§ 353.3).
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businesses.132

Although the USA PATRIOT Act did not directly expand the
authority of the Treasury to issue rules requiring suspicious activ-
ity reporting, the USA PATRIOT Act did expand the range of
institutions potentially subject to a suspicious activity reporting
requirement by adding additional categories of institutions such
as futures commission merchants, commodity trading advisors,
and commodity pool operators, to the de�nition of “�nancial
institution.”133 Section 356(b) of the USA PATRIOT Act speci�-
cally provided that the Secretary of the Treasury in consultation
with the CFTC could prescribe suspicious activity reporting
requirements for futures commission merchants, commodity trad-
ing advisors, and commodity pool operators.134 The general spirit
animating the authors of the USA PATRIOT Act was clearly
re�ected in Section 356(a) of the USA PATRIOT Act, which
directed the Secretary of the Treasury to propose by no later
than January 1, 2002, and adopt by no later than July 1, 2002,
suspicious activity reporting requirements for broker-dealers.135

Section 356(c) also directed the Treasury, the Federal Reserve
Board, and the SEC to submit a report to Congress with recom-
mendations for applying the requirements of the BSA to invest-
ment companies.136 The Treasury and FinCEN in short order af-
ter the enactment of the USA PATRIOT Act began rule-making

132See Amendments to the Bank Secrecy Act Regulations—Requirements
That Money Transmitters and Money Order and Traveler's Check Issuers,
Sellers, and Redeemers Report Suspicious Transactions, 65 Fed. Reg. 13,683
(March 14, 2000) (codi�ed at 31 C.F.R. § 1022.320) (e�ective Dec. 31, 2001).
These money services businesses were made subject to a suspicious activity
reporting requirement under FinCEN rules prior to their being made subject to
an anti-money laundering program requirement. As a general matter, an e�ec-
tive anti-money laundering program would be a predicate for an e�ective suspi-
cious activity reporting system. FinCEN has generally imposed a suspicious
activity reporting requirement on an industry only after imposing an anti-
money laundering program requirement on it.

133Pub. L. No. 107-56, § 321, 115 Stat. at 315 (codi�ed at 31 U.S.C.A.
§ 5312(a)(2) and (c)(1)). The USA PATRIOT Act also enhanced the suspicious
activity reporting provision generally by expanding the protection from civil li-
ability a�orded to institutions and individuals involved in �ling SARs on a vol-
untary basis. Pub. L. No. 107-56, § 351(a), 115 Stat. at 320 (codi�ed at 31
U.S.C.A. § 5318(g)(3)).

134Pub. L. No. 107-56, § 356(b), 115 Stat. at 324.
135Pub. L. No. 107-56, § 356(a), 115 Stat. at 324.
136Pub. L. No. 107-56, § 356(c), 115 Stat. at 324. In the joint report submit-

ted to Congress pursuant to § 356, the Treasury ultimately recommended that
mutual funds be required to �le SARs. The Treasury also recommended that
unregistered investment companies be required to establish anti-money launder-
ing programs and customer identi�cation programs but made no speci�c men-

§ 13:4Anti-Money Laundering

1207



processes to impose suspicious activity reporting requirements on
a broader range of �nancial institutions.

[2] Regulatory Provisions

[a] FinCEN Regulations

[i] Banks
As discussed earlier in this Section, the Treasury and FinCEN

inaugurated the current suspicious activity reporting system in
1996 when they adopted Section 103.21 (now Section 1020.320) of
the BSA regulations. Section 1020.320(a)(1) requires every bank,
to the extent provided by the section, to �le a report of any suspi-
cious transaction relevant to a possible violation of law or
regulation.137 A transaction must be reported under Section
1020.320(a)(2) if it is conducted or attempted “by, at, or through”
a bank and involves or aggregates at least $5,000 in funds or
other assets and if the bank knows, suspects, or has reason to
suspect that:

(i) [t]he transaction involves funds derived from illegal
activities or is intended or conducted to hide or disguise
funds or assets derived from illegal activities (including,
without limitation, the ownership, nature, source, loca-
tion, or control of such funds or assets) as part of a plan
to violate or evade any federal law or regulation or to

tion of a suspicious activity reporting requirement for these companies. See A
Report to Congress In Accordance with § 356(c) of the Uniting and Strengthen-
ing America by Providing Appropriate Tools Required to Intercept and Obstruct
Terrorism Act of 2001 (USA PATRIOT Act), 37–38 (Dec. 31, 2002), available at
http://www.�ncen.gov/356report.pdf.

13731 C.F.R. § 1020.320(a)(1). The term “bank” is de�ned in § 1010.100(d) of
the BSA regulations to mean:

[e]ach agent, agency, branch or o�ce within the United States of any person doing
business in one or more of the capacities listed below:

(1) A commercial bank or trust company organized under the laws of any State or
of the United States;

(2) A private bank;
(3) A savings and loan association or a building and loan association organized

under the laws of any State or of the United States;
(4) An insured institution as de�ned in Section 401 of the National Housing Act;
(5) A savings bank, industrial bank or other thrift institution;
(6) A credit union organized under the law of any State or of the United States;
(7) Any other organization (except a money services business) chartered under

the banking laws of any state and subject to the supervision of the bank
supervisory authorities of a State;

(8) A bank organized under foreign law;
(9) Any national banking association or corporation acting under the provisions of

Section 25(a) of [the Federal Reserve Act].
31 C.F.R. § 1010.100(d).
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avoid any reporting requirement under federal law or
regulation;

(ii) [t]he transaction is designed to evade any requirements
of [the BSA rules]; or

(iii) [t]he transaction has no business or apparent lawful
purpose or is not the sort in which the particular
customer would normally be expected to engage and the
bank knows of no reasonable explanation for the trans-
action after examining the available facts, including the
background and possible purpose of the transaction.138

The reporting requirements of Section 1020.320 are broad,
particularly as they relate to a transaction that has no business
or apparent lawful purpose or is not the sort in which the partic-
ular customer would normally be expected to engage. This
requirement in the suspicious activity reporting regime inferen-
tially requires customer due diligence policies and procedures to
establish at a minimum the purpose, type, frequency, and size of
transactions in which a customer would normally be expected to
engage and policies and procedures for account monitoring. In
adopting this provision as part of the original suspicious activity
reporting requirement, the Treasury stated that the extent to
which a bank would be required to track or monitor certain
transactions would be addressed in “know your customer” rules
that were expected to be issued as an adjunct to the suspicious
activity reporting rule.139 The Treasury further stated that the
language “knows, suspects, or has reason to know” was intended

13831 C.F.R. § 1020.320(a)(2).
139See Amendments to the Bank Secrecy Act; Requirement To Report Suspi-

cious Transactions, 61 Fed. Reg. 4326, 4327 (Feb. 5, 1996). The federal banking
agencies proposed “know your customer” rules in 1998, but subsequently
withdrew the proposal in 1999. See, e.g., “Know Your Customer” Requirements,
63 Fed. Reg. 67,524 (Dec. 7, 1998) (OCC proposed rule). See Board of Governors
of the Federal Reserve System, Federal Deposit Insurance Corporation, O�ce of
the Comptroller of the Currency, O�ce of Thrift Supervision, Joint Statement
on Proposed “Know Your Customer” Rule (Mar. 23, 1999), available at http://ww
w.federalreserve.gov/boarddocs/press/boardacts/1999/19990323/statement.htm
(announcing the withdrawal of the proposed rules). In March 2012 Treasury
and FinCEN published an advance notice of proposed rulemaking to solicit com-
ments on a wide range of questions pertaining to the development of a customer
due diligence regulation for �nancial institutions. See Customer Due Diligence
Requirements for Financial Institutions, 77 Fed. Reg. 13,046 (Mar. 5, 2012). In
the advance notice FinCEN observed that the requirement that a �nancial
institution “know its customer” is basic and fundamental to an e�ective BSA/
AML compliance program. FinCEN further indicated that while a customer due
diligence is an implicit obligation in the existing BSA rules for suspicious activ-
ity reporting, FinCEN believes that it may be necessary to adopt an express
and comprehensive customer due diligence regulation. This proposed regulation
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in any event to introduce a concept of due diligence into the
reporting requirements.140 The Treasury also indicated that
certain actions were badges of suspicious activity, e.g., a refusal
by a customer to provide information, the provision of false infor-
mation by a customer, or a request by a customer to change or
cancel a transaction after the customer is questioned on the
transaction.141 In subsequent enforcement actions, FinCEN has
stated that Section 1020.320 requires a bank to have systems in
place to identify the kinds of transactions that may present a
high risk of money-laundering or that exhibit other indicia of
suspicious activity, taking into account the types of products and
services it o�ers and the nature of its customers.142

Section 1020.320(b)(1) provides that a suspicious transaction
shall be reported by completing a Suspicious Activity Report
(SAR), which requires both a summary characterization of the
suspicious activity and a detailed explanation or description of
the suspicious activity.143 Each SAR is �led with FinCEN as the
central �ling location within the federal government. Section
1020.320(b)(3) prescribes the timing requirements for the �ling of
a SAR. An institution is required to �le a SAR no later than 30
calendar days after the date of initial detection by the institution
of facts that may constitute a basis for the �ling; if no suspect is
identi�ed on the date of initial detection of the incident, an
institution may delay �ling the SAR for an additional 30 calendar
days to identify a suspect. In situations involving ongoing viola-
tions that require immediate attention such as ongoing money-
laundering or criminal or a possible terrorist �nancing scheme,

would “clarify, consolidate, and strengthen existing CDD regulatory require-
ments and supervisory expectations, and establish a categorical requirement for
�nancial institutions to identify bene�cial ownership of their accountholders.”
77 Fed. Reg. 13,046.

140See Amendments to the Bank Secrecy Act; Requirement to Report Suspi-
cious Transactions, 61 Fed. Reg. 4328.

141See Amendments to the Bank Secrecy Act; Requirement to Report Suspi-
cious Transactions, 61 Fed. Reg. 4329.

142See, e.g., In the Matter of Korea Exchange Bank, Assessment of Civil
Money Penalty No. 2003-04 (June 24, 2003), available at http://www.�ncen.gov/
news�room/ea/�les/koreaexchangeassessment.pdf.

14331 C.F.R. § 1020.320(b)(1). Prior to July 1, 2012, FinCEN used industry-
speci�c paper forms for SAR �lings. E�ective July 1, 2012, FinCEN substituted
a single electronic form for SAR �lings. See Agency Information Collection and
Reporting Activities; Electronic Filing of Bank Secrecy Act (BSA) Reports, Final
Notice, 77 Fed. Reg. 12,367 (Feb. 29, 2012). See also FinCEN, Guidance, Filing
FinCEN's new Currency Transaction Report and Suspicious Activities Report,
FIN-2012-G002 (Mar. 29, 2012), available at http://www.�ncen.gov/statutes�re
gs/guidance/pdf/FIN-2012-G002.pdf.
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an institution is required to notify an appropriate law-
enforcement authority immediately.144 A reporting bank is
required to maintain a copy of any SAR �led and an original or
business record equivalent of any supporting documentation for
�ve years from the date of �ling.145

Section 1020.320(e) incorporates the con�dentiality and
nondisclosure requirements of Section 5318(g)(2) and clari�es
their application to subpoenas or other requests for information
served on a bank. Section 1020.320(e) provides that a SAR and
any information that would reveal the existence of a SAR are
con�dential and may not be disclosed except as authorized under
the section. Section 1020.320(e) also speci�cally provides that no
bank and no o�cer, director, employee, or agent of any bank may
disclose a SAR or any information that would reveal the exis-
tence of a SAR.146 Section 1020.320(e) further provides that if a
person is subpoenaed or otherwise requested to disclose a SAR or
the information that would reveal the existence of a SAR, that
person must decline to produce the SAR or such information and
must notify FinCEN of the request and response. As discussed in
Section 13:4[2][b], the con�dentiality requirements applicable to
the �ling of a SAR have received signi�cant attention, particularly
as they relate to the sharing of SARs among a�liated reporting
institutions.147

Section 1020.320(e) also incorporates the limitation of liability

14431 C.F.R. § 1020.320(b)(3). FinCEN has provided additional guidance on
the question of when the 30-day time period to �le a SAR begins. See FinCEN,
The SAR Activity Review—Trends, Tips & Issues (May 2006), available at htt
p://www.�ncen.gov/news�room/rp/�les/sar�tti�10.pdf. FinCEN has stated
that:

The phrase “initial detection” should not be interpreted as meaning the moment a
transaction is highlighted for review. There are a variety of legitimate transactions
that could raise a red �ag simply because they are inconsistent with an ac-
countholder's normal account activity . . . . The institution's automated account
monitoring system or initial discovery of information, such as system-generated
reports, may �ag the transaction; however, this should not be considered initial detec-
tion of potential suspicious activity. The 30-day (or 60-day) period does not begin
until an appropriate review is conducted and a determination is made that the trans-
action under review is “suspicious” within the meaning of the SAR regulations.

A review must begin promptly upon the identi�cation of unusual activity that
warrants investigation and the review must be completed within a “reasonable
period of time.” FinCEN, The SAR Activity Review—Trends, Tips & Issues, 45
(May 2006).

14531 C.F.R. § 1020.320(d).
14631 C.F.R. § 1020.320(e).
147In December 2010, FinCEN amended the con�dentiality and nondisclo-

sure provisions of its SAR reporting requirements to clarify their application to
certain instances of sharing within a corporate organization. See Con�dentiality
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(or safe harbor) provision in Section 5318(g)(3) of the BSA. Section
1020.320(f) provides that a bank and any director, o�cer, em-
ployee, or agent that makes a SAR �ling (whether the SAR is
required or �led voluntarily) shall be protected from liability for
any disclosure contained therein or for the failure to disclose the
fact of the report or both.148 Finally, Section 1020.320(g) provides
that compliance with the section will be audited by FinCEN or
its delegees under the terms of the BSA.

Section 1010.810(b) of the BSA regulations contains a standing
delegation of authority by the Treasury to the federal banking
agencies to examine their regulated institutions for compliance
with the BSA regulations.149

Section 1020.320 established the template for suspicious activ-
ity reporting by banks and for other categories of �nancial institu-
tions that would subsequently be made subject to suspicious
activity reporting requirements. In connection with the adoption
by FinCEN of a suspicious activity reporting requirement for
banks in 1996, the federal banking agencies adopted suspicious
activity reporting requirements in their own regulations. The
federal banking agency regulations are discussed in Section
13:4[2][b].

[ii] Broker-Dealers and Other Financial Institutions
At the time of enactment of the USA PATRIOT Act, FinCEN

had adopted suspicious activity reporting requirements for only
two categories of �nancial institutions: banks and certain money
services businesses. In the aftermath of the USA PATRIOT Act,
FinCEN moved promptly to extend suspicious activity reporting
requirements to other categories of �nancial institutions. In re-
sponse to the direction contained in Section 356(a) of the USA
PATRIOT Act, FinCEN adopted a regulation, now codi�ed in
Section 1023.320 of the BSA rules, imposing suspicious activity
reporting requirements on brokers or dealers in securities within
the United States.150 The basic suspicious activity reporting
requirements contained in Section 1023.320 for broker-dealers

of Suspicious Activity Reports, 75 Fed. Reg. 75,593 (Dec. 3, 2010), for these
amendments and a detailed discussion of the con�dentiality and nondisclosure
requirements applicable to SARs.

14831 C.F.R. § 1020.320(f).
14931 C.F.R. § 1010.810(b)(1) to (5). See also § 13:3.
150See Financial Crimes Enforcement Network; Amendment to the Bank

Secrecy Act Regulations—Requirement That Brokers or Dealers in Securities
Report Suspicious Transactions, 67 Fed. Reg. 44,048 (July 1, 2002) (now codi-
�ed at 31 C.F.R. § 1023.320).
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parallel the requirements contained in the FinCEN regulation for
banks with several modi�cations and exceptions to re�ect the
specialized nature of existing broker-dealer regulation. Section
1023.320(b)(1) provides for the reporting of a suspicious transac-
tion by completing a Suspicious Activity Report by the Securities
and Futures Industry (SAR-SF).151 The FinCEN regulation for
broker-dealers clari�es one point that is implicit in the suspicious
activity reporting requirement already established for banks. In
the list of transactions subject to reporting, Section 1023.320(a)
(2)(iv) adds a fourth category: a transaction that involves the use
of the broker-dealer to facilitate criminal activity. In adopting the
regulation for broker-dealers, the Treasury stated that this ad-
ditional category was added to ensure that transactions involving
legally derived funds that broker-dealer suspects are being used
for a criminal purpose, such as funding terrorist activity, are
reported.152 The Treasury treated this addition as a clari�cation
because, as the Treasury noted, the reporting requirement relat-
ing to a transaction that “has no business or apparent lawful
purpose” should be interpreted to cover such transactions in any
event.153

The suspicious activity reporting requirements of Section
1023.320 became applicable to broker-dealers for transactions oc-
curring after December 30, 2002.154 Broker-dealers that were sub-
sidiaries of banks or bank holding companies were already subject
to the suspicious activity reporting requirements contained in the
applicable federal banking agency regulations (discussed in Section
13:4[2][b]). In connection with the adoption of Section 1023.320,
the Treasury indicated that a broker-dealer a�liate or subsidiary
of a bank or bank holding company (BHC) would be subject to
Section 1023.320 (rather than rules applicable to banks under
Section 1020.320) and that it had requested the federal banking
agencies to amend their regulations to exempt a�liated broker-
dealers from the suspicious activity reporting requirement of the
federal banking agency regulations so that these broker-dealers

15131 C.F.R. § 1023.320(b)(1). As discussed in footnote 144, prior to July 1,
2012, FINCEN used industry-speci�c paper forms for SAR �lings. E�ective July
1, 2012, FinCEN substituted a single electronic form for SAR �lings.

152See Financial Crimes Enforcement Network; Amendment to the Bank
Secrecy Act Regulations—Requirement That Brokers or Dealers in Securities
Report Suspicious Transactions, 67 Fed. Reg. 44,050 to 44,051.

153See Financial Crimes Enforcement Network; Amendment to the Bank
Secrecy Act Regulations—Requirement That Brokers or Dealers in Securities
Report Suspicious Transactions, 67 Fed. Reg. 44,050 to 44,051.

15431 C.F.R. § 1023.320(h).
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would be subject only to the single FinCEN reporting
requirement.155

FinCEN has adopted suspicious activity reporting requirements
for several other categories of �nancial institutions. In March
2000, FinCEN adopted a regulation requiring money transmit-
ters and issuers, sellers, and redeemers of money orders and tra-
veler's checks to report suspicious transactions.156 In February
2003, FinCEN expanded the group of institutions covered by the
regulation to include currency dealers and exchangers.157 In
November 2003, FinCEN also adopted a suspicious activity
reporting requirement applicable to futures commission mer-
chants and introducing brokers in commodities.158 FinCEN fur-
ther extended the categories of �nancial institutions subject to
suspicious activity reporting requirements by adopting reporting
requirements in 2005 for certain insurance companies,159 in 2006

155See Financial Crimes Enforcement Network; Amendment to the Bank
Secrecy Act Regulations—Requirement That Brokers or Dealers in Securities
Report Suspicious Transactions, 67 Fed. Reg. 44,052. The Federal Reserve
Board originally stated that a nonbank subsidiary of a BHC or a state member
bank would satisfy the requirements of the Federal Reserve Board's suspicious
activity reporting provisions in Regulations H, K, and Y by complying with any
applicable FinCEN regulation. See Division of Banking Supervision and Regula-
tion, Supervisory Letter SR 02-24: Suspicious Activity Report Filing Require-
ments for Nonbank Subsidiaries of Bank Holding Companies and State Member
Banks (Dec. 24, 2002), available at http://www.�ec.gov/bsa�aml�infobase/doc
uments/FRB�DOCS/SR�02�24.pdf. In April 2010, the Federal Reserve Board
issued revised guidance on SAR �lings by nonbank subsidiaries of a BHC. See
Division of Banking Supervision and Regulation, Supervisory Letter SR 10-8:
Suspicious Activity Report Filing Requirements for Banking Organizations
Supervised by the Federal Reserve (Apr. 27, 2010), available at http://www.fede
ralreserve.gov/boarddocs/srletters/2010/sr1008.htm.

156See Amendments to Bank Secrecy Act Regulations—Requirement That
Money Transmitters and Money Order and Traveler's Check Issuers, Sellers
and Redeemers Report Suspicious Transactions, 65 Fed. Reg. 13,683 (March 14,
2000) (now codi�ed at 31 C.F.R. § 1022.320).

157See Amendment to the Bank Secrecy Act Regulations—Requirement That
Currency Dealers and Exchangers Report Suspicious Transactions, 68 Fed. Reg.
6613 (Feb. 10, 2003).

158See Amendment to the Bank Secrecy Act Regulations; De�nition of
Futures Commission Merchants and Introducing Brokers in Commodities as
Financial Institutions; Requirement that Futures Commission Merchants and
Introducing Brokers in Commodities Report Suspicious Transactions, 68 Fed.
Reg. 65,392 (Nov. 30, 2003) (now codi�ed at 31 C.F.R. § 1026.320).

159See Amendment to the Bank Secrecy Act Regulations—Requirement that
Insurance Companies Report Suspicious Transactions, 70 Fed. Reg. 66,761
(Nov. 3, 2005) (now codi�ed at 31 C.F.R. § 1025.320) (the requirement applies
only to insurance companies engaged in the business of issuing or underwriting
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for mutual funds,160 and in 2012 for residential mortgage lenders
and originators.161

[b] Federal Banking Agency Regulations
At the time that the Treasury and FinCEN adopted their origi-

nal suspicious activity reporting requirement for banks in 1996,
the federal banking agencies simultaneously adopted their own
individual regulations, imposing suspicious activity reporting
requirements on their regulated banking institutions. The
principal purpose of the federal banking agency regulations was
to combine and coordinate the prior criminal referral reporting
rules of the agencies with the new uniform suspicious activity
reporting form, the SAR, provided for under the FinCEN
regulation. The federal banking agency regulations, which are
substantially identical among themselves, generally parallel the
FinCEN suspicious activity reporting regulation but di�er from
the FinCEN regulation in setting di�erent thresholds for report-
ing of certain categories of transactions and in establishing an
additional category of reportable transactions.162 The federal
banking agency regulations specify four categories of transac-
tions requiring the �ling of a SAR. The fourth category of transac-
tions, described as “[t]ransactions aggregating $5,000 or more
that involve potential money laundering or violations of the Bank
Secrecy Act,” requires the �ling of a SAR for transactions in terms
substantially identical to those in Section 1020.320(a)(2) of the
FinCEN regulation.163 The �rst category of transactions in the
federal banking agency regulations, described as “[i]nsider abuse
involving any amount,” requires the �ling of a SAR whenever a
bank detects:

any known or suspected Federal criminal violation, or pattern of
criminal violations, committed or attempted against the bank or
involving a transaction or transactions conducted through the bank,
where the bank believes that it was either an actual or potential
victim of a criminal violation, or series of criminal violations, or
that the bank was used to facilitate a criminal transaction, and the

permanent life insurance, annuities, or other insurance products with cash
value or investment features).

160See Amendments to Bank Secrecy Act Regulations—Requirement That
Mutual Funds Report Suspicious Transactions, 71 Fed. Reg. 26,213 (May 4,
2006) (now codi�ed at 31 C.F.R. § 1024.320).

161See Anti-Money Laundering and Suspicious Activities Report Filing
Requirements for Residential Mortgage Lenders and Originators, 77 Fed. Reg.
8148 (Feb. 14, 2012) (codi�ed at 31 C.F.R. § 1029.320).

16212 C.F.R. §§ 21.11 (OCC), § 208.62 (Federal Reserve Board), 353.3 (FDIC).
16312 C.F.R. §§ 21.11(c)(4), 208.62(c)(4), 353.3(a)(4).
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bank has a substantial basis for identifying one of its directors, of-
�cers, employees, agents or other institution-a�liated parties as
having committed or aided in the commission of a criminal act,
regardless of the amount involved in the violation.164

Because there is no threshold provision for this category, the
federal banking agency regulations would require the �ling of a
SAR for transactions involving less than $5,000 in situations
where no �ling would be required under the FinCEN regulation.
The second category of transactions, described as “[v]iolations ag-
gregating $5,000 or more where a suspect can be identi�ed,”
requires the �ling of a SAR where the bank believes that it was
either an actual or potential victim of a criminal violation or it
was used to facilitate a criminal transaction and the bank has a
substantial basis for identifying a possible suspect or group of
suspects.165 Transactions falling within the second category under
the federal banking agency regulations would also fall under the
general reporting requirement contained in the FinCEN regula-
tion, which also sets a threshold amount of $5,000 or more for
reporting. The third category of transactions, described as
“[v]iolations aggregating $25,000 or more regardless of a potential
suspect,” requires the �ling of a SAR for transactions involving or
aggregating $25,000 or more even though the bank has no
substantial basis for identifying a possible suspect or group of
suspects.166 Transactions falling within that third category under
the federal banking agency regulations will likely fall within the
general reporting requirement contained in the FinCEN regula-
tion, which sets the lower threshold amount of $5,000 or more.
Accordingly, a bank should report a transaction involving less
than $25,000 even though no suspect was identi�ed to assure
itself that it is in compliance with the FinCEN regulation.

In other respects, the federal banking agency regulations gen-
erally parallel the provisions of the FinCEN regulation, including
the provisions on the timing of �ling, retention of records,
con�dentiality, and limitation on liability. The federal banking
agency regulations include at least one requirement not contained
in the FinCEN regulation. The federal banking agency regula-
tions require the management of a bank to notify the board of
directors or a committee thereof promptly of any SAR �led pursu-
ant to the regulations.167 The federal banking agency regulations
applicable to state-chartered or state-licensed banks also encour-

16412 C.F.R. §§ 21.11(c)(1), 208.62(c)(1), 353.3(a)(1).
16512 C.F.R. §§ 21.11(c)(2), 208.62(c)(2), 353.3(a)(2).
16612 C.F.R. §§ 21.11(c)(3), 208.62(c)(3), 353.3(a)(3).
16712 C.F.R. §§ 21.11(h), 208.62(h), 353.3(f).
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age those banks to �le a copy of any SAR with state and local
law-enforcement agencies where appropriate. State-chartered
and state-licensed banks may also be subject to separate report-
ing requirements under state law.

The federal banking agency regulations by their terms speci�-
cally apply to branches and agencies of foreign banks licensed in
the United States. The suspicious activity reporting regulation of
the OCC speci�cally states that it applies to all national banks as
well as any federal branch or agency of a foreign bank licensed
by the OCC.168 The suspicious activity reporting regulation of the
FDIC likewise states that it applies to all insured state nonmem-
ber banks as well as any insured, state-licensed branches of
foreign banks.169 The suspicious activity reporting requirements
of the Federal Reserve Board are to be found in three regulations.
Regulation H of the Federal Reserve Board contains the basic
suspicious activity reporting requirement applicable to state
member banks.170 Regulation H by its terms does not apply to a
branch or agency of a foreign bank. Regulation K, the regulation
of the Federal Reserve Board that contains the principal provi-
sions applicable to foreign banks operating in the United States,
provides that a branch, agency, or representative o�ce of a
foreign bank operating in the United States (other than a federal
branch or agency or an FDIC-insured state-licensed branch) shall
�le a SAR in accordance with the provisions of Regulation H.171

As noted in Section 13:3[2][b] in the discussion of the Regulation
K provision requiring the establishment of anti-money launder-
ing programs, these provisions of Regulation K apply not only to
a branch or agency of a foreign bank but also to a representative
o�ce.172 Regulation Y of the Federal Reserve Board also requires
a BHC and any nonbank subsidiary thereof and a foreign bank
that is subject to the Bank Holding Company Act of 1956 (BHC
Act) and any nonbank subsidiary of such a foreign bank operat-
ing in the United States to �le a SAR in accordance with the pro-
visions of Regulation H.173 Pursuant to the provisions of the
International Banking Act of 1978, a foreign bank operating
through a branch, agency, or a commercial lending company is
subject to the BHC Act and thus under this provision of Regula-

16812 C.F.R. § 21.11(a).
16912 C.F.R. § 353.1.
17012 C.F.R. § 208.62.
17112 C.F.R. § 211.24(f).
172See § 13:3[2][b].
17312 C.F.R. § 225.4(f).
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tion Y each of its nonbank subsidiaries operating in the United
States would be subject to the suspicious activity reporting
requirements of Regulation H.

The application of the FinCEN regulation and the federal bank-
ing agency regulations to foreign banks operating in the United
States present a number of sensitive issues for those foreign
banks. One of the most important issues relates to the ability of a
branch or agency to share SARs that are �led in the United States
with its head o�ce or with controlling companies, particularly
outside the United States. The source of the issue is the prohibi-
tion contained in the BSA against the reporting �nancial institu-
tion (or any director, o�cer, employee, or agent thereof) notifying
any person involved in the transaction that the transaction has
been reported. This statutory prohibition is implemented through
Section 1020.320(e) of the FinCEN regulation that requires any
person subpoenaed or otherwise requested to disclose a SAR or
information contained in a SAR to decline to produce the SAR or
any information that would disclose that a SAR has been pre-
pared or �led.174 The federal banking agency regulations contain
a similar provision and speci�cally state that SARs are
con�dential.175 FinCEN has interpreted the BSA prohibition
broadly to apply to disclosures to any third party because of the
risk of indirect disclosure by that third party to the party involved
in the transaction. FinCEN has been particularly concerned about
disclosure to foreign head o�ces or foreign holding companies
because of the possibility that the foreign head o�ce or company
would be subject to foreign judicial process that might require
disclosure of the SAR in the possession of the foreign o�ce. On
the other hand, as discussed earlier in this Section, the federal
banking agency regulations appear on their face to require
prompt reporting of the �ling of a SAR to the board of directors of
the foreign bank in the case of a �ling by a branch, agency, or
representative o�ce. Sound risk management procedures also
seem to argue in favor of sharing of the SAR with the head o�ce
as part of the foreign bank's global anti-money laundering e�orts.

After an interlude of uncertainty, FinCEN and the federal
banking agencies in 2006 published a guidance document that
clari�ed that a U.S. branch or agency of a foreign bank may share
a SAR with its head o�ce outside the United States and that a
U.S. bank or savings association may share a SAR with its con-

17431 C.F.R. § 1020.320(e).
17512 C.F.R. §§ 21.11(k), 208.62(j), 353.3(g).
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trolling company or companies whether domestic or foreign.176

The guidance indicated that because there are circumstances
under which an institution may be liable for the direct or indirect
disclosure by its controlling company or its head o�ce of a SAR,
the institution must have a written con�dentiality agreement or
arrangement, specifying that the controlling company or head of-
�ce must protect the con�dentiality of the SAR through appropri-
ate internal controls and addressing the process for responding to
requests for disclosure that are subject to foreign law.177 The
guidance further indicates that the recipient head o�ce may not
disclose the SAR or the fact that a SAR has been �led but may
disclose underlying information about the customer or the trans-
action that does not otherwise reveal that a SAR has been �led.
FinCEN published similar guidance for broker-dealers, futures
commission merchants, and introducing brokers, permitting them
to share SARs with parent entities, whether domestic or foreign.178

In both guidance documents, FinCEN indicated that it had not
yet made any determination about the permissibility of sharing
SARs with a�liates other than controlling companies or head of-
�ces whether domestic or foreign. Until further guidance was is-
sued by FinCEN, institutions were directed not to share SARs
with a�liates other than controlling companies or head o�ces.179

In November 2010, FinCEN issued additional guidance stating
that a depository institution that has �led a SAR may share the
SAR or any information that would disclose the existence of the
SAR with any a�liate provided that the a�liate is itself subject
to a SAR regulation.180

176See Interagency Guidance on Sharing Suspicious Activity Reports with
Head O�ces and Controlling Companies (Jan. 20, 2006), available at http://ww
w.�ncen.gov/statutes�regs/guidance/pdf/sarsharingguidance01122006.pdf.

177See Interagency Guidance on Sharing Suspicious Activity Reports with
Head O�ces and Controlling Companies (Jan. 20, 2006), available at http://ww
w.�ncen.gov/statutes�regs/guidance/pdf/sarsharingguidance01122006.pdf.

178See Guidance on Sharing Suspicious Activity Reports by Securities
Broker-Dealers, Futures Commission Merchants, and Introducing Brokers in
Commodities (Jan. 20, 2006), available at http://www.�ncen.gov/statutes�regs/
guidance/pdf/sarsharingguidance01202006.pdf.

179See Guidance on Sharing Suspicious Activity Reports by Securities
Broker-Dealers, Futures Commission Merchants, and Introducing Brokers in
Commodities (Jan. 20, 2006), available at http://www.�ncen.gov/statutes�regs/
guidance/pdf/sarsharingguidance01202006.pdf.

180See FinCEN, Guidance: Sharing Suspicious Activity Reports by Deposi-
tory Institutions with Certain U.S. A�liates (Nov. 23, 2010), available at http://
www.�ncen.gov/statutes�regs/guidance/html/�n-2010-g006.html. See also
Notice of Availability of Final Interpretive Guidance-Sharing Suspicious Activ-
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[3] Supervisory and Examination Process
Like the anti-money laundering program requirement, the

suspicious activity reporting requirement applied to banks before
the enactment of the USA PATRIOT Act and like the anti-money
laundering program requirement, the suspicious activity report-
ing requirement for banks has been subject to markedly increased
scrutiny after the enactment of the USA PATRIOT Act. Even as
FinCEN began the process of instituting suspicious activity
reporting requirements for new categories of �nancial institu-
tions, such as broker-dealers and mutual funds, the federal bank-
ing agencies made scrutiny of the existing suspicious activity
reporting procedures one of their top priorities in their examina-
tion of banking institutions. Heightened scrutiny led to a series
of enforcement actions against domestic and foreign banking
organizations by the federal banking authorities and in several
high pro�le cases by federal and state law-enforcement
authorities.181

Although the suspicious activity reporting requirement and its
predecessor criminal referral reporting requirement had been in
place for a number of years, there was relatively little o�cial
guidance on the speci�c policies and procedures that an institu-
tion should have in place to satisfy the requirements of the
regulations. The OCC Handbook on Bank Secrecy Act/Anti-Money
Laundering provided a list of examples of potentially suspicious
activities, under categories such as activities inconsistent with a
customer's business, attempts to avoid reporting or record-
keeping requirements, wire-transfer activities, and insu�cient or
suspicious information from a customer.182 The Federal Reserve
Board's Bank Secrecy Act Examination Manual also included a
list of examples of potentially suspicious transactions, under cat-
egories such as money-laundering, o�shore transactions, and
linked �nancing or brokered transactions.183 In addition, in 2000,
FinCEN began publishing regular reports, such as The SAR

ity Reports by Depository Institutions and Securities Broker-Dealers, Mutual
Funds, Futures Commission Merchants, or Introducing Brokers in Commodities
with Certain U.S. A�liates, 75 Fed. Reg. 75,607 (Dec. 3, 2010).

181See § 13:4[4].
182See, e.g., Comptroller's Handbook, Bank Secrecy Act/Anti-Money

Laundering (Sept. 2000), available at http:/ /www.occ.
gov/static/publications/handbook/bsa.pdf; Federal Reserve Board, Bank Secrecy
Act Examination Manual (Sept. 1997), available at http://www.federalreserve.
gov/boarddocs/SupManual/bsa/7-00bsaman.pdf.

183See, e.g., Comptroller's Handbook, Bank Secrecy Act/Anti-Money
Laundering (Sept. 2000), available at http:/ /www.occ.
gov/static/publications/handbook/bsa.pdf; Federal Reserve Board, Bank Secrecy
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Activity Review—Trends, Tips & Issues and The SAR Activity
Review—By the Numbers, to provide current information to the
industry on trends in suspicious activity and in suspicious activ-
ity reporting.184 The SAR Activity Review—Trends, Tips & Issues
has become an increasingly important source of guidance from
FinCEN on suspicious activity reporting issues. In November
2003, FinCEN in consultation with the federal banking agencies
also issued a guidance package for preparing a SAR with textual
examples.185 FinCEN also issues guidance and advisories on
speci�c issues relating to SAR �lings.186

Notwithstanding these e�orts, the banking industry, as noted
in Section 13:3[3], continued to express concerns about the con-
sistency of the application of existing guidance in the examina-
tion process and the lack of additional guidance on the speci�c
procedures required to implement an acceptable suspicious activ-
ity reporting program. The FFIEC Manual, issued in June 2005
and revised most recently in April 2010, represents in part the
regulators' response to these calls for comprehensive and detailed
guidance.187 Examination procedures for compliance with the
suspicious activity reporting requirements have a prominent
place in the FFIEC Manual.188 Examiners are directed to focus on
a bank's policies, procedures, and processes to identify, research,
and report suspicious activity. The federal banking agencies will
expect detailed front to back procedures and processes for
identifying, tracking, and reporting suspicious activity. Beyond
appropriate front-end procedures and monitoring processes, the
federal banking agencies will also expect detailed procedures for
referring suspicious or unusual activity from all business lines to

Act Examination Manual (Sept. 1997), available at http://www.federalreserve.
gov/boarddocs/SupManual/bsa/7-00bsaman.pdf.

184These reports are available at http://www.�ncen.gov/news�room/rp/sar�
tti.html.

185The narrative guidance document is available at http://www.�ncen.gov/ne
ws�room/rp/�les/sar�tti�06.pdf.

186See, e.g., Advisory to Financial Institutions on Filing Suspicious Activity
Reports regarding Trade-Based Money Laundering, FIN-2010-A001 (Feb. 18,
2010), available at http://www.�ncen.gov/statutes�regs/guidance/pdf/�n-2010-a
001.pdf; Guidance to Financial Institutions on Filing Suspicious Activity Reports
regarding the Proceeds of Foreign Corruption, FIN 2008-G-005 (Apr. 17, 2008),
available at http://www.�ncen.gov/statutes�regs/guidance/html/�n-2008-g005.h
tml.

187FFIEC Manual, available at http:/ /www.�ec.
gov/bsa�aml�infobase/documents/BSA�AML�Man�2010.pdf. (FFIEC
Manual).

188See FFIEC Manual at 79–80.
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the personnel or department responsible for evaluating the activ-
ity and determining whether a SAR should be �led.189

The existence of appropriate written policies, procedures, and
processes, however, is not su�cient. The examiners are directed
to test the policies, procedures, and processes to determine
whether they have been e�ectively implemented and whether
they are in fact functioning in accordance with their design.190 In
e�ect, all of the procedures and processes must be auditable and
on an appropriate basis audited by an independent internal or
external audit function.

[4] Enforcement Actions
As noted in Section 13:3[4], a number of prominent regulatory

and law-enforcement actions have been taken against banking
institutions, particularly since the time of the enactment of the
USA PATRIOT Act, for the failure to implement adequate anti-
money laundering programs. Many of these actions involve
underlying claims that the banking institution failed to imple-
ment an e�ective anti-money laundering program and as a result
failed to identify suspicious transactions and to �le SARs. In the
Riggs case, the institution pled guilty to a criminal charge of
violating Section 5318(g) by failure to �le timely or accurate
SARs.191

Other law-enforcement actions have also been taken against
banking institutions for the failure to comply with the suspicious
activity reporting requirements. In January 2003, Banco Popular
de Puerto Rico entered into a deferred prosecution agreement
with the DOJ on a criminal charge of failing to �le SARs in a
timely and complete manner in violation of Section 5318(g)(1)
and made a $21.6 million forfeiture payment to the DOJ; FinCEN
concurrently assessed a $20 million civil money penalty that was
satis�ed by the $21.6 million payment to the DOJ.192 In October
2004, AmSouth entered into a deferred prosecution agreement
with the U.S. Attorney's O�ce for the Southern District of Mis-
sissippi in connection with the charge that it had failed to �le
SARs in a timely, complete, and accurate manner in violation of
Section 5318(g)(1) and paid a $40 million �ne; at the same time,
FinCEN and the Federal Reserve Board issued a civil money

189See FFIEC Manual at 75–76.
190See FFIEC Manual at 83-85.
191For a further discussion of the Riggs case, see § 13:3[4].
192United States v. Banco Popular de Puerto Rico, Deferred Prosecution

Agreement Including Civil Money Penalty Assessment (Jan. 16, 2003), avail-
able at http://www.�ncen.gov/news�room/ea/�les/bancopopular.pdf.
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penalty against AmSouth for an additional $10 million.193 In
November 2005, The Bank of New York entered into a nonpros-
ecution agreement with the U.S. Attorney's O�ces for the
Eastern and Southern Districts of New York relating to allega-
tions that The Bank of New York had failed to �le timely and
complete SARs with respect to a former customer and with re-
spect to certain funds transfer activities to and from Russia from
1996 through 1999.194 As part of the agreement, The Bank of New
York made a forfeiture payment to the government of $38 million.

The law-enforcement and regulatory actions against IDBNY in
December 2005 discussed in Section 13:3[4] involved de�ciencies
both in the implementation of an e�ective anti-money laundering
program and in the reporting of suspicious activity. The cease
and desist orders issued by the FDIC and NYSBD required a
third-party “look-back” review of account and transaction activity
to determine whether suspicious activity was properly identi�ed
and reported in accordance with the applicable suspicious activ-
ity reporting requirements.195 Such “look-back” or “transaction”
reviews are common features of remedial orders or agreements in
cases where the banking agencies determine that a banking
institution has not implemented an e�ective anti-money launder-
ing program. As a result of the look-back review, IDBNY �led
numerous SARs on a late basis. Many of the SARs related to
high-risk wire transfers, including from unlicensed money
transmitters in South America. The result of this review and of
the late �ling of numerous SARs was the subsequent assessment
in October 2006 by FinCEN, the FDIC, and the NYSBD of a $12
million civil money penalty against IDBNY.196

The FinCEN orders assessing civil money penalties against

193United States v. AmSouth Bancorporation and AmSouth Bank, Deferred
Prosecution Agreement (Oct. 12, 2004), available at http://www.sec.gov/Archive
s/edgar/data/3133/000089183604000358/ex�99-2.htm; In the Matter of AmSouth
Bank, Assessment of Civil Money Penalty No. 2004-2 (Oct. 12, 2004), available
at http://www.�ncen.gov/news�room/ea/�les/amsouthassessmentcivilmoney.pdf;
In the Matter of AmSouth Bancorporation and AmSouth Bank, Cease and Desist
Order and Order of Assessment of a Civil Money Penalty Issued Upon Consent
Pursuant to the FDI Act (Oct. 12, 2004), available at http://www.federalreserve.
gov/boarddocs/press/Enforcement/2004/20041012/attachment.pdf.

194Press Release, United States Attorney's O�ce for the Eastern District of
New York, The Bank of New York Resolves Parallel Criminal Investigations
Through Non-Prosecution Agreement with the United States (Nov. 8, 2005),
available at http://www.justice.gov/usao/nye/pr/2005/2005nov08.html.

195For a further discussion of the IDBNY case, see § 13:3[4].
196In the Matter of Israel Discount Bank of New York, Assessment of Civil

Money Penalty No. 2006-7 (Oct. 31, 2006), available at http://www.�ncen.gov/ne
ws�room/ea/�les/�ncen�assessment�of�civil�money�penalty.pdf; In the
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Banco de Chile, ABN AMRO and Arab Bank discussed in Section
13:3[4] rested on dual �ndings that the banking institution failed
to implement an adequate anti-money laundering program as
required by Section 5318(h) and as a result failed to report suspi-
cious transactions as required by Section 5318(g).197 As discussed
in Section 13:3[4], the most recent and signi�cant enforcement
action taken against a banking institution for failure to �le SARs
involved the deferred prosecution agreement and other regula-
tory orders with Wachovia Bank. In connection with those ac-
tions, Wachovia Bank forfeited $110 million to the DOJ and paid
an additional $50 million in civil money penalties to the OCC.

§ 13:5 Customer identi�cation program requirement

[1] Statutory Provisions
The anti-money laundering program requirement of Section

5318(h)(1) of the BSA and the suspicious activity reporting
requirement of Section 5318(g)(1) of the BSA are the pillars upon
which the U.S. anti-money laundering regime rests. The USA
PATRIOT Act strengthened these pillars by adding speci�c
requirements that must now be included in the general anti-
money laundering programs. One such requirement was added
by Section 326 of the USA PATRIOT Act, which as codi�ed in
Section 5318(l) of the BSA, requires �nancial institutions to
implement a customer identi�cation program.198 Section 5318(l)
(1) directs the Secretary of the Treasury to prescribe regulations
setting forth the minimum standards regarding the identity of a
customer that will apply in connection with the opening of an ac-
count at a �nancial institution.199 Section 5318(l)(2) provides
certain minimum requirements to be included in the regulations.
These minimum requirements mandate that �nancial institu-
tions implement reasonable procedures for:

(i) verifying the identity of any person seeking to open an
account to the extent reasonable and practicable;

Matter of Israel Discount Bank of New York, Order to Pay FDIC-06-099k (Oct.
31, 2006), available at http://www.fdic.gov/bank/individual/enforcement/2006-
10-00.pdf; In the Matter of Israel Discount Bank of New York, Order of Assess-
ment of Civil Monetary Penalty Upon Consent (Oct. 20, 2006), available at htt
p://www.banking.state.ny.us/ea061020.pdf.

197For a further discussion of these cases, see §§ 13:5[4] and 13:10[4].

[Section 13:5]
198Pub. L. No. 107-56, § 326, 115 Stat. at 317 (codi�ed at 31 U.S.C.A.

§ 5318(l)).
19931 U.S.C.A. § 5318(l)(1).
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(ii) maintaining records of the information used to verify a
person's identity, including name, address, and other
identifying information; and

(iii) consulting lists of known or suspected terrorists or ter-
rorist organizations provided to the �nancial institution
by any government agency to determine whether a
person seeking to open an account appears on any such
list.200

Section 5318(l)(3) requires the Secretary of the Treasury in
prescribing regulations to take into account the various types of
accounts maintained by the types of �nancial institutions, the
various methods of opening accounts, and the various types of
identifying information available.201 Section 5318(l)(4) provides
that, in the case of �nancial institutions that are subject to
regulation by a federal functional regulator, the customer
identi�cation program regulation is to be issued jointly by the
Treasury and the relevant federal functional regulator.202

The customer identi�cation and veri�cation requirements
added by Section 326 of the USA PATRIOT Act both reinforced
and further re�ned a key component of an anti-money laundering
program for �nancial institutions. Elements of the new require-
ment were already implicit in the anti-money laundering program
requirements applicable to federally regulated banking institu-
tions under the general anti-money laundering regulations is-
sued by the federal banking agencies and under the supervisory
expectation that these institutions would have an appropriate
“know your customer” policy.203 Broker-dealers and futures com-
mission merchants and introducing brokers were also subject to

20031 U.S.C.A. § 5318(l)(2).
20131 U.S.C.A. § 5318(l)(3).
20231 U.S.C.A. § 5318(l)(4).
203See, e.g., Comptrollers' Handbook, Bank Secrecy Act/Anti-Money

Laundering (Sept. 2000) at 19–21 (discussing identi�cation standards that
should be established by banks); Federal Reserve Board, Bank Secrecy Act
Examination Manual (Sept. 1997), § 601 Know Your Customer. As further
discussed in footnote 139, in March 2012 the Treasury and FinCEN published
an advance notice of proposed rulemaking to solicit comments on a wide range
of questions relating to the development of a general customer due diligence
regulation for �nancial institutions. The proposal for a general customer due
diligence rule would include among its various elements a customer identi�ca-
tion requirement. See 77 Fed. Reg. 13,046, 13,050 (Mar. 5, 2012). The advance
notice discusses the relationship between the proposed customer due diligence
rule and the existing CIP rule. The e�ect of the proposal contained in the
advance notice would appear to be to extend elements of the CIP rule to various
types of �nancial institutions not currently subject to the CIP rule.
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separate requirements from their federal functional regulators
and self-regulatory organizations that they implement “know
your customer” and record-keeping programs that included infor-
mation relating to the identity of their customers.204 Nonetheless,
Section 326 and its implementing regulations impose additional
requirements, particularly relating to the veri�cation of customer
identity, on banks and broker-dealers, that go beyond the
identi�cation requirements previously imposed by their federal
functional regulators. Moreover, Section 326 imposes customer
identi�cation and veri�cation requirements on other types of
�nancial institutions, such as mutual funds, that were not previ-
ously subject to a customer identi�cation rule from their federal
functional regulator.

[2] Regulatory Provisions
Pursuant to the direction contained in Section 326 of the USA

PATRIOT Act, the Treasury and FinCEN have adopted regula-
tions, jointly with the applicable federal functional regulator,
specifying the requirements of a customer identi�cation program
(CIP) for the following types of �nancial institutions:

(i) banks;
(ii) broker-dealers;
(iii) mutual funds; and
(iv) futures commission merchants and introducing

brokers.205

In each case, the regulation states that the CIP must be part of
the institution's anti-money laundering program required under
the FinCEN regulations implementing Section 5318(h)(1). As
part of the joint issuance with the Treasury of the CIP rule for
banks, each of the federal banking agencies also amended its own
anti-money laundering program regulations to provide that their

204See, e.g., 17 C.F.R. § 240.17a-3(a)(9) (requiring broker-dealers to obtain
basic identifying information for each bene�cial owner of a cash or margin ac-
count); New York Stock Exchange Rule 405 (requiring member �rms to use due
diligence to learn the essential facts relative to every customer); NASD Rule
3110 (requiring member �rms to obtain various items of information relating to
customers).

205See Customer Identi�cation Programs for Banks, Savings Associations,
Credit Unions and Certain Non-Federally Regulated Banks, 68 Fed. Reg. 25,090
(May 9, 2003) (now codi�ed at 31 C.F.R. § 1020.100); Customer Identi�cation
Programs for Broker-Dealers, 68 Fed. Reg. 25,113 (May 9, 2003) (now codi�ed
at 31 C.F.R. § 1023.100); Customer Identi�cation Programs for Mutual Funds,
68 Fed. Reg. 25,131 (now codi�ed at 31 C.F.R. § 1024.100); Customer Identi�ca-
tion Programs for Futures Commission Merchants and Introducing Brokers, 68
Fed. Reg. 25,149 (now codi�ed at 31 C.F.R. § 1026.100).
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regulated institutions were required to implement a CIP as part
of their compliance program required by the banking agency
regulation.206

The CIP regulation that applies to banks is codi�ed in Section
1020.220 of the BSA rules. The term “bank” for purposes of Section
1020.220 is de�ned generally by cross-reference to the de�nition
of the term “bank” in Section 1010.100(d) of the BSA rules.207

Section 1010.100(d) de�nes the term “bank” broadly. It includes
speci�cally “[e]ach agent, agency, branch or o�ce within the
United States of . . . [a] bank organized under foreign law[.]”208

In adopting the CIP regulation for banks, the Treasury also ad-
dressed the threshold question of the meaning of the terms “ac-
count” and “customer” for purposes of the regulation. In the case
of the term “account,” the Treasury based the de�nition in the
CIP regulation on the de�nition of that term contained in Section
311 of the USA PATRIOT Act. Section 311 amended the BSA by
adding a new section codi�ed at Section 5318A, which provides
authority to the Treasury to require special measures for jurisdic-
tions, �nancial institutions, or international transactions of pri-
mary money-laundering concern.209 Section 5318A(e)(1)(A)
provides that the term “account” with respect to a bank:

(i) means a formal banking or business relationship estab-
lished to provide regular services, dealings, and other
�nancial transactions; and

(ii) includes a demand deposit, savings deposit, or other
transaction or asset account and a credit account or other
extension of credit.210

Section 1020.100(a)(1) of the CIP regulation de�nes the term “ac-
count” to mean:

a formal banking relationship established to provide or engage in
services, dealings, or other �nancial transactions including a de-
posit account, a transaction or asset account, a credit account, or
other extension of credit.211

The term also includes a relationship established to provide other

206See 12 C.F.R. §§ 21.21, 208.63(b), 211.5(m), 211.24 (j), 326.8(b), 563.
177(b).

20731 C.F.R. § 1020.100(b). See § 13:4[2][a][i] for a list of entities encom-
passed within the de�nition of the term “bank” contained in § 1010.100(d).

20831 C.F.R. § 1010.100(d)(8).
209See § 13:9[1] for a discussion of the special measures provisions of Section

5318A.
21031 U.S.C.A. § 5318A(e)(1)(A).
21131 C.F.R. § 1020.100(a)(1).
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�nancial services such as safekeeping, cash management,
custodian, or trust services. Section 1020.100(a)(2) provides sev-
eral exclusions from the de�ned term, including for a product or
service where a formal banking relationship is not established
with a person such as check-cashing, wire transfer, or sale of a
check or money order, and for an account that a bank acquires
through an acquisition, merger or purchase of assets.212

Section 1020.100(c)(1) de�nes the term “customer” broadly to
mean “[a] person that opens a new account.”213 Section 1020.220(a)
(1) provides the basic CIP requirement. It requires a bank to
implement a CIP that is appropriate for its size and type of busi-
ness and that at a minimum includes each of four speci�ed
components described in the following paragraph. Section
1020.220(a)(1) further provides that if a bank is required to have
an anti-money laundering compliance program under Section
5318(h) or under federal banking law (as all federally regulated
banks are), then the CIP must be made part of the anti-money
laundering compliance program.214 This means that the CIP must
be incorporated into each of the four basic elements of the bank's
anti-money laundering program.215

The CIP regulation prescribes four minimum components of a
CIP. First, the CIP must include risk-based procedures for verify-

21231 C.F.R. § 1020.100(a)(2).
21331 C.F.R. § 1020.100(c)(1). Section 1020.100(c)(2) provides three general

exclusions from the term “customer.” The �rst exclusion is for a �nancial institu-
tion regulated by a federal functional regulator or a bank regulated by a state
bank regulator. The second exclusion is for federal and state agencies and any
entity whose common stock or analogous equity interests are traded on the New
York Stock Exchange or the American Stock Exchange or whose common stock
or analogous equity interests have been designated as a NASDAQ National
Market Security (other than those listed as NASDAQ Small Cap Issues) and
any subsidiary of any listed entity if it is organized under the laws of the
United States or any state and at least 51% of its common stock or analogous
equity interest is owned by the listed company. The second exclusion applies
only to the extent of the domestic operation of these excluded entities. Foreign
o�ces, a�liates, or subsidiaries of these entities do not qualify for the exclusion
from the de�nition of customer. The third exclusion is for a person who has an
existing account with the bank provided that the bank has a reasonable belief
that it knows the true identity of the customer. This �nal exclusion was added
to the rule by the Treasury to reduce the burden on banks of having to docu-
ment and verify the identity of existing customers who propose to open ad-
ditional accounts. See Customer Identi�cation Programs for Banks, Savings
Associations, Credit Unions and Certain Non-Federally Regulated Banks, 68
Fed. Reg. 25,090, 25,094 (May 9, 2003).

21431 C.F.R. § 1020.220(a)(1).
215See Customer Identi�cation Programs for Banks, Savings Associations,

Credit Unions and Certain Non-Federally Regulated Banks, 68 Fed. Reg. 25,095.
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ing the identity of each customer to the extent reasonable and
practicable. These procedures must be designed to enable the
bank to form a reasonable belief that it knows the true identity
of a customer. In designing its procedures, a bank must take into
account its size, location, and customer base as well as the risks
presented by the various types of accounts maintained by the
bank, the various methods of opening accounts, and the various
types of identifying information available. These procedures must
at a minimum include procedures to obtain certain speci�ed in-
formation about the customer and procedures to verify the infor-
mation obtained about the customer. The items of information
required to be obtained from a customer are:

(i) name;
(ii) date of birth for an individual;
(iii) address for an individual, which will generally be a res-

idential or business street address, and for a person
other than an individual (such as a corporation, partner-
ship, or trust), a principal place of business, local o�ce,
or other physical location; and

(iv) identi�cation number, which for a U.S. person will be a
taxpayer identi�cation number, and for a non-U.S.
person, one or more of the following: a taxpayer identi�-
cation number; passport number and country of issu-
ance; alien identi�cation card number; or number and
country of issuance of any other government-issued doc-
ument evidencing nationality or residence and bearing a
photograph or similar safeguard.216

A foreign business or enterprise may not have a taxpayer
identi�cation number. When opening an account for such a
foreign entity without a taxpayer identi�cation number, a bank
must obtain an alternative government-issued document, certify-
ing to the existence of the business or enterprise.217 The CIP
procedures may also provide for the opening of an account for a
customer that has applied for, but not yet received, a taxpayer
identi�cation number. The CIP must include procedures to
con�rm that the application for a taxpayer identi�cation number
has been �led and to obtain the number within a reasonable time
after the account is opened.218

The CIP must also include procedures for verifying the identity
of the customer, using the information obtained about the

21631 C.F.R. § 1020.220(a)(2)(i).
21731 C.F.R. § 1020.220(a)(2)(i).
21831 C.F.R. § 1020.220(a)(2)(i)(A)(4)(ii).
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customer under the CIP procedures. This veri�cation must be
done within a reasonable period of time after the account is
opened. The procedures for veri�cation may rely on veri�cation
through documents or veri�cation through nondocumentary
methods or a combination of both.219 The procedures for veri�ca-
tion through documents may rely on the use of the following
documents:

(i) for an individual, unexpired government-issued identi�ca-
tion evidencing nationality or residence and bearing a
photograph or similar safeguard such as a driver's license
or passport; and

(ii) for a person other than an individual (such as a corpora-
tion, partnership, or trust), documents showing the exis-
tence of the entity such as certi�ed articles of incorpora-
tion, a government-issued business license, a partnership
agreement, or trust instrument.220

The procedures for veri�cation through nondocumentary methods
may rely on a broader range of veri�cation techniques such as in-
dependently verifying the customer's identity through the
comparison of information provided by the customer with infor-
mation obtained from a consumer reporting agency, public
database, or other source; checking references with other �nancial
institutions; and obtaining a �nancial statement.221 The proce-
dures for veri�cation through nondocumentary methods must ad-
dress situations where veri�cation through documents is not
feasible such as where an individual is unable to present an
unexpired government-issued identi�cation document that bears
a photograph, where the bank is not familiar with the documents
presented, or where the customer opens the account without ap-
pearing in person at the bank.222 Veri�cation through nondocu-
mentary methods is also encouraged by the Treasury and the
federal banking agencies even when a customer provides
identi�cation documentation because of the rising incidence of
identity theft and fraudulent documentation.223

Additional veri�cation procedures may be required for corporate
accounts and other nonindividual accounts. Section 1020.220(a)

21931 C.F.R. § 1020.220(a)(2)(ii).
22031 C.F.R. § 1020.220(a)(2)(ii)(A).
22131 C.F.R. § 1020.220(a)(2)(ii)(B)(1).
22231 C.F.R. § 1020.220(a)(2)(ii)(B)(2).
223See Customer Identi�cation Programs for Banks, Savings Associations,

Credit Unions and Certain Non-Federally Regulated Banks, 68 Fed. Reg. 25,090,
25,100 (May 9, 2003).
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(2)(ii)(C) requires that a CIP cover situations where, based on the
bank's risk assessment of a new account that is opened by a
customer that is not an individual, the bank will obtain informa-
tion about the individuals with authority or control over the ac-
count including signatories.224 A CIP must also include speci�c
procedures for responding to circumstances where a bank cannot
form a reasonable belief about the identity of a customer, includ-
ing procedures where a bank should not open an account, should
close an account or should �le a SAR.225

The second element of a CIP is the requirement for record-
keeping. Section 1020.220(a)(3) requires that a CIP include
procedures for making and keeping a record of information
obtained under the required identity veri�cation procedures. The
records must include all identifying information obtained about a
customer under Section 1020.220(a)(2)(i) and a description and
speci�ed details of any document that was relied upon under
Section 1020.220(a)(2)(ii)(A) for veri�cation through a documen-
tary process. The records must also include a description and
speci�ed details of the methods and results of any measures un-
dertaken to verify the identity of a customer under a veri�cation
through nondocumentary methods or under the additional
requirements for corporate or other nonindividual accounts as
well as a description of the resolution of any substantive discrep-
ancy discovered as part of the veri�cation process.226 A bank must
retain all identifying information about a customer for �ve years
after the date the account is closed and all other information
required under the CIP rule for �ve years after the record is
made.227

The third element of a CIP is the requirement that it include
procedures for determining whether a customer appears on any
list of known or suspected terrorists or terrorist organizations
published by any federal governmental agency and designated as

22431 C.F.R. § 1020.220(a)(2)(ii)(C). In its original proposed rule, the Trea-
sury would have required identi�cation and veri�cation of each signatory on an
account, including corporate accounts. Most commenters on the proposed rule
objected to this requirement as overly burdensome. See Customer Identi�cation
Programs for Banks, Savings Associations, Credit Unions and Certain
Non-Federally Regulated Banks, 68 Fed. Reg. 25,090, 25,100 (May 9, 2003). In
response to these comments, in the �nal CIP rule the Treasury added the provi-
sions in Section 1020.220(a)(2)(ii)(C) to create a risk-based approach to the
identi�cation and veri�cation requirements for signatories on corporate
accounts.

22531 C.F.R. § 1020.220(a)(2)(iii).
22631 C.F.R. § 1020.220(a)(3)(i).
22731 C.F.R. § 1020.220(a)(3)(ii).
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such by the Treasury in consultation with the federal functional
regulators.228 This determination must be made within a reason-
able time after the account is opened or earlier (i.e., at the time
the account is opened) if required by other federal law or
regulation. Currently, there are no designated government lists
to verify speci�cally for purposes of the CIP rule.229 There are,
however, other separate legal requirements under OFAC rules
that prohibit the opening of accounts or the providing of services
to Specially Designated Nationals or to other nationals or entities
of certain sanctioned countries.230 Financial institutions are
prohibited under the OFAC rules from dealing with such persons
or entities and accordingly must check the identity of potential
customers against the OFAC list independent of any requirement
imposed under the CIP rule. In addition, FinCEN distributes
Section 314(a) subject lists, which �nancial institutions are
required to use to search their records for any accounts or
transactions involving any subjects on the list.231 This require-
ment is independent of any requirement imposed under the CIP
rule.

The fourth element of a CIP is a requirement for customer
notice. Section 1020.220(a)(5) requires that a CIP include
procedures for providing bank customers with adequate notice
that the bank is requesting information to verify their identity. A
sample form of notice is provided in the CIP rule. Depending
upon the way an account is opened, the notice may be posted in a
lobby on a Web site or through any other form of written or oral
notice.232

An important point in administering a CIP is the ability of a
bank to rely on the performance by another �nancial institution
(including an a�liate) of certain of the CIP procedures to avoid
duplicative e�orts. Section 1020.220(a)(6) speci�cally provides
that a bank may rely on another �nancial institution that is
subject to a FinCEN rule implementing Section 5318(h) and is
regulated by a federal functional regulator to perform CIP

22831 C.F.R. § 1020.220(b)(4).
229See FFIEC Manual at 57.
230See § 13:12 for a discussion of the OFAC rules.
231See § 13:8[2] for a discussion of § 314(a) of the USA PATRIOT Act and

§ 314(a) subject lists.
23231 C.F.R. § 1020.220(a)(5).
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procedures for it.233 The signi�cance of the reliance provision is
that the bank will not be held responsible for any failure of the
other �nancial institution to ful�ll adequately the bank's CIP re-
sponsibilities so long as the bank satis�es the conditions for reli-
ance in the CIP rule. Under the CIP rule, a bank may also
contract with a servicer or other party to perform CIP services on
its behalf. In contrast to the reliance provision, however, a bank
would remain fully responsible for the third party's compliance
with the requirements of the CIP rule.

As discussed earlier in this Section, the Treasury, in consulta-
tion with the SEC and the CFTC, has adopted regulations, impos-
ing CIP requirements on broker-dealers, mutual funds, and
futures commission merchants and introducing brokers. These
regulations are substantially identical to the provisions of Section
1020.220 applicable to banks. The di�erences among the regula-
tions relate principally to the de�nition of the term “account,”
which varies in each regulation to re�ect the di�erent services
provided by these entities. In each case, however, the de�nition
of the term “account” continues to have a broad application. The
CIP regulation for broker-dealers is codi�ed at Section 1023.100
of the BSA rules. Section 1023.100(a) de�nes the term “account”
for the broker-dealer CIP rule to mean:

a formal relationship with a broker-dealer established to e�ect
transactions in securities, including, but not limited to, the
purchase or sale of securities and securities loaned and borrowed
activity, and to hold securities or other assets for safekeeping or as
collateral.234

In adopting the rule, the Treasury and SEC noted that the term
“account” would include cash accounts, margin accounts, prime
brokerage accounts, and accounts to engage securities repurchase
transactions and that these examples were not intended to be an
exhaustive listing of the types of accounts that would fall within

23331 C.F.R. § 1020.220(a)(6). To qualify for the reliance provision, the other
�nancial institution must have or be opening an account for the customer and
the other �nancial institution must enter into a contract with the bank under
which it will certify annually that it has implemented an anti-money launder-
ing program and that it will perform the speci�ed requirements of the bank's
CIP. In addition, the reliance must be reasonable under the circumstances. Pre-
sumably, reliance would not be reasonable if, for example, the other �nancial
institution had recently been cited by a regulatory authority for de�ciencies in
its anti-money laundering programs.

23431 C.F.R. § 1023.100(a)(1).
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the de�ned term “account.”235

The CIP regulation for futures commission merchants and
introducing brokers is codi�ed at Section 1026.100 of the BSA
rules. Section 1026.100(a)(1) de�nes the term “account” to mean:

a formal relationship with a futures commission merchant, includ-
ing but not limited to, those established to e�ect transactions in
contracts of sale of a commodity for future delivery, options on any
contract of sale of a commodity for future delivery, or options on a
commodity.236

In adopting the rule, the Treasury and CFTC made it clear that
the de�nition is intended to cover the provision of �nancial ser-
vices broadly, including the provision of any guarantee or clear-
ing service and the provision of �nancial services involving any
foreign currency futures contract, option on any foreign currency
futures contract, or option on a foreign currency that occurs on
an o�-exchange basis.237

The CIP regulation for mutual funds is codi�ed at Section
1024.100 of the BSA rules. Section 1024.100(a)(1) de�nes the
term “account” to mean:

any contractual or other business relationship between a person
and a mutual fund established to e�ect transactions in securities is-
sued by the mutual fund, including the purchase or sale of
securities.238

The de�nition of the term “customer” in the other CIP rules
closely tracks the de�nition of the term in the bank CIP rule.
Nonetheless, questions on the scope of the de�nition of the term
“customer” have arisen with respect to other CIP rules as they
have with the bank CIP rule.239 For example, in adopting the
�nal rule, the Treasury and SEC noted that a broker-dealer would
treat the named accountholder opening a trust or escrow account
as the “customer” for purposes of the CIP rule and not the bene�-

235See Customer Identi�cation Programs for Broker-Dealers, 68 Fed. Reg.
25,113, 25,115 (May 9, 2003).

23631 C.F.R. § 1026.100(a)(1).
237See Customer Identi�cation Programs for Futures Commission Merchants

and Introducing Brokers, 68 Fed. Reg. 25,149, 25,150 n.16 (May 9, 2003).
23831 C.F.R. § 1024.100(a)(1).
239The Treasury and the federal banking agencies have issued a succession

of guidance documents for the CIP rule, including guidance on the meaning of
the term “customer.” See, e.g., Interagency Interpretive Guidance on Customer
Identi�cation Program Requirements under Section 326 of the USA PATRIOT
Act (Apr. 28, 2005), available at http://www.�ncen.gov/statutes�regs/guidance/
pdf/faqs�nalciprule.pdf.

§ 13:5 U.S. Reg. Foreign Banks & Affiliates

1234



ciaries of a trust or escrow account.240 Likewise, with respect to
an omnibus account, a broker-dealer would not be required to
look through the intermediary to the underlying bene�cial own-
ers if the intermediary was identi�ed as the accountholder.241

Other applicable rules, however, may require a broker-dealer to
determine the identity of the bene�cial owners of certain
accounts.242

The basic identi�cation and veri�cation requirements in each
of the other CIP rules are substantially identical to the bank CIP
rule. The other CIP rules also contain the same provision for reli-
ance on procedures undertaken by other qualifying �nancial
institutions. This provision was particularly important to the se-
curities and mutual fund businesses. In its original proposed CIP
rule for broker-dealers, for example, the Treasury appeared to
suggest that reliance might be limited to situations involving an
account subject to a carrying or clearing agreement under NYSE
or NASD rules and even in those situations it was not clear
whether complete reliance would be permitted.243 The �nal CIP
rule for broker-dealers incorporates the broader reliance provi-
sion found in the bank CIP rule. In issuing the �nal rule, the
Treasury emphasized that a broker-dealer must be able to dem-
onstrate that the other qualifying �nancial institution has agreed
to perform the requirements of the broker-dealer's CIP and that
the contract and certi�cation requirement in the rule applies
equally to an a�liate or a nona�liate performing the

240See Customer Identi�cation Programs for Broker-Dealers, 68 Fed. Reg.
25,113.

241See Customer Identi�cation Programs for Broker-Dealers, 68 Fed. Reg.
25,113. FinCEN has con�rmed this interpretation in a guidance document
discussing omnibus accounts at futures commission merchants. See FinCEN
Guidance, Frequently Asked Questions regarding Customer Identi�cation
Programs for Futures Commission Merchants and Introducing Brokers,
FIN-2006-G004 (Feb. 14, 2006), available at http://www.�ncen.gov/statutes�re
gs/guidance/html/futures�omnibus�account�qa��nal.html. See also FinCEN
Guidance, Application of the Customer Identi�cation Program Rule to Future
Commission Merchants Operating as Executing and Clearing Brokers in
Give-Up Arrangements, FIN-2007-G001 (Apr. 20, 2007), available at http://ww
w.�ncen.gov/statutes�regs/guidance/html/cftc��ncen�guidance.html.

242See Customer Identi�cation Programs for Broker-Dealers, 68 Fed. Reg.
25,113, 25,116 n.30 & n.31 (May 9, 2003).

243See Customer Identi�cation Programs for Broker-Dealers, 68 Fed. Reg.
25,113, 25,122 (May 9, 2003). See also Customer Identi�cation Programs for
Broker-Dealers, 67 Fed. Reg. 48,306, 48,308 (July 23, 2002).
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procedures.244 The Treasury made a similar observation with re-
spect to the reliance provision in the CIP rule for mutual funds
and futures commission merchants and introducing brokers.245

[3] Supervisory and Examination Process
The CIP rules for banks, broker-dealers, futures commission

merchants and introducing brokers, and mutual funds each
require that the CIP be made part of the anti-money laundering
program required of these institutions under the applicable
FinCEN regulation implementing Section 5318(h). As Treasury
and FinCEN have stated with respect to the regulations imple-
menting Section 5318(h), examination of these �nancial institu-
tions for compliance with the FinCEN regulations will be done by
their federal functional regulator and for those institutions with
a self-regulatory organization by their self-regulatory
organization.246 The Treasury and FinCEN have made a standing
delegation of authority to the federal banking agencies, the SEC,
and the CFTC to examine their regulated institutions for compli-
ance with the BSA regulations.247 FinCEN and the federal
functional regulators work closely in implementing these regula-
tions, and have also issued a series of detailed guidance docu-
ments, discussed earlier in this Section, interpreting the require-
ments of the CIP rules for various categories of �nancial
intuitions. These FinCEN documents are the principal source of
guidance on the CIP rules for �nancial institutions.

For banking institutions, the FFIEC Manual is an additional
source of guidance on the supervisory requirements with respect
to a CIP. The FFIEC Manual provides guidance on the regula-
tory expectations of the scope of application of the CIP
requirement.248 The FFIEC Manual is perhaps most helpful in
providing a list of examination procedures that the examiners
will be expected to perform to determine compliance with the
statutory and regulatory requirements for a CIP. This list
provides banking institutions with the baseline for their own

244See Customer Identi�cation Programs for Broker-Dealers, 68 Fed. Reg.
25,123 n.134.

245See Customer Identi�cation Programs for Mutual Funds, 68 Fed. Reg.
25,131, 25,141 n.121 (May 9, 2003) (mutual funds); Customer Identi�cation
Programs For Futures Commission Merchants and Introducing Brokers, 68
Fed. Reg. 25,149, 25,158 n.87 (May 9, 2003) (futures commission merchants)
(also noting that foreign a�liates are not eligible for use under the reliance
provision).

246See discussion in § 13:3[2].
24731 C.F.R. § 1010.810(b)(1) to (9).
248FFIEC Manual at 52–62.
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program design and audit procedures.249

[4] Enforcement Actions
A number of the regulatory and law-enforcement actions that

have been taken against banking institutions for a failure to
implement an e�ective anti-money laundering program have
subsumed a failure to have an e�ective CIP. In some cases the
enforcement actions have expressly cited the failure to have an
e�ective CIP. For example, the regulatory actions taken against
Riggs and its a�liates and against the New York branch of Banco
de Chile involved de�ciencies in their CIPs.250 A consent order is-
sued by the OCC to the New York branch of Banco de Chile in
February 2005 required extensive remedial actions in respect of
the anti-money laundering and BSA compliance programs of the
New York branch including the development of operating
procedures for the opening of new accounts and a prohibition on
opening accounts in the name of anyone other than the true
owner or accounts held in the name of a custodian or �duciary for
which the branch has done appropriate due diligence.251 In
October 2005, the OCC imposed a $3 million civil money penalty
against the New York branch for the matters underlying the Feb-
ruary consent order.252 At the same time, FinCEN assessed a
concurrent $3 million civil money penalty against Banco de Chile
and provided more details on the de�ciencies at the New York

249FFIEC Manual at 59–62.
250For a further discussion of the Riggs case, see § 13:3[4].
251In the Matter of Banco de Chile, New York Branch, Consent Order No.

2005-2 (Feb. 1, 2005), available at http://www.occ.gov/static/enforcement-action
s/ea2005-11a.pdf. The OCC took this action after discovering that former branch
personnel had concealed accounts of Augusto Pinochet under the names of
nominees. The OCC also found that the branch generally failed to classify or
monitor accounts of “politically exposed persons” and opened accounts without
determining the source of funds. See Press Release, OCC, OCC Issues Cease
and Desist Order Against New York Branch of Banco De Chile (Feb. 2, 2005),
available at http://www.occ.gov/news-issuances/news-releases/2005/nr-occ-2005-
11.html.

252In the Matter of Banco de Chile, New York Branch, Consent Order for
Civil Money Penalty No. 2005-140 (Oct. 11, 2005), available at http://www.occ.g
ov/static/enforcement-actions/ea2005-140.pdf. The OCC consent order for civil
money penalty contained general �ndings, including that the personnel of the
New York branch had executed transactions that allowed certain customers to
mask the true bene�ciaries of transactions, approved transactions without
conducting adequate due diligence on the source of funds used to open accounts,
failed to monitor or identify the suspicious nature of deposit and loan accounts,
and made misleading, inaccurate, and false statements to bank examiners.
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branch, including speci�cally de�ciencies in its CIP.253

§ 13:6 Shell bank prohibition

[1] Statutory Provisions
Section 313 of the USA PATRIOT Act added a new provision to

the BSA, codi�ed at Section 5318(j), which prohibits the provision
of banking services to foreign shell banks.254 The purpose of Section
313 is to deny foreign shell banks both direct and indirect access
to the U.S. banking system and thus to bring added pressure for
their closure worldwide.255

Section 5318(j)(1) provides that a �nancial institution described
in subparagraphs (A) through (G) of Section 5312(a)(2)

“shall not establish, maintain, administer, or manage a correspon-
dent account in the United States for, or on behalf of, a foreign
bank that does not have a physical presence in any country.”256

The term “physical presence” is de�ned in Section 5318(j)(4)(B) to
mean a place of business that:

(i) is maintained by a foreign bank;
(ii) is located at a �xed address (other than solely an

253In the Matter of the New York Branch of Banco de Chile and the Miami
Branch of Banco de Chile, Assessment of Civil Money Penalty No. 2005-03, 2-4
(Oct. 12, 2005), available at http://www.�ncen.gov/news�room/ea/�les/bancodec
hile.pdf. Among the general �ndings recited in the FinCEN order were that the
New York branch failed to establish an adequate system of internal controls,
failed to designate a person adequate to ensure compliance with the BSA, and
failed to conduct adequate independent testing. Among the speci�c �ndings
were that the failure by the New York branch to implement adequate controls
allowed a “prominent Chilean politically exposed person” and his family
members and close associates to engage in suspicious transactions dating back
as far as November 1997. FinCEN further found that personnel of the New
York branch authorized transactions by, for or, on behalf of a “high pro�le
Chilean politically exposed person” that allowed that person to engage in appar-
ent money-laundering and then obstructed the OCC examination process by
concealing information.

[Section 13:6]
254Pub. L. No. 107-56, § 313, 115 Stat. at 306 (codi�ed at 31 U.S.C.A.

§ 5318(j)).
255For a discussion of risks that Congress determined were presented by

foreign shell banks, see Role of U.S. Correspondent Banking in International
Money Laundering: Hearings Before Permanent Subcomm. on Investigations of
the Senate Comm. on Governmental A�airs, 107th Cong. (2001) (2001 Congres-
sional Hearing); Minority Sta� of S. Comm. on Investigations, 107th Cong.,
Report on Correspondent Banking: A Gateway to Money Laundering (2001)
(2001 Congressional Report).

25631 U.S.C.A. § 5318(j)(1).
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electronic address) in a country in which the foreign bank
is authorized to conduct banking activities, at which loca-
tion the foreign bank—

(I) employs 1 or more individuals on a full-time basis and;
(II) maintains operating records related to its banking activi-

ties; and
(III) is subject to inspection by the banking authority which

licensed the foreign bank to conduct banking activities.257

Section 5318(j) itself does not use the term “foreign shell bank.”
Rather, it provides a functional de�nition of foreign shell bank by
referring to a foreign bank that does not have a physical presence
in any country. However, in their regulation implementing Section
5318(j) discussed in Section 13:6[2], the Treasury and FinCEN
have included a de�nition of the term “foreign shell bank.”258 The
term is de�ned to mean a foreign bank without a physical pres-
ence in any country.

The other critical de�nition for purposes of Section 5318(j) is
the de�nition of the term “correspondent account.” Section 5318(j)
does not contain a de�nition of the term “correspondent account.”
However, Section 311 of the USA PATRIOT Act, which provides
for special measures for jurisdictions, �nancial institutions, or
international transactions of primary money-laundering concern
and that is codi�ed as a new provision of the BSA in Section
5318A, contains a de�nition of the term “correspondent account”
that applies by its terms not only to Section 5318A but also to
Section 5318(i) and Section 5318(j).259 The term “correspondent
account” is de�ned in Section 5318A to mean “an account
established to receive deposits from, make payments on behalf of
a foreign �nancial institution, or handle other �nancial transac-
tions related to such institution.”260 As discussed in the following
subsection dealing with the rulemaking process under Section
5318(j), the de�nition of “correspondent account” contained in
Section 5318A is substantially broader than the conventional
understanding of a correspondent account in banking circles.

The categories of �nancial institutions that are subject to the
prohibition in Section 5318(j) are those speci�ed in paragraphs
(A) through (G) of Section 5312(a)(2), which contains the de�ni-
tion of the term “�nancial institution” for purposes of the BSA.

25731 U.S.C.A. § 5318(j)(4)(B).
25831 C.F.R. § 1010.605(g).
259Pub. L. No. 107-56, § 311(a), 115 Stat. at 298 (codi�ed at 31 U.S.C.A.

§ 5318(A)(e)).
26031 U.S.C.A. § 5318(A)(e)(1)(B).
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The institutions covered by paragraphs (A) through (G), which
include an agency or branch of a foreign bank in the United
States, are referred to as a “covered �nancial institution” in Section
5318(j)(1).

Section 5318(j)(1) prohibits a covered �nancial institution from
maintaining a correspondent account in the United States for or
on behalf of a foreign shell bank. This provision is intended to
deny a foreign shell bank direct access to the U.S. banking
system. Section 5318(j)(2) is intended to deny a foreign shell
bank indirect access to the U.S. banking system. Section 5318(j)
(2) provides that a covered �nancial institution must take reason-
able steps to ensure that a correspondent account established,
maintained, administered, or managed by a covered �nancial
institution in the United States for any foreign bank is not being
used indirectly by that foreign bank to provide banking services
to a foreign shell bank.261 The scope of Section 5318(j)(2) is much
broader than the scope of Section 5318(j)(1) and is clearly
intended to put pressure on the foreign banking community at
large to cease dealing with foreign shell banks on a global basis.
Section 5318(j)(3) provides an important exception to the prohibi-
tions contained in Section 5318(j)(1) and (2). A covered �nancial
institution is not prohibited from providing a correspondent ac-
count to a foreign bank without a physical presence if the foreign
bank:

(i) is an a�liate of a depository institution, credit union, or
foreign bank that maintains a physical presence in the
United States or a foreign country; and

(ii) is subject to supervision by a banking authority in the
country regulating the a�liated depository institution,
credit union, or foreign bank.262

The scope of the prohibitions contained in Section 5318(j)(1)
and (2) as well as the scope of the exception contained in Section
5318(j)(3) were further delineated in regulations issued by the
Treasury and FinCEN to implement Section 5318(j). Section
5318(j) became e�ective 60 days after the enactment of the USA
PATRIOT Act.263

[2] Regulatory Provisions
As one of the �rst provisions in Title III of the USA PATRIOT

Act to become e�ective, Section 313 and its implementing regula-

26131 U.S.C.A. § 5318(j)(2).
26231 U.S.C.A. § 5318(j)(3).
263Pub. L. No. 107-56, § 313(b), 115 Stat. at 307.
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tions were the subject of intense scrutiny by the banking
industry. To assist the banking industry in meeting its compli-
ance requirements under the early e�ective date, the Treasury
issued interim guidance in November 2001 and anticipated sev-
eral of the important interpretive issues that would arise in
implementing the provisions of Section 313 and the related provi-
sions of Section 319 (discussed in Section 13:7).264 As a procedural
matter, the interim guidance adopted an important mechanism
to facilitate compliance, the use of a certi�cation process by
foreign bank holders of correspondent accounts.265 The ability of
covered �nancial institutions to rely on a certi�cate from a foreign
bank con�rming that it was not a foreign shell bank and that it
would not use any correspondent account to provide banking ser-
vices to a foreign shell bank signi�cantly eased the overall burden
of the rule although the identi�cation of all the necessary
recipients and the tracking of individual certi�cations constituted
a substantial administrative and operational undertaking in the
early days of the new regime. In the interim guidance, the Trea-
sury signaled its view that the implementation of Section 5318(j)
would be based on the broad de�nition of the term “correspon-
dent account” contained in Section 5318(A).266 In its notice of
proposed rulemaking issued a month later in December 2001, the
Treasury carried forward the basic premises re�ected in the
interim guidance and applied these same premises to broker-
dealers who were not covered by the interim guidance although
they were subject to Section 5318(j) as “covered �nancial
institutions.”267 The proposed rule carried forward from the
interim guidance the use of a certi�cation process for purposes of

264See Interim Guidance Concerning Compliance by Covered U.S. Financial
Institutions With New Statutory Anti-Money Laundering Requirements Regard-
ing Correspondent Accounts Established or Maintained for Foreign Banking
Institutions, 66 Fed. Reg. 59,342 (Nov. 27, 2001) (providing interim guidance on
the requirements of §§ 313(a) and 319(b) of the USA PATRIOT Act).

265See Interim Guidance Concerning Compliance by Covered U.S. Financial
Institutions With New Statutory Anti-Money Laundering Requirements Regard-
ing Correspondent Accounts Established or Maintained for Foreign Banking
Institutions, 66 Fed. Reg. 59,342, 59,346 (Nov. 27, 2001) (attaching form of cer-
ti�cation that could be used for purposes of §§ 313(a) and 319(b)).

266See Interim Guidance Concerning Compliance by Covered U.S. Financial
Institutions With New Statutory Anti-Money Laundering Requirements Regard-
ing Correspondent Accounts Established or Maintained for Foreign Banking
Institutions, 66 Fed. Reg. 59,342, 59,343 (Nov. 27, 2001) (attaching form of cer-
ti�cation that could be used for purposes of §§ 313(a) and 319(b)).

267See Counter Money Laundering Requirements—Correspondent Accounts
for Foreign Shell Banks; Recordkeeping and Termination of Correspondent
Accounts for Foreign Banks, 66 Fed. Reg. 67,460 (Dec. 28, 2001).
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meeting the compliance requirements of Section 5318(j) and
Section 5318(k) and included an express safe harbor provision for
institutions using the model form of certi�cation attached as an
appendix to the rule.268 In the notice of proposed rule-making, the
Treasury also adhered to the same approach as in the interim
guidance with respect to the broad de�nition of “correspondent
account.” Indeed, in its discussion of the proposed rule, the Trea-
sury stated that the statutory de�nition of “correspondent ac-
count” in Section 5318A was broad and was not limited to any
particular type of account.269 It would include clearing and settle-
ment accounts, �duciary accounts, custody and escrow accounts,
and accounts for engaging in transactions in securities, deriva-
tives, repurchase agreements, and foreign exchange. In the
proposed rule, the Treasury indicated that it intended to apply
the same broad de�nition of “correspondent account” to broker-
dealers as to banks under the provisions of Section 5318(j) as
“covered �nancial institutions.”270

In September 2002, the Treasury and FinCEN adopted a �nal
rule implementing Section 5318(j) and Section 5318(k).271 The
�nal rule consists of a de�nitional section, now codi�ed at Section
1010.100 of the BSA rules, and an operative section, now codi�ed
at Section 1010.630 of the BSA rules.272 Notwithstanding many
critical comments relating to the de�nition of a “correspondent
account,” the Treasury determined in the �nal rule to retain the
use of the statutory de�nition with only technical changes to the
language. The Treasury attempted to address certain of the
concerns raised in the comment process by speci�cally incorporat-
ing into the de�nition of “correspondent account” the de�nition of
“account” from Section 5318A of the BSA. The term “account” as
de�ned in Section 5318A:

(i) means a formal banking or business relationship estab-

268See Counter Money Laundering Requirements—Correspondent Accounts
for Foreign Shell Banks; Recordkeeping and Termination of Correspondent
Accounts for Foreign Banks, 66 Fed. Reg. 67,460, 67,460 to 67,461 (Dec. 28,
2001).

269See Counter Money Laundering Requirements—Correspondent Accounts
for Foreign Shell Banks; Recordkeeping and Termination of Correspondent
Accounts for Foreign Banks, 66 Fed. Reg. 67,460, 67,461 (Dec. 28, 2001).

270See Counter Money Laundering Requirements—Correspondent Accounts
for Foreign Shell Banks; Recordkeeping and Termination of Correspondent
Accounts for Foreign Banks, 66 Fed. Reg. 67,460, 67,461 (Dec. 28, 2001).

271See Anti-Money Laundering Requirements—Correspondent Accounts for
Foreign Shell Banks; Recordkeeping and Termination of Correspondent
Accounts for Foreign Banks, 67 Fed. Reg. 60,562 (Sept. 26, 2002).

27231 C.F.R. § 1010.100 (2010); 31 C.F.R. § 1010.630.
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lished to provide regular services, dealings, and other
�nancial transactions; and

(ii) includes a demand deposit, savings deposit, or other
transaction or asset account and a credit account or other
extension of credit.273

In its discussion of the �nal rule, the Treasury said that the
inclusion of the word “regular” in the de�nition of the term “ac-
count” would have the e�ect generally of excluding infrequent or
occasional transactions from the de�nition of “account.”274

The other provision of the proposed rule that prompted signi�-
cant comment was the proposed inclusion of foreign branches of
U.S. banks within the de�nition of “covered �nancial institutions.”
The Treasury decided to exclude foreign branches of U.S. banks
from the de�nition of “covered �nancial institutions” for purposes
of the �nal rules under Section 313 and Section 319. This means
that a correspondent account for a foreign bank that is maintained
and managed only at a foreign branch of a U.S. bank would not
be subject to the rule. On the other hand, if the correspondent ac-
count, even though nominally maintained at a foreign branch of
a U.S. bank, is actually administered or managed in the United
States, the rule would apply.275 This approach was in fact consis-
tent with the existing de�nitions in the BSA regulations.276 This
approach means that other covered �nancial institutions must
treat the foreign branch of a U.S. bank as a “foreign bank” for
purposes of compliance with the certi�cation and other require-
ments of Section 313 and Section 319. In the �nal rule, Treasury
also decided to apply the existing de�nition of “foreign bank” in
the BSA regulations to the certi�cation and other requirements
of Section 313 and Section 319.277

In adopting the �nal rule, the Treasury tightened the require-

273Pub. L. No. 107-56, § 311(a), 115 Stat. at 303 (codi�ed at 31 U.S.C.A.
§ 5318A(e)(1)(A)).

274See Anti-Money Laundering Requirements—Correspondent Accounts for
Foreign Shell Banks; Recordkeeping and Termination of Correspondent
Accounts for Foreign Banks, 67 Fed. Reg. 60,564.

275See Anti-Money Laundering Requirements—Correspondent Accounts for
Foreign Shell Banks; Recordkeeping and Termination of Correspondent
Accounts for Foreign Banks, 67 Fed. Reg. 60,564.

276See Anti-Money Laundering Requirements—Correspondent Accounts for
Foreign Shell Banks; Recordkeeping and Termination of Correspondent
Accounts for Foreign Banks, 67 Fed. Reg. 60,564. Compare 31 C.F.R.
§ 1010.100(u) (de�nition of foreign bank) with 31 C.F.R. § 1010.100(d) (de�ni-
tion of bank).

277The term “foreign bank” is de�ned in the BSA rules to mean a bank
organized under foreign law. The de�nition speci�cally excludes any agent,
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ments for the exception for correspondent accounts of a foreign
shell bank that is an a�liate of a depository institution with a
physical presence and that is subject to supervision by the bank-
ing authority that regulates the depository institution. Section
5318(j)(4) de�nes the term “a�liate” to mean a foreign bank that
is controlled by or under common control with a depository
institution, credit union, or foreign bank. In the proposed rule,
the Treasury included the de�ned term “regulated a�liate” and
for purposes of determining whether a foreign shell bank is a
regulated a�liate of another depository institution, credit union,
or foreign bank, de�ned “control” to mean ownership or control of
25% or more of any class of voting security or control in any man-
ner of the election of a majority of the directors of another
company.278 In response to a congressional comment on the
proposed rule, the Treasury revised the de�nition of “control” in
the �nal rule to increase the percentage test from 25% to 50%.279

The operative requirements of Section 5318(j) relating to
foreign shell banks are included in Section 1010.630(a)(1) of the
�nal rule. Section 1010.630(b) of the �nal rule continues the ba-
sic certi�cation and safe-harbor approach re�ected in the
proposed rule and in the original interim guidance.280 For ac-
counts existing on October 28, 2002, the covered �nancial institu-
tion was required to have obtained the certi�cation from the
foreign bank on or before March 31, 2003, and a recerti�cation
from the foreign bank at least once every three years thereafter.281

For accounts established after October 28, 2002, the covered

agency, branch, or o�ce within the United States of a bank organized under
foreign law. 31 C.F.R. § 1010.100(u). An agent, agency, branch, or o�ce within
the United States of a foreign bank is included within the de�nition of “bank” in
the BSA rules. 31 C.F.R. § 1010.100(d).

278See Counter Money Laundering Requirements—Correspondent Accounts
for Foreign Shell Banks; Recordkeeping and Termination of Correspondent
Accounts for Foreign Banks, 66 Fed. Reg. 67,460, 67,466 (Dec. 28, 2001).

279See Anti-Money Laundering Requirements—Correspondent Accounts for
Foreign Shell Banks; Recordkeeping and Termination of Correspondent
Accounts for Foreign Banks, 67 Fed. Reg. 60,567.

28031 C.F.R. § 1010.630(b). In the �nal rule, the Treasury expanded the cer-
ti�cation form to provide for a global certi�cation that would be applicable to all
correspondent accounts maintained for the foreign bank by all covered �nancial
institutions. See Anti-Money Laundering Requirements—Correspondent
Accounts for Foreign Shell Banks; Recordkeeping and Termination of Corre-
spondent Accounts for Foreign Banks, 67 Fed. Reg. 60,568.

28131 C.F.R. § 1010.630(d)(1). FinCEN has published a guidance document
on the recerti�cation process, indicating that the recerti�cation must be
obtained on or before the three-year anniversary of the execution of the initial
certi�cation. See FinCEN Guidance, Frequently Asked Questions—Foreign
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�nancial institution must obtain the certi�cation within 30
calendar days after the date the account is established and a
recerti�cation at least once every three years thereafter.282 If the
covered �nancial institution does not obtain the certi�cation or
recerti�cation within the speci�ed time period, it must close all
the correspondent accounts of the foreign bank within a com-
mercially reasonable time.283 The �nal rule also provides that a
covered �nancial institution will not be liable to any person in
any court or arbitration proceeding for terminating an account in
accordance with the rule.284 In adopting the �nal rule, the Trea-
sury also clari�ed the obligation on a covered �nancial institution
in accepting a certi�cation form. The Treasury stated that it
expects a covered �nancial institution to review the form of certi-
�cation to determine that it is complete and internally
consistent.285 If a covered �nancial institution knows, suspects, or
has reason to suspect that any information in a certi�cation or
recerti�cation is no longer correct, the covered �nancial institu-
tion must request the foreign bank to verify or correct the infor-
mation within 90 calendar days.286

[3] Supervisory and Examination Process
The FFIEC Manual contains an extended discussion of the

various requirements of the USA PATRIOT Act applicable to the
maintenance of correspondent accounts for foreign banks.287 The
discussion speci�cally covers the requirements of Section 5318(j)
relating to foreign shell banks as well as the other sections of the
USA PATRIOT Act applicable to correspondent accounts.288 It
also includes examination procedures for evaluating compliance
by the bank with the foreign shell bank prohibition.289

Bank Recerti�cations under 31 C.F.R. § 103.177, FIN-2006-G003 (Feb. 3, 2006),
available at http://www.�ncen.gov/statutes�regs/guidance/html/faqsguidance.ht
ml.

28231 C.F.R. § 1010.630(d)(2).
28331 C.F.R. § 1010.630(d)(1) and (2).
28431 C.F.R. § 1010.630(d)(5).
285See Anti-Money Laundering Requirements—Correspondent Accounts for

Foreign Shell Banks; Recordkeeping and Termination of Correspondent
Accounts for Foreign Banks, 67 Fed. Reg. 60,562, 60,568 to 60,569 (Sept. 26,
2002).

28631 C.F.R. § 1010.630(c).
287See FFIEC Manual at 117–129.
288See FFIEC Manual at 117–18.
289See FFIEC Manual at 125.
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[4] Enforcement Actions
The regulatory authorities have taken a large number of

enforcement actions against domestic and foreign banks based on
their correspondent banking operations. The enforcement orders
or written agreements in these actions typically require the bank-
ing institution to adopt improved procedures and internal controls
for its correspondent banking activities. Among the standard pro-
visions in these orders or written agreements is the requirement
for improved controls to ensure compliance with all requirements
relating to correspondent accounts for non-U.S. persons, includ-
ing but not limited to the prohibition on correspondent accounts
for foreign shell banks. These orders and written agreements are
discussed in further detail in Section 13:10[4].

§ 13:7 Record-keeping for foreign correspondent accounts

[1] Statutory Provisions
Section 319(b) of the USA PATRIOT Act added several new

requirements to the BSA, which are codi�ed at Section 5318(k).
These provisions became e�ective at the same time as the foreign
shell bank prohibition and they were implemented initially
through the same interim guidance document and then through
the same rule-making process as the foreign shell bank
prohibition.290 The provisions of Section 319(b), however, have ap-
plication to a much larger group of foreign banks than do the pro-
visions of Section 313 (which relate only to foreign shell banks)
because the provisions of Section 319(b) apply to all foreign banks
maintaining a correspondent account in the United States.

The provisions of Section 319(b) as codi�ed at Section 5318(k)
deal with access to information by federal banking agencies and
federal law-enforcement authorities relating to anti-money
laundering compliance by a covered �nancial institution or its
customers and with record-keeping requirements for correspon-
dent accounts maintained in the United States for foreign banks.
Section 5318(k)(2) contains a requirement that not later than 120
hours after receiving a request by an appropriate federal banking
agency for information related to the anti-money laundering
compliance by a covered �nancial institution or a customer of the
institution, the covered �nancial institution must provide infor-
mation, including account documentation, for any account opened,
maintained, administered, or managed in the United States by

[Section 13:7]
290See § 13:6[2].
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the covered �nancial institution.291 Unlike Section 5318(j), Section
5318(k) does not contain a de�nition of the term “covered �nancial
institution.” In its rule-making process under Section 5318(j) and
Section 5318(k), the Treasury determined that the term “covered
�nancial institution” in Section 5318(k) should be given the same
meaning as in Section 5318(j), namely, banks, and other deposi-
tory institutions and broker-dealers.292

Section 5318(k)(3) provides (i) additional authority for the Sec-
retary of the Treasury or the Attorney General to access records
of a foreign bank maintaining a correspondent account in the
United States, and (ii) an additional record-keeping requirement
on covered �nancial institutions to facilitate the authority of the
Secretary of the Treasury and the Attorney General to access the
records of foreign banks. Section 5318(k)(3)(A)(i) provides that
the Secretary of the Treasury or the Attorney General may issue
a summons or subpoena to any foreign bank that maintains a
correspondent account in the United States for records related to
the account, “including records maintained outside of the United
States relating to the deposit of funds with the foreign bank.”293

Thus, under Section 5318(k)(3)(A)(i), the maintenance by a
foreign bank of a correspondent account in the United States
provides the basis for the Secretary of the Treasury or the At-
torney General to subpoena records outside the United States re-
lating to the deposit of funds into the foreign bank outside the
United States.

This extraterritorial expansion of the subpoena power is of a
piece with the expansion of the forfeiture power provided for in
Section 319(a) of the USA PATRIOT Act. Section 319(a) amended
the forfeiture provisions of the United States criminal code to
provide that for purposes of forfeiture under Section 981 of title
18 or Section 801 of title 21 of the U.S. Code, funds deposited
into a foreign bank that has an “interbank” account in the United
States with a covered �nancial institution (as de�ned in Section
5318(j)) shall be deemed to have been deposited into the
“interbank” account in the United States. The result is that funds
in the interbank account are subject to restraint and seizure up

29131 U.S.C.A. § 5318(k)(2).
292See Counter Money Laundering Requirements—Correspondent Accounts

for Foreign Shell Banks; Recordkeeping and Termination of Correspondent
Accounts for Foreign Banks, 66 Fed. Reg. 67,460, 67,463 (Dec. 28, 2001).

29331 U.S.C.A. § 5318(k)(3)(A)(i). For purposes of § 5318(k), the term “corre-
spondent account” has the same meaning as in § 5318A(e)(1)(B). 31 U.S.C.A.
§ 5318(k)(1)(B).
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to the amount of the funds deposited in the foreign bank.294 Un-
like other forfeiture provisions in Section 981, in the new forfei-
ture provision there is no requirement that the funds in the
interbank account be directly traceable to the funds deposited in
the foreign bank.295 The amendments made by Section 319(a) to
the forfeiture provisions of the criminal code provide that the At-
torney General in consultation with the Secretary of the Trea-
sury may suspend or terminate a forfeiture order under the new
section if the Attorney General determines that a con�ict of law
exists between the laws of the jurisdiction where the foreign
bank is located and the laws of the United States and if the
suspension or termination is in the interest of justice and would
not harm the national interests of the United States.296

Section 5318(k)(3)(A)(ii) further provides that a summons or
subpoena from the Secretary of the Treasury or the Attorney
General on a foreign bank with a correspondent account in the
United States may be served on the foreign bank in the United
States if the foreign bank has a representative in the United
States or on the foreign bank in a foreign country pursuant to
any mutual legal assistance treaty, multilateral agreement, or
other request for international law-enforcement assistance.297

294Pub. L. No. 107-56, § 319(a), 115 Stat. at 311 (codi�ed at 18 U.S.C.A.
§ 981(k)(1)(A)).

295Pub. L. No. 107-56, § 319(a), 115 Stat. at 311 (codi�ed at 18 U.S.C.A.
§ 981(k)(2)).

296Pub. L. No. 107-56, § 319(a), 115 Stat. at 311 (codi�ed at 18 U.S.C.A.
§ 981(k)(1)(B)).

29731 U.S.C.A. § 5318(k)(3)(A)(ii). Section 5318(k)(3)(B)(i) establishes a new
standing mechanism for satisfying the �rst alternative above, i.e., a foreign
bank having a representative in the United States. Section 5318(k)(3)(B)(i)
requires any covered �nancial institution that maintains a correspondent ac-
count in the United States for a foreign bank to maintain records in the United
States identifying (i) the owners of the foreign bank and (ii) the name and ad-
dress of a person who resides in the United States and is authorized to accept
service of legal process for records regarding the correspondent account. Section
5318(k)(3)(B)(ii) further provides that upon receipt of a written request for the
information required to be maintained under the subsection from a federal law-
enforcement o�cer, the covered �nancial institution must provide the informa-
tion not later than seven days after receipt of the request. An indirect enforce-
ment mechanism is also provided in Section 5318(k)(3)(C). A covered �nancial
institution is required to terminate any correspondent relationship with a
foreign bank not later than 10 business days after receipt of written notice from
the Secretary of the Treasury or the Attorney General that the foreign bank has
failed either to comply with a summons or subpoena issued under the section or
to initiate proceedings in a United States court to contest the summons or
subpoena. 31 U.S.C.A. § 5318(k)(3)(C)(i). This closure requirement comes with a
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[2] Regulatory Provisions
As discussed in Section 13:6[2], the Treasury adopted a broad

de�nition of the term “correspondent account” for purposes of
both Section 313 and Section 319(b) in its interim guidance, which
was subsequently adopted in the �nal rules implementing Section
313 and Section 319(b).298 The �nal rule implementing the record-
keeping requirements of Section 319(b) consists of a de�nitional
section codi�ed at Section 1010.605 of the BSA rules and an
operative section codi�ed at Section 1010.630(a)(2) of the BSA
rules. The �nal rule implementing the summons and subpoena
response requirements of Section 319(b) is codi�ed at Section
1010.670 of the BSA rules. In adopting the �nal rules, the Trea-
sury found that there was no clear basis to di�erentiate the de�-
nition of “correspondent account” for purposes of Section 313 and
Section 319(b).299 It noted that the principal argument for adopt-
ing a more restrictive de�nition for purposes of Section 319(b)
was to reduce the compliance burden of applying a broad de�ni-
tion against a much larger universe of foreign banks (as opposed
to Section 313 that applied only to foreign shell banks). In re-
sponse to that observation, the Treasury noted that covered
�nancial institutions would have the ability to rely on the same
certi�cation process for purposes of Section 313 and Section 319(b)
and that the incremental burden of responding to Section 319(b)
requirements in the certi�cation process would not be
substantial.300 The implications of the adoption of a broad de�ni-
tion of the term “correspondent account” for purposes of Section
319(b) were twofold. First, a large set of foreign banks would
have to appoint an agent for service of legal process in the United

limitation of liability provision. A covered �nancial institution will not be liable
to any person in any court or arbitration proceeding for terminating a corre-
spondent relationship in accordance with the requirements of the section. 31
U.S.C.A. § 5318(k)(3)(C)(ii).

298See Interim Guidance Concerning Compliance by Covered U.S. Financial
Institutions With New Statutory Anti-Money Laundering Requirements Regard-
ing Correspondent Accounts Established or Maintained for Foreign Banking
Institutions, 66 Fed. Reg. 59,342, 59,343 (Nov. 27, 2001).

299See Anti-Money Laundering Requirements—Correspondent Accounts for
Foreign Shell Banks; Recordkeeping and Termination of Correspondent
Accounts for Foreign Banks, 67 Fed. Reg. 60,562, 60,564 (Sept. 26, 2002).
Indeed, § 5318(k)(1)(B) provides that the de�nition of the term “correspondent
account” in § 5318(A)(e)(1)(B) applies to § 5318(k).

300See Anti-Money Laundering Requirements—Correspondent Accounts for
Foreign Shell Banks; Recordkeeping and Termination of Correspondent
Accounts for Foreign Banks, 67 Fed. Reg. 60,562, 60,564 (Sept. 26, 2002).
Indeed, § 5318(k)(1)(B) provides that the de�nition of the term “correspondent
account” in § 5318(A)(e)(1)(B) applies to § 5318(k).
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States in order to maintain their various account relationships in
the United States. Second, U.S. covered �nancial institutions
would need to identify from their customer base a large set of
foreign banks holding such accounts and then would have to
obtain the necessary ownership information in addition to legal
process information from this large set of foreign banks.

The Treasury was required to address another de�nitional is-
sue with respect to Section 319(b) in its interim guidance and
subsequent regulations. Section 5318(k)(3) (B)(i) requires a
covered �nancial institution to maintain records identifying the
“owners” of any foreign bank maintaining a correspondent ac-
count in the United States.301 Section 5318(k)(3) contains no de�-
nition of the term “owners.” In its interim guidance and in its
proposed rule under Section 319(b), the Treasury proposed a
complex de�nitional taxonomy comprised of “large direct own-
ers,” “indirect owners,” and “small direct owners.”302 Confusion
over the proposed taxonomy abounded even in U.S. banking
circles; and the prospect of thousands of foreign banks trying to
apply the complex rules was a daunting one to many observers.

In its �nal rule adopted in September 2002, the Treasury
dropped the complex de�nitional approach and replaced it with a
relatively straightforward de�nition based on control concepts
from federal banking law.303 The �nal rule also speci�es how
“ownership” is determined in a family context.304 The �nal rule
also included two categories of exceptions from the requirement
to identify the owners of a foreign bank. First, a covered �nancial

30131 U.S.C.A. § 5318(i)(3)(B)(i).
302See Interim Guidance Concerning Compliance by Covered U.S. Financial

Institutions With New Statutory Anti-Money Laundering Requirements Regard-
ing Correspondent Accounts Established or Maintained for Foreign Banking
Institutions, 66 Fed. Reg. at 59343 to 59344; Counter Money Laundering
Requirements—Correspondent Accounts for Foreign Shell Banks; Recordkeep-
ing and Termination of Correspondent Accounts for Foreign Banks, 66 Fed.
Reg. 67,460, 67,463 to 67,464 (Dec. 28, 2001).

303See Anti-Money Laundering Requirements—Correspondent Accounts for
Foreign Shell Banks; Recordkeeping and Termination of Correspondent
Accounts for Foreign Banks, 67 Fed. Reg. 60,562, 60,566 (Sept. 26, 2002); see 31
C.F.R. § 1010.605(j)(1) (de�ning the term “owner” as meaning a person who
directly or indirectly owns, controls, or has the power to vote 25% or more of
any class of voting securities or other voting interests or who controls in any
manner the election of a majority of directors of the foreign bank).

30431 C.F.R. § 1010.605(j)(2) (2010). Members of the same family are treated
as one person. The term “same family” is de�ned broadly to mean “parents,
spouses, children, siblings, uncles, aunts, grandparents, grandchildren, �rst
cousins, stepchildren, stepsiblings, parents-in-law, and spouses of any of the
foregoing.” 31 C.F.R. § 1010.605(j)(2).
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institution is not required to maintain records of the owners of
any foreign bank that is required to �le an annual report on
Form FRY-7 with the Federal Reserve Board that identi�es cur-
rent owners as required by the Form.305 Second, a covered
�nancial institution is not required to maintain records of the
owners of any foreign bank the shares of which are publicly
traded. For purposes of this rule, “publicly traded” means shares
that are traded on an exchange or on an organized over-the-
counter market that is regulated by a foreign securities authority
(as de�ned in Section 3(a)(50) of the Exchange Act).306

As noted in Section 13:6[2], the rule adopted under Section
319(b) permits covered �nancial institutions to rely on a certi�ca-
tion by the foreign bank to satisfy the requirements of Section
319(b) with respect to ownership information and information re-
lating to the process agent.307 The forms of certi�cation and
recerti�cation are available on the FinCEN Web site. The rule
provides a safe harbor for a covered �nancial institution that
uses the appended form of certi�cation and recerti�cation with
its foreign bank customers or counterparties. The safe-harbor
provision is subject to the quali�cation that if any time a covered
�nancial institution knows, suspects, or has reason to suspect
that any information contained in a certi�cation provided by a
foreign bank is no longer correct, the covered �nancial institution
must request the foreign bank to rectify or correct the
information.308 If the covered �nancial institution does not obtain
from the foreign bank or other source veri�cation of the informa-
tion or corrected information within 90 calendar days, the covered
�nancial institution is required to close all correspondent ac-
counts of that foreign bank within a commercially reasonable
time and may not permit the foreign bank to establish new posi-
tions or execute any transactions through the accounts other
than transactions necessary to close the accounts.309 The �nal
rule also includes a limitation of liability provision for a covered
�nancial institution that terminates an account in accordance
with the requirements of the rule.310 The �nal rule requires a
�nancial institution to retain the original of any document
provided by a foreign bank or the original or a copy of any other

30531 C.F.R. § 1010.630(a)(2)(ii).
30631 C.F.R. § 1010.630(a)(2)(iii).
30731 C.F.R. §§ 1010.605(b) and 1010.630(b).
30831 C.F.R. § 1010.630(c).
30931 C.F.R. § 1010.630(d)(3).
31031 C.F.R. § 1010.630(d)(5).
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document relied upon for purposes of the rule for at least �ve
years after the date that the covered �nancial institution no lon-
ger maintains any correspondent account for the foreign bank.311

Section 1010.670 of the BSA rules implements, and generally
tracks the language of, the provisions of Section 5318(k)(3)(A)
and (B) relating to summons and subpoenas served by the Secre-
tary of the Treasury or the Attorney General on a foreign bank
maintaining a correspondent account in the United States.312

Section 1010.670 also incorporates the language from Section
5318(k)(3) relating to the required closure of accounts, the limita-
tion of liability for such closure, and the civil money penalty for
failure to e�ect the required closure.313

[3] Supervisory and Examination Process
The FFIEC Manual contains guidance and examination

procedures with respect to the requirements of the regulations
implementing Section 319(b). The certi�cation and closure
processes under Section 1010.630 and Section 1010.670 are
outlined.314 More importantly, the FFIEC Manual sets out testing
procedures for use by examiners.315 The internal audit depart-
ment of a banking institution should at a minimum apply the
same testing procedures as part of its internal audit programs
both to identify possible de�ciencies in internal processes and
procedures and to satisfy the independent testing requirement of
the anti-money laundering program regulation.

§ 13:8 Sharing of information

[1] Statutory Provisions
Section 314 of the USA PATRIOT Act contains two general in-

formation sharing procedures. Section 314(a) directs the Secre-
tary of the Treasury to adopt regulations to encourage further
cooperation among �nancial institutions, regulatory authorities,
and law-enforcement authorities with the speci�c purpose of
encouraging those authorities to share with the �nancial institu-
tions information regarding individuals or entities suspected of

31131 C.F.R. § 1010.630(e).
31231 C.F.R. § 1010.670(b) and (c).
31331 C.F.R. § 1010.670(d), (e), and (f).
314See FFIEC Manual at 118–119.
315See FFIEC Manual at 125–129.
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being engaged in terrorist acts or money-laundering activities.316

The regulations adopted pursuant to this section may require a
�nancial institution to designate one or more individuals to
receive the information and may establish procedures for the
protection of the shared information.317

Section 314(b) provides that upon notice to the Secretary of the
Treasury two or more �nancial institutions or an association of
�nancial institutions may share information with one another
regarding individuals, entities, or countries suspected of possible
terrorist or money-laundering activities.318 Section 314(b) further
provides that a �nancial institution sharing such information
shall not be liable to any person under any law or regulation of
the United States or any constitution, law, or regulation of any
state or political subdivision or under any contract or other legally
enforceable agreement for such disclosure or for any failure to
provide notice of such disclosure to any person who is the subject
of the disclosure except for actions that violate Section 314(b) or
any regulations promulgated thereunder.319 In addition, under
the terms of Section 314(c), the sharing of information under
Section 314(b) will not constitute a violation of the privacy provi-
sions of title V of the Gramm-Leach-Bliley Act of 1999 (GLB Act)
relating to the protection of nonpublic personal information.320

[2] Regulatory Provisions
The Treasury and FinCEN have adopted regulations imple-

menting the information sharing provisions of Section 314(a) and
Section 314(b).321 Section 1010.520(b)(1) provides that a federal
law-enforcement agency investigating terrorist activity or money-
laundering may request FinCEN to solicit information from a
�nancial institution or group of �nancial institutions.322 In mak-
ing the request, the federal law-enforcement agency must certify

[Section 13:8]
316Pub. L. No. 107-56, § 314(a)(1), 115 Stat. at 307.
317Pub. L. No. 107-56, § 314(a)(3), 115 Stat. at 307.
318Pub. L. No. 107-56, § 314(b), 115 Stat. at 308.
319Pub. L. No. 107-56, § 314(b), 115 Stat. at 308.
320Pub. L. No. 107-56, § 314(c), 115 Stat. at 308. The privacy provisions of

the GLB Act are codi�ed at 15 U.S.C.A. §§ 6801 et seq. (2006).
321See Special Information Sharing Procedures To Deter Money Laundering

and Terrorist Financing, 67 Fed. Reg. 60,579 (Sept. 26, 2002) (now codi�ed at
31 C.F.R. §§ 1010.505, 1010.520, and 1010.540).

32231 C.F.R. § 1010.520(b)(1). Section 1010.520(a)(1) de�nes the term
“�nancial institution” as meaning any �nancial institution described in
§ 5312(a)(2) of the BSA.
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to FinCEN that the individual or entity about which the law-
enforcement agency is seeking information is engaged in or rea-
sonably suspected based on credible evidence of engaging in ter-
rorist activity or money-laundering. Upon receiving the
certi�cation, FinCEN may require a �nancial institution to search
its records to determine whether it maintains or has maintained
an account for, or has engaged in transactions with, any speci�ed
individual or entity.323 A �nancial institution receiving such a
request from FinCEN must expeditiously search its records for
certain items, including any account maintained for a named
suspect during the preceding 12 months and any transaction or
transmittal of funds involving the named suspect during the pre-
ceding six months.324 If a �nancial institution identi�es an ac-
count or transaction relating to the individual or entity named in
the request, the �nancial institution must report certain speci�ed
information relating to the account or transaction to FinCEN in
the manner and within the time frame speci�ed in the FinCEN
request.325 A �nancial institution must also designate one person
to be the point of contact to receive these requests from FinCEN.326

Section 1010.520(b)(3) speci�es that a �nancial institution may
not use the information provided by FinCEN in its request for
any purpose other than certain speci�ed purposes.327 A �nancial
institution may not disclose to any person other than FinCEN or
the other federal law-enforcement agency on whose behalf
FinCEN has requested the information the fact that a request
has been made.328 Under the special information sharing provi-
sions of Section 1010.540, a �nancial institution may share infor-
mation concerning an individual or entity named in a FinCEN
request for information with other authorized �nancial institu-
tions but not the fact that FinCEN has requested information

32331 C.F.R. § 1010.520(b)(1).
32431 C.F.R. § 1010.520(b)(3)(i). The terms “transaction” and “transmittal of

funds” have the meanings generally provided in 31 C.F.R. § 1010.100.
32531 C.F.R. § 1010.520(b)(3)(i). The information that may be required to be

reported includes the name of the individual or entity; the number of the ac-
count; the date and type of the transaction; and any Social Security number,
taxpayer identi�cation number, date of birth, address, or other similar identify-
ing information.

32631 C.F.R. § 1010.520(b)(3)(iii).
327The speci�ed purposes are: (i) reporting to FinCEN as provided in the

section; (ii) determining whether to establish or maintain an account or to
engage in a transaction; or (iii) assisting the �nancial institution in complying
with any requirement of the BSA regulations. 31 C.F.R. § 1010.520(b)(3)(iv)(A).

32831 C.F.R. § 1010.520(b)(3)(iv)(B)(1).
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about the individual or entity.329

A �nancial institution is required to maintain adequate
procedures to protect the security and con�dentiality of requests
from FinCEN under this Section, and the requirement will be
deemed satis�ed to the extent that a �nancial institution applies
the same procedures that it has established to satisfy the require-
ments of Section 501 of the GLB Act relating to the protection of
customer nonpublic personal information.330 Section 1010.520(b)
(4) provides that information that a �nancial institution is
required to report under this Section shall be treated as informa-
tion required to be reported in accordance with a federal statute
for purposes of the relevant exceptions in Section 3413(d) of the
Right to Financial Privacy Act and Section 502(e)(8) of the GLB
Act.331

After adopting the implementing regulation in September 2002,
FinCEN began processing Section 314(a) requests from other
federal law-enforcement agencies in November 2002 but shortly
thereafter placed a brief moratorium on the process. FinCEN
reinstated the process in February 2003 with various revisions.332

Under the revised process, FinCEN now sends requests to the
designated individuals at more than 22,000 �nancial institutions
every two weeks through a secure Web site.333 The �nancial
institutions have two weeks from the transmission date of the
request to respond. Unless otherwise noted, the requirement
upon the �nancial institution is for a one-time search of relevant
records. The Section 314(a) request process operates as a means
of providing a “lead” to the law-enforcement authorities. It does
not substitute for a subpoena or other legal process.334 To obtain
�nancial records from a �nancial institution that has reported a
match pursuant to a Section 314(a) request, the law-enforcement
agency must meet the legal standards that otherwise apply to

32931 C.F.R. § 1010.520(b)(3)(iv)(B)(2). Section 314(a) subject lists or
requests, however, may not be shared with any foreign o�ce, branch, or a�liate
unless the FinCEN request speci�cally states otherwise. See FFIEC Manual at
99–100.

33031 C.F.R. § 1010.520(b)(3)(iv)(C).
33131 C.F.R. § 1010.520(b)(4).
332See FinCEN News, FinCEN to Reinstate USA PATRIOT Act Section

314(a) Information Requests (Feb. 6, 2003), available at http://www.�ncen.gov/n
ews�room/nr/html/20030206.html.

333See FinCEN's 314(a) Fact Sheet, available at http://www.�ncen.gov/statu
tes�regs/patriot/pdf/314afactsheet.pdf.

334See FinCEN's 314(a) Fact Sheet, available at http://www.�ncen.gov/statu
tes�regs/patriot/pdf/314afactsheet.pdf.
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the investigative tool such as a subpoena that it chooses to use to
obtain the records themselves.

Section 1010.540 governs the voluntary sharing of information
among �nancial institutions and associations of �nancial institu-
tions as authorized by Section 314(b). Section 1010.540(a)(1)
de�nes the term “�nancial institution” for purposes of voluntary
sharing of information more narrowly than does Section
1010.520(a)(1) for purposes of responding to federal government
requests.335 The term “association of �nancial institutions” is
de�ned to mean an association comprised entirely of such
�nancial institutions.336

Section 1010.540(b) authorizes a �nancial institution or an as-
sociation of �nancial institutions to transmit, receive, or
otherwise share information with any other �nancial institution
or association of �nancial institutions for the purpose of identify-
ing and reporting activities that the �nancial institution or as-
sociation suspects may involve possible terrorist activity or
money-laundering.337 To avail itself of this authority, a �nancial
institution must submit a notice to FinCEN on an annual basis.338

Section 1010.540(b) provides that the information shared may
not be used for any purpose beyond certain speci�ed purposes.339

Section 1010.540(b) also requires any �nancial institution or as-
sociation sharing information to maintain adequate procedures to
protect the security and con�dentiality of the information. If a
�nancial institution or association complies with the require-
ments of Section 501 of the GLB Act or the regulations thereun-

33531 C.F.R. § 1010.540(a)(1). A “�nancial institution” eligible to share infor-
mation is limited to a �nancial institution that is required to establish anti-
money laundering programs under FinCEN regulations. See § 13:3[2][a] for a
discussion of the FinCEN regulations imposing anti-money laundering program
requirements.

33631 C.F.R. § 1010.540(a)(2). FinCEN has issued guidance indicating that
the information sharing under Section 314(b) covers a broad array of fraudulent
and other criminal activities in addition to possible terrorist activity. See FinCEN,
Guidance on the Scope of Permissible Information Sharing Covered by Section
314(b) Safe Harbor of the USA PATRIOT Act, FIN-2009-G002 (June 16, 2009),
available at http://www.�ncen.gov/statutes�regs/guidance/html/�n-2009-g002.h
tml.

33731 C.F.R. § 1010.540(b)(1).
33831 C.F.R. § 1010.540(b)(2).
339The speci�ed purposes are: (i) identifying and, where appropriate, report-

ing on money-laundering or terrorist activities; (ii) determining whether to es-
tablish or maintain an account or to engage in a transaction; or (iii) assisting
the �nancial institution in complying with any requirement of the BSA regula-
tions. 31 C.F.R. § 1010.540(b)(4).
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der requirements, then it will be entitled to the safe harbor from
liability provided in Section 314(b) in connection with the sharing
of such information.340 Finally, Section 1010.540(c) con�rms that
if as a result of information shared pursuant to this section, a
�nancial institution knows, suspects, or has reason to suspect
that an individual or entity is involved in terrorist activity or
money-laundering, the �nancial institution must �le a SAR in ac-
cordance with any regulations applicable to it.341

[3] Supervisory and Examination Process
The FFIEC Manual contains detailed directions to the sta�s of

the federal banking agencies on the examination procedures re-
lating to the information sharing requirements of Section 314(a)
and Section 314(b).342 FinCEN also makes available to �nancial
institutions on the secure Web site a set of general instructions
and frequently asked questions with respect to Section 314(a)
requests. Unless otherwise indicated in the request, �nancial
institutions must search the records speci�ed in the General
Instructions.343 The FFIEC Manual further explains that a
�nancial institution must report to FinCEN that it has a match
but that no further details should be provided.344 Generally, the
FFIEC Manual states that �nancial institutions should develop
and implement comprehensive policies, procedures, and processes
for responding to Section 314(a) requests.345

The FFIEC Manual notes that FinCEN strongly discourages
�nancial institutions from using the fact of a Section 314(a)
request as the sole factor in making a decision whether to open
or close an account (unless the request speci�cally states
otherwise) or in making the decision whether to �le a SAR.346 A
�nancial institution may not disclose to any person, other than

34031 C.F.R. § 1010.540(b)(5).
34131 C.F.R. § 1010.540(c).
342See FFIEC Manual at 97–105.
343The General Instructions are not generally available to the public. The

FFIEC Manual, however, discusses one example of the search process required
by the General Instructions. The General Instructions state that unless the
instructions to a speci�c 314(a) request state otherwise, a bank must search
funds transfer records maintained pursuant to § 1010.410 of the BSA rules to
determine whether the named suspect was the originator/transmitter of a funds
transfer for which the bank was the originator/transmitter's �nancial institu-
tion or a bene�ciary/recipient of a funds transfer for which the bank was the
bene�ciary/recipient's �nancial institution. See FFIEC Manual at 98 n. 87.

344See FFIEC Manual at 98.
345See FFIEC Manual at 99.
346See FFIEC Manual at 99.
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FinCEN, its primary banking regulator, or the requesting federal
law-enforcement authority, the fact that FinCEN has requested
information. A �nancial institution will be expected to maintain
a log and other supporting documentation of all Section 314(a)
requests received and of all positive matches identi�ed and
reported to FinCEN, subject to appropriate security procedures.347

A �nancial institution must also maintain documentation that
demonstrates that all required searches were performed.

The FFIEC Manual also contains guidance on the voluntary
sharing of information among �nancial institutions pursuant to
Section 314(b).348 It speci�cally indicates that Section 314(b) does
not authorize a �nancial institution to share a SAR or to disclose
the existence or nonexistence of a SAR and also does not extend
to sharing information across international borders.349 If a
�nancial institution shares information under Section 314(b)
about a subject of a SAR, the information shared must be limited
to the underlying transaction and customer information.

[4] Enforcement Actions
FinCEN and the bank regulatory authorities have taken at

least one enforcement action against a banking institution for
failure to comply with requests under Section 314(a).350 FinCEN
and the bank regulatory authorities found that the institution
had failed to implement an adequate anti-money laundering
program.351 In the press release announcing the civil money
penalty, FinCEN and the bank regulators placed special emphasis

347See FFIEC Manual at 100.
348See FFIEC Manual at 101–102.
349See FFIEC Manual at 102.
350Joint Press Release, Financial Crimes Enforcement Network, Federal

Deposit Insurance Corporation, and New York State Banking Department
Assess Civil Money Penalties Against Liberty Bank of New York (May 19,
2006), available at http://www.�ncen.gov/news�room/nr/pdf/20060519.pdf. See
also In the Matter of Liberty Bank of New York, Assessment of Civil Money
Penalty No. 2006-5 (May 18, 2006), available at http://www.�ncen.gov/news�ro
om/ea/�les/liberty�assessment.pdf; In the Matter of Liberty Bank of New York,
Order to Pay FDIC-06-083k (May 18, 2006), available at http://www.fdic.gov/ba
nk/individual/enforcement/12599.html; In the Matter of Liberty Bank of New
York, Order of Assessment of Civil Monetary Penalty Upon Consent (May 18,
2006), available at http://www.banking.state.ny.us/ea060518.pdf.

351In the Matter of Liberty Bank of New York, Assessment of Civil Money
Penalty No. 2006-5, footnote 354, at 3. The FinCEN order assessing the civil
money penalty noted that Liberty Bank had �led a substantial number of SARs
in response to earlier cease and desist orders issued by the FDIC and the
NYSBD in 2004. The cease and desist orders required remedial actions across a
broad range of compliance areas. See In the Matter of Liberty Bank of New York,
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on the fact that they also had found systemic defects in the bank-
ing institution's procedures for complying with information
requests under Section 314(a).352

§ 13:9 Special measures for jurisdictions, �nancial
institutions, or international transactions of primary
money-laundering concern

[1] Statutory Provision
Section 311 of the USA PATRIOT Act added another new pro-

vision to the BSA, codi�ed at Section 5318A, which is both more
targeted and more detailed than many of the other provisions
contained in Title III.353 Section 5318A(a)(1) provides that the
Secretary of the Treasury may require domestic �nancial institu-
tions and domestic �nancial agencies to take one or more special
measures described in the section if the Secretary �nds that there
are reasonable grounds to conclude that a jurisdiction outside the
United States, or one or more �nancial institutions operating
outside the United States, or a class of transactions within or
involving a jurisdiction outside the United States, or one or more
types of accounts is of primary money-laundering concern.354 The
remaining provisions of Section 5318A contain detailed proce-
dures for making the determination that a jurisdiction, �nancial
institution, class of transaction, or type of account is of primary
money-laundering concern and for selecting the special measures
to be imposed. In selecting which special measure to impose, the
Secretary of the Treasury is required to consult with the Chair-
man of the Federal Reserve Board, any other appropriate federal
banking agencies, the Secretary of State, the SEC, the CFTC,

Order to Cease and Desist FDIC-04-253b (Nov. 30, 2004), available at http://ww
w.fdic.gov/bank/individual/enforcement/12331.html; In the Matter of Liberty
Bank of New York, Order to Cease and Desist Issued Upon Consent (Nov. 30,
2004), available at http://www.banking.state.ny.us/ea041130.htm.

352Joint Press Release, Financial Crimes Enforcement Network, Federal De-
posit Insurance Corporation, and New York State Banking Department Assess
Civil Money Penalties Against Liberty Bank of New York.

[Section 13:9]
353Pub. L. No. 107-56, § 311, 115 Stat. at 298 (codi�ed at 31 U.S.C.A.

§ 5318A).
35431 U.S.C.A. § 5318A(a)(1). The terms “domestic �nancial institution” and

“domestic �nancial agency” are de�ned in 31 U.S.C.A. § 5312(b)(1) to apply to
an action within the United States of a �nancial agency or a �nancial
institution. The term “�nancial institution” as de�ned in 31 U.S.C.A.
§ 5312(a)(1)(D) includes among other institutions an agency or branch of a
foreign bank in the United States.
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and the National Credit Union Administration Board.355 The Sec-
retary of the Treasury is also required to consider factors speci-
�ed in Section 5318A such as whether similar action is being
taken by other nations or multilateral groups; whether the special
measure would create a signi�cant competitive disadvantage for
U.S. �nancial institutions; whether the special measure would
have a signi�cant adverse systemic impact on the international
payment, clearance, and settlement system; and what e�ect the
special measure would have on U.S. national security and foreign
policy.356 The special measures that are authorized under Section
5318A range in severity, the most severe being a prohibition on
maintaining a correspondent account for a banking institution
from the designated country or on maintaining a correspondent
account that indirectly provides services to a banking institution
from the designated country.357

As a predicate to the imposition of any special measure under
Section 5318A, the Secretary of the Treasury must �rst make a
determination that there is a reasonable ground for concluding
that the foreign jurisdiction, �nancial institution, class of trans-
action, or type of account is of primary money-laundering concern.
In making this determination, Section 5318A requires the Secre-
tary of the Treasury to consult with the Secretary of State and
the Attorney General.358 Section 5318A contains a set of poten-
tially relevant factors with respect to a determination relating to
a jurisdiction and a set of potentially relevant factors with re-
spect to a determination relating to an institution, a class of
transaction, or a type of account that must be considered by the
Secretary of the Treasury.359

35531 U.S.C.A. § 5318A(a)(4)(A). Section 5318A(b)(5) requires the Secretary
of the Treasury to consult the Chairman of the Federal Reserve Board, the At-
torney General, and the Secretary of State in connection with the special mea-
sure speci�ed in § 5318A(b)(5).

35631 U.S.C.A. § 5318A(a)(4)(B).
35731 U.S.C.A. § 5318A(b)(1) to (5).
35831 U.S.C.A. § 5318A(c)(1).
35931 U.S.C.A. § 5318A(c)(2). The potentially relevant factors applicable to a

determination for a jurisdiction include evidence that organized criminal groups
or terrorists transact business in the jurisdiction, the extent to which the juris-
diction o�ers bank secrecy and special regulatory advantages to nonresidents,
the substance and quality of bank supervision and anti-money laundering laws
in the jurisdiction, the relationship between the volume of �nancial transactions
in the jurisdiction and the size of the economy of the jurisdiction, the extent to
which the jurisdiction is characterized as an o�shore banking or secrecy haven,
and the extent to which the jurisdiction is characterized by high levels of o�cial
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[2] Regulatory Provisions
The Treasury has used the authority granted under Section

5318A to impose special measures in several instances. The Trea-
sury has also used the authority under Section 5318A to desig-
nate certain jurisdictions and �nancial institutions as being of
primary money-laundering concern and has proposed imposing
special measures with the expectation that the initial �nding
would be su�cient to discourage most institutions from dealing
with the jurisdiction or the �nancial institution and would thus
obviate the need to go to the second step and formally impose
special measures with respect to the jurisdiction or the
institution.360

In November 2003, the Treasury and FinCEN published notice
that the Treasury had designated Burma (Myanmar) as a juris-
diction of primary money-laundering concern and proposed to
impose special measures against Burma.361 The designation of
primary money-laundering concern was based among other fac-
tors on the Financial Action Task Force's (FATF) designation of
Burma as a noncooperative country and FATF's call upon its
members to impose countermeasures on Burma. In April 2004,
the Treasury and FinCEN adopted a �nal rule imposing the
special measures on Burma largely as proposed.362 The special
measures against Burma are now codi�ed at Section 1010.651 of
the BSA rules. Burma is the only jurisdiction subject to special

corruption. The potentially relevant factors to a determination for an institu-
tion, class of transactions, or type of account include the extent to which the
institution, class of transactions, or type of account is used to facilitate money-
laundering and the extent to which the institution is used for legitimate
purposes. 31 U.S.C.A. § 5318A(c)(2).

360See Departmental O�ces Designation of Nauru and Ukraine as Primary
Money Laundering Concerns, 67 Fed. Reg. 78,859 (Dec. 26, 2002); 67 Fed. Reg.
78,860, 78,862. See also Revocation of Designation of Ukraine as Primary Money
Laundering Concern (Apr. 15, 2003), available at http://www.treasury.gov/resou
rce-center/terrorist-illicit-�nance/Terrorist-Finance-Tracking/Documents/js1931.
pdf; Imposition of Special Measures Against the Country of Nauru, 68 Fed. Reg.
18,917 (Apr. 17, 2003) (proposed rule); Withdrawal of the Notice of Proposed
Rulemaking Against the Republic of Nauru, 76 Fed. Reg. 21,179 (Apr. 8, 2008);
Withdrawal of Notice of the Finding of the Republic of Nauru as a Primary
Money Laundering Concern, 76 Fed. Reg. 21,178 (Apr. 18, 2008).

361See Imposition of Special Measures Against Burma as a Jurisdiction of
Primary Money Laundering Concern, 68 Fed. Reg. 66,299 (Nov. 25, 2003)
(proposed rule). The proposed special measures for Burma required a covered
�nancial institution to terminate any correspondent account maintained in the
United States for or on behalf of a Burmese �nancial institution.

362See Imposition of Special Measures Against Burma, 69 Fed. Reg. 19,093
(Apr. 12, 2004). The proposed special measure would have applied to any
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measures under Section 311 of the USA PATRIOT Act. However,
in March 2011, the Treasury and FinCEN made a �nding that
the Islamic Republic of Iran is a jurisdiction of primary money
laundering concern.363 At the time the Treasury and FinCEN did
not propose any special measures with respect to Iran or entities
in Iran presumably because dealings with Iran or entities in Iran
are already prohibited for U.S. persons under various sanction
laws as discussed in Section 13:12.

At the time of adoption the special measures for the country of
Burma, the Treasury and FinCEN also adopted special measures
speci�cally for two Burmese banking institutions, Myanmar
May�ower Bank and Asia Wealth Bank.364 These special measures
were formerly codi�ed at Section 1010.652 of the BSA rules and
were similar to the special measures applicable to other Burmese
banking institutions under Section 1010.651. These measures
were repealed in October 2012 because FinCEN determined that
the Government of Burma had withdrawn the licenses of the two
institutions in 2005 and that neither of the institutions currently
existed.365

The Treasury and FinCEN have imposed special measures on
several other foreign banking institutions. The Treasury found
the Commercial Bank of Syria and its subsidiary, Syrian
Lebanese Commercial Bank (together CBS), which are Syrian
government controlled institutions, to be of primary money-
laundering concern and proposed, and subsequently adopted, a
special measure requiring a covered �nancial institution to
terminate any correspondent account for CBS.366 The special mea-
sure applicable to CBS di�ered from the special measure ap-

“Burmese �nancial institution.” The �nal special measure applies to any
“Burmese banking institution.”

363See Finding That the Islamic Republic of Iran is a Jurisdiction of Primary
Money Laundering Concern, 76 Fed. Reg. 72,756 (Nov. 25, 2011).

364See Imposition of Special Measures Against Myanmar May�ower Bank
and Asia Wealth Bank, 69 Fed. Reg. 19,098 (Apr. 12, 2004).

365See Repeal of the Final Rule Imposing Special Measures and Withdrawal
of the Findings of Primary Money Laundering Concern Against Myanmar
May�ower Bank and Asia Wealth Bank, 77 Fed. Reg. 59,747 (Oct. 1, 2012).

366See Amendment to the Bank Secrecy Act Regulations—Imposition of a
Special Measure Against Commercial Bank of Syria, including its Subsidiary,
Syrian Lebanese Commercial Bank, as a Financial Institution of Primary Money
Laundering Concern, 69 Fed. Reg. 28,098 (May 18, 2004); Amendment to the
Bank Secrecy Act Regulations—Imposition of Special Measure Against
Commercial Bank of Syria, including its Subsidiary, Syrian Lebanese
Commercial Bank, as a Financial Institution of Primary Money Laundering
Concern, 71 Fed. Reg. 13,260 (Mar. 15, 2006).
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plicable to the Burmese banking institutions in its approach to
indirect access to the U.S. banking systems, which assumed
greater importance because of the fact that CBS no longer
maintained any direct access to the U.S. banking system. The
special measure applicable to CBS requires a covered �nancial
institution to apply speci�ed due diligence procedures to its cor-
respondent accounts to guard against their indirect use by CBS.367

In adopting the �nal rule, the Treasury stated that the notice
requirement would be satis�ed by a one-time notice to correspon-
dent account holders.368 With respect to the requirement that a
covered �nancial institution take ongoing steps to identify
indirect use of its correspondent accounts by CBS, the Treasury
noted that a covered institution would be expected to apply an
appropriate screening mechanism to identify a funds transfer or-
der that on its face lists CBS as the originator's or bene�ciary's
�nancial institution.369

The Treasury and FinCEN followed a similar approach in
imposing a special measure against VEF Banka, a Latvian bank.
The Treasury and FinCEN published a notice of a determination
that VEF Banka was a �nancial institution of primary money-
laundering concern and a rule was proposed, and subsequently
adopted, imposing a prohibition on direct or indirect access by
VEF Banka to correspondent accounts in the United States.370

The provisions of the special measure against VEF Banka were
essentially identical to the provisions of the special measure
against CBS. The special measures against VEF Banka were
rescinded by FinCEN in August 2011 after the Latvian regula-

36731 C.F.R. § 1010.653(b)(2)(i).
368See Amendment to the Bank Secrecy Act Regulations—Imposition of

Special Measure Against Commercial Bank of Syria, Including Its Subsidiary,
Syrian Lebanese Commercial Bank, as a Financial Institution of Primary Money
Laundering Concern, 71 Fed. Reg. 13,260, 13,265 (Mar. 15, 2006).

369See Amendment to the Bank Secrecy Act Regulations—Imposition of
Special Measure Against Commercial Bank of Syria, Including Its Subsidiary,
Syrian Lebanese Commercial Bank, as a Financial Institution of Primary Money
Laundering Concern, 71 Fed. Reg. 13,260, 13,266 (Mar. 15, 2006).

370See Amendment to the Bank Secrecy Act Regulations—Imposition of
Special Measure Against VEF Banka, 70 Fed. Reg. 21,369 (Apr. 26, 2005);
Amendment to the Bank Secrecy Act Regulations—Imposition of Special
Measure Against VEF Banka, as a Financial Institution of Primary Money
Laundering Concern, 71 Fed. Reg. 39,554 (July 13, 2006).
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tory authorities revoked VEF Banka's license.371

The Treasury and FinCEN have imposed special measures
against another foreign institution, Banco Delta Asia SARL
(Banco Delta Asia), codi�ed at Section 1010.655 of the BSA
rules.372 The Treasury and FinCEN initially in 2005 made a �nd-
ing that there were reasonable grounds to conclude that Banco
Delta Asia was a �nancial institution of primary money-
laundering concern and proposed to impose special measures on
it.373 The subsequent �nancial di�culties experienced by Banco
Delta Asia suggest that a �nding of primary money-laundering
concern may be enough to curtail the availability of direct or
indirect access to U.S. banking system in advance of the actual
adoption of special measures.374 The Treasury ultimately adopted
a �nal rule imposing special measures on Banco Delta Asia in
2007.375

The Treasury and FinCEN also used the authority under Sec-
tion 311 in February 2011 to make a �nding of primary money-
laundering concern with respect to Lebanese Canadian Bank
SAL (LCB) and to propose special measures against LCB.376 The
special measures proposed against LCB were generally similar to

371See Repeal of the Final Rule and Withdrawal of the Finding of Primary
Money Laundering Concern Against VEF Banka, 76 Fed. Reg. 45,689 (Aug. 1,
2011).

372See Imposition of Special Measure Against Banco Delta Asia, including
its Subsidiaries Delta Asia Credit Limited and Delta Asia Insurance Limited, as
a Financial Institution of Primary Money Laundering Concern, 72 Fed. Reg.
12,730 (Mar. 19, 2007). In its �nal rule, the Treasury and FinCEN described in
detail the background of the special problems at Delta Bank Asia.

373See Finding That Banco Delta Asia SARL is a Financial Institution of
Primary Money Laundering Concern, 70 Fed. Reg. 55,214 (Sept. 20, 2005);
Amendment to Bank Secrecy Act Regulations—Imposition of Special Measure
Against Banco Delta Asia SARL, 70 Fed. Reg. 55,217 (Sept. 20, 2005) (proposed
rule). The �nding of primary money-laundering concern was based among other
concerns on the fact that Banco Delta Asia had provided �nancial services for
many years to North Korean government agencies and front companies.

374See Joel Brinkley, U.S. Squeezes North Korea's Money Flow, N.Y. Times,
Mar. 10, 2006, at A12 (discussing the signi�cant �nancial e�ects that the �nd-
ing of primary money-laundering concern had on the operations of Banco Delta
Asia).

375See Imposition of Special Measure Against Banco Delta Asia, Including
Its Subsidiaries Delta Asia Credit Limited and Delta Asia Insurance Limited,
as a Financial Institution of Primary Money Laundering Concern, 72 Fed. Reg.
12,730 (Mar. 19, 2007).

376See Finding That the Lebanese Canadian Bank SAL is a Financial
Institution of Primary Money Laundering Concern, 76 Fed. Reg. 9403 (Feb. 17,
2011); Imposition of Special Measure Against the Lebanese Canadian Bank
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those previously imposed against Delta Bank Asia, VEF Banka,
and CBS.

In May 2012 the Treasury and FinCEN made a �nding that
JSC CredexBank, located in the Republic of Belarus, was a
�nancial institution of primary money laundering concern and
proposed to impose special measures against it.377 The special
measures proposed with respect to JSC CredexBank were similar
to the special measures previously imposed against Delta Bank
Asia, VEF Banka, and CBS, but with the additional requirement
that a covered �nancial institution take reasonable steps to col-
lect and report to FinCEN information about the participants in
any transaction or attempted transaction involving JSC
CredexBank.

[3] Supervisory and Examination Process
The FFIEC Manual contains a section addressing special

measures under Section 311, but the section provides only a broad
overview of the special measures provisions of Section 311 and
little speci�c guidance.378 FinCEN has provided guidance of its
own on speci�c issues relating to the scope of the special measures
under Section 311.379

§ 13:10 Due diligence requirement for foreign
correspondent accounts

[1] Statutory Provisions
Section 312(a) of the USA PATRIOT Act added a new provision

to the BSA, codi�ed at Section 5318(i), which requires speci�c
due diligence policies, procedures, and controls for foreign corre-
spondent banking accounts and foreign private banking

SAL as a Financial Institution of Primary Money Laundering Concern, 76 Fed.
Reg. 9268 (Feb. 17, 2011).

377See Finding That JSC CredexBank is a Financial Institution of Primary
Money Laundering Concern, 77 Fed. Reg. 31,434 (May 25, 2012); Imposition of
Special Measure Against JSC CredexBank as a Financial Institution of Primary
Money Laundering Concern, 77 Fed. Reg. 31,794 (May 30, 2012).

378See FFIEC Manual at 138–140.
379See FinCEN Ruling, Application of a Section 311 Special Measure to the

payment of current and future potential obligations of a U.S. customer,
FIN-2010-R002 (Apr. 29, 2009), available at http://www.�ncen.gov/statutes�reg
s/guidance/html/�n-2010-r002.html; FinCEN Ruling, Application of a Section
311 Special Measure to Payments under a Stand-By Letter of Credit, FIN-2010-
R001 (Jan. 16, 2009), available at http://www.�ncen.gov/statutes�regs/guidanc
e/html/�n-2010-r001.html.
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accounts.380 Section 312 represents one of the most important and
far-reaching requirements of the regime of heightened scrutiny
imposed by the USA PATRIOT Act. The basic requirement
imposed by Section 5318(i)(1) is that:

[e]ach �nancial institution that establishes, maintains, administers,
or manages a private banking account or a correspondent account
in the United States for a non-United States person, including a
foreign individual visiting the United States, or a representative of
a non-United States person[,] shall establish appropriate, speci�c,
and, where necessary, enhanced, due diligence policies, procedures,
and controls that are reasonably designed to detect and report in-
stances of money laundering through those accounts.381

In addition to this basic requirement, Section 5318(i)(2)(A)
imposes additional requirements for correspondent accounts
requested or maintained by or on behalf of a foreign bank operat-
ing under an o�shore banking license or under a banking license
issued by a foreign country that has been designated as noncoop-
erative with international anti-money laundering principles.382

For correspondent accounts of these latter categories of higher
risk foreign banks, certain enhanced due diligence policies,
procedures, and controls are required.383 Section 5318(i)(4)
contains a de�nition of the term “o�shore banking license.”384

Section 5318(i) does not contain a de�nition of the term “corre-
spondent account,” but as discussed in Section 13:6[1], Section
311 of the USA PATRIOT Act contains a broad de�nition of the
term “correspondent account” and speci�cally provides that the
de�nition of “correspondent account” applies to Section 5318(i) as
well.

Section 312(b)(1) of the USA PATRIOT Act directed the Secre-
tary of the Treasury in consultation with the appropriate federal
functional regulators to further delineate by regulation the due
diligence policies, procedures, and controls required by Section
312(a) within 180 days from the date of enactment of the USA

[Section 13:10]
380Pub. L. No. 107-56, § 312(a), 115 Stat. at 304 (codi�ed at 31 U.S.C.A.

§ 5318(i)).
38131 U.S.C.A. § 5318(i)(1).
38231 U.S.C.A. § 5318(j)(2)(A).
38331 U.S.C.A. § 5318(i)(2)(B).
384The term is de�ned to mean “a license to conduct banking activities

which, as a condition of the license, prohibits the licensed entity from conduct-
ing banking activities with the citizens of, or with the local currency of, the
country which issued the license.” 31 U.S.C.A. § 5318(i)(4)(A).
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PATRIOT Act.385 Section 312(b)(2) further provided that Section
312(a) would take e�ect 270 days after the date of enactment
whether or not the regulations required under Section 312(b)(1)
were issued.386 Section 312(b)(2) also provided that the require-
ments of Section 312(a) would apply to accounts opened before,
on, or after the date of enactment of the USA PATRIOT Act.387

[2] Regulatory Provisions
Correspondent banking accounts had been the source of con-

gressional scrutiny and concern even before the heightened
concern for the possible transmission of terrorist funding oc-
casioned by the events of September 11, 2001.388 Because the cor-
respondent banking system is a fundamental feature of the
international payments system, the prospect of additional regula-
tion of the correspondent banking system was a matter of concern
to many of the participants in the international payments system.
In May 2002, the Treasury and FinCEN issued a proposed rule to
implement the provisions of Section 312 relating to the due dili-
gence and enhanced due diligence requirements for foreign corre-
spondent accounts.389 The Treasury and FinCEN received numer-
ous comments from the �nancial industry, many of whom were
critical of various approaches contained in the proposed rule.

The proposed rule—at least in the form published in May
2002—was never �nalized. Instead, in July 2002, the Treasury
and FinCEN issued an interim �nal rule, the purpose of which
was to defer temporarily for most categories of �nancial institu-
tions the application of the requirements of Section 5318(i) and to
provide guidance pending the issuance of a �nal rule for those
categories of �nancial institutions for which compliance with the
requirements was not deferred.390 The volume and complexity of
the comments that had been received from the domestic and
foreign banking community on the proposed rule convinced the

385Pub. L. No. 107-56, § 312(b)(1), 115 Stat. at 305.
386Pub. L. No. 107-56, § 312(b)(2), 115 Stat. at 306.
387Pub. L. No. 107-56, § 312(b)(2), 115 Stat. at 306.
388See, e.g., Role of U.S. Correspondent Banking in International Money

Laundering: Hearings Before Permanent Subcomm. on Investigations of the Sen-
ate Comm. on Governmental A�airs, 107th Cong. (2001); Minority Sta� of S.
Comm. on Investigations, 107th Cong., Report on Correspondent Banking: A
Gateway to Money Laundering (2001).

389Due Diligence Anti-Money Laundering Programs for Certain Foreign
Accounts, 67 Fed. Reg. 37,736 (May 30, 2002).

390Anti-Money Laundering Programs; Special Due Diligence Programs for
Certain Foreign Accounts, 67 Fed. Reg. 48, 348 (July 23, 2002).
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Treasury that further study of various critical assumptions in the
proposed rule was necessary.

Hence, there was a need for a more circumscribed approach in
the interim �nal rule implementing Section 5318(i). The more
circumscribed approach adopted in the interim �nal rule
consisted of applying the Section 5318(i) requirements relating to
correspondent accounts only to banks and other depository
institutions and the Section 5318(i) requirements relating to
private banking accounts only to banks and other depository
institutions and broker-dealers, futures commission merchants,
and introducing brokers.391 By the terms of the interim �nal rule,
all other categories of �nancial institutions were exempted from
the requirements of Section 5318(i).392

The interim �nal rule itself provided no delineation of the due
diligence policies, procedures, and controls required under Section
5318(i). Indeed, the interim �nal rule said nothing more than
that the requirements of Section 5318(i) would apply e�ective
July 23, 2002, to speci�ed categories of banks and depository
institutions and that the requirements of Section 5318(i) relating
to due diligence and enhanced due diligence for private banking
accounts would apply e�ective July 23, 2002, to broker-dealers,
futures commission merchants, and introducing brokers. The
discussion in the supplementary information section of the
Federal Register notice of the interim �nal rule, however,
provided certain high-level guidance on the requirements ap-
plicable to these accounts pending the issuance of a �nal rule.
The Treasury stated that pending issuance of a �nal rule, it would
expect compliance with the requirements of Section 5318(i) on
the basis set forth in the supplementary information section of

391Anti-Money Laundering Programs; Special Due Diligence Programs for
Certain Foreign Accounts, 67 Fed. Reg. 48,348, 48,351 (July 23, 2002). By the
terms of the interim �nal rule, the requirements of Section 5318(i) relating to
corresponding accounts and private banking accounts became applicable on
July 23, 2002, to the following categories of banks and depository institutions:
(a) an insured bank (as de�ned in Section 3(h) of the FDI Act); (b) a commercial
bank; (c) an agency or branch of a foreign bank in the United States; (d) a feder-
ally insured credit union; (e) a thrift institution; and (f) a corporation acting
under Section 25A of the Federal Reserve Act. By the terms of the interim �nal
rule, the requirements of Section 5318(i) relating to private banking accounts
became applicable on July 23, 2002, to a broker-dealer registered or required to
register with the SEC under the Exchange Act and to a futures commission
merchant or introducing broker registered or required to be registered with the
CFTC under the Commodities Exchange Act.

392Anti-Money Laundering Programs; Special Due Diligence Programs for
Certain Foreign Accounts, 67 Fed. Reg. 48,348, 48,352 (July 23, 2002).
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the Federal Register.393

After a relatively long interlude, in January 2006, FinCEN
published a �nal rule, which is codi�ed at Section 1010.610 of the
BSA rules, implementing the correspondent account provisions of
Section 312.394 Certain de�nitions used in the rule are codi�ed at
Section 1010.605 of the BSA rules.395 In the �nal rule, FinCEN
determined to retain the de�nition of “correspondent account” as

393Anti-Money Laundering Programs; Special Due Diligence Programs for
Certain Foreign Accounts, 67 Fed. Reg. 48,348, 48,350 (July 23, 2002). With re-
spect to correspondent accounts, the discussion in the supplementary informa-
tion section noted that Section 5318(i) requires policies, procedures and controls
“reasonably” designed to detect and report money-laundering. The discussion
stated that in the Treasury's view a due diligence program would be reasonable
if it focused compliance e�orts on correspondent accounts that pose a high risk
of money-laundering, based on an overall assessment of the risks posed by the
foreign correspondent institution. Anti-Money Laundering Programs; Special
Due Diligence Programs for Certain Foreign Accounts, 67 Fed. Reg. 48,348,
48,350 (July 23, 2002). The discussion further indicated that a bank should ac-
cord a priority to conducting due diligence on high-risk foreign banks with cor-
respondent deposit accounts or their equivalents and on the foreign correspon-
dent accounts used to provide services for third parties. The priority on
correspondent deposit accounts and on accounts used to provide services for
third parties re�ected the judgment that, within the broad de�nition of corre-
spondent account, the subset of accounts that would generally pose a higher
risk would be accounts that are used to receive deposits or make payments for
third parties, i.e., for customers of the foreign �nancial institution. Priority was
also to be accorded other high-risk foreign correspondent accounts, such as ac-
counts of money transmitters. Pending the issuance of a �nal rule, the Treasury
indicated that reasonable due diligence policies and procedures should comport
with existing best practice standards for foreign correspondent accounts, citing
as speci�c examples The New York Clearing House Association guidelines for
correspondent accounts issued in March 2002 and the Basel Committee on
Banking Supervision guidance on customer due diligence for banks issued in
October 2001. Anti-Money Laundering Programs; Special Due Diligence
Programs for Certain Foreign Accounts, 67 Fed. Reg. 48,348, 48,350 n.8 (July
23, 2002). See also The New York Clearing House Association L.L.C., Guidelines
for Counter Money Laundering Policies and Procedures in Correspondent
Banking (Mar. 2002), available at http://www.theclearinghouse.org/docs/000592.
pdf; Basel Committee on Banking Supervision, Customer Due Diligence for
Banks (Oct. 2001), available at http://www.bis.org/press/p011004.htm. The
Treasury stated that a due diligence program that did not adopt “all of the best
practices and standards described in industry and other available guidance”
could still be considered reasonable if there were a justi�able basis for not
adopting a particular best practice or standard based on the particular type of
account held by the institution. Anti-Money Laundering Programs; Special Due
Diligence Programs for Certain Foreign Accounts, 67 Fed. Reg. 48,350 n.8.

394Anti-Money Laundering Programs; Special Due Diligence Programs for
Certain Foreign Accounts, 71 Fed. Reg. 496 (Jan. 4, 2006).

39531 C.F.R. § 1010.605.
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taken from Section 311 of the USA PATRIOT Act and as already
in use under Section 313 and Section 319 of the USA PATRIOT
Act.396 FinCEN concluded that it would be better to retain the
statutory de�nition of the term to ensure a broad application of
the rule while modifying the due diligence requirements of the
rule to incorporate a more risk-based approach and thus provide
more �exibility in the application of the requirements.397

The di�culties presented by the breadth of the de�nition of
“correspondent account” extended beyond the banking industry
to other nonbank �nancial institutions covered by the rule. As
FinCEN has recognized, there is greater uncertainty as to the
meaning of the term “correspondent account” when that term is
used in reference to nonbank �nancial institutions.398 This issue
came to the fore because the �nal rule, unlike the interim �nal
rule, applied the correspondent account requirements to certain
categories of nonbank �nancial institutions, namely, broker-
dealers, futures commission merchants, and introducing brokers,
and mutual funds. To address the concern of the application of
the term “correspondent account” to these categories of nonbank
�nancial institutions, FinCEN included in the �nal rule a de�ni-
tion of the term “account,” taken largely from the existing CIP
rules for these same nonbank �nancial institutions.399

396See Anti-Money Laundering Programs; Special Due Diligence Programs
for Certain Foreign Accounts, Anti-Money Laundering Programs; Special Due
Diligence Programs for Certain Foreign Accounts, 71 Fed. Reg. 497. FinCEN
made several technical amendments to the de�nition to conform the de�nition
for purposes of the new rule with the de�nition in e�ect for purposes of the
rules implementing §§ 313 and 319. Anti-Money Laundering Programs; Special
Due Diligence Programs for Certain Foreign Accounts, Anti-Money Laundering
Programs; Special Due Diligence Programs for Certain Foreign Accounts, 71
Fed. Reg. 497 n.8.

397See Anti-Money Laundering Programs; Special Due Diligence Programs
for Certain Foreign Accounts, Anti-Money Laundering Programs; Special Due
Diligence Programs for Certain Foreign Accounts, 71 Fed. Reg. 497 to 498.

398See Anti-Money Laundering Programs; Special Due Diligence Programs
for Certain Foreign Accounts, Anti-Money Laundering Programs; Special Due
Diligence Programs for Certain Foreign Accounts, 71 Fed. Reg. 497 to 498.

399See Anti-Money Laundering Programs; Special Due Diligence Programs
for Certain Foreign Accounts, Anti-Money Laundering Programs; Special Due
Diligence Programs for Certain Foreign Accounts, 71 Fed. Reg. 512 (now codi-
�ed at 31 C.F.R. § 1010.605(d)(2)). In a series of subsequent rulings, FinCEN
has dealt with the application of the Section 312 requirements to U.S. clearing
broker-dealers in their relationships with foreign �nancial institutions. See
FinCEN Ruling, Bank Secrecy Act Obligations of a U.S. Clearing Broker-Dealer
Establishing a Fully Disclosed Clearing Relationship with a Foreign Financial
Institution, FIN 2008-R008 (June 3, 2008), available at http://www.�ncen.gov/st
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The discussion in the supplementary information section of the
Federal Register notice relating to the scope of the term “corre-
spondent account” for futures commission merchants and
introducing brokers is similar to that for broker-dealers.400 With
respect to mutual funds, the discussion in the supplementary in-
formation section merely notes that mutual funds maintain ac-
counts for foreign �nancial institutions in which those institu-
tions may hold investments in the funds as principal or for their
customers and that may be used by those institutions to make
payments or to handle other �nancial transactions.401

In the �nal rule, FinCEN decided to take a more circumscribed
approach to the de�nition of “covered �nancial institution” than
it had in the proposed rule. It decided to remove foreign branches
of U.S. depository institutions from the de�nition.402 For purposes
of the rule implementing Section 312, a foreign branch of a U.S.
depository institution is treated as a “foreign bank” rather than a
“covered �nancial institution.” This is the same treatment
provided to a foreign branch of a U.S. depository institution under
the regulations implementing Sections 319 and 319 of the USA
PATRIOT Act. FinCEN also decided to include only three catego-
ries of nondepository �nancial institutions in the de�nition of
“covered �nancial institution”: (i) brokers-dealers; (ii) future com-
mission merchants and introducing brokers; and (iii) mutual
funds.403

Just as FinCEN had decided to limit the scope of the de�ned
term “covered �nancial institution” in the �nal rule, so too,
FinCEN decided to limit the scope of the de�ned term “foreign
�nancial institution” in the �nal rule. Responding to concerns
about the di�culty of applying U.S. terminology and licensing
concepts to foreign entities, FinCEN attempted in the �nal rule
to specify more precisely the foreign entities that would fall

atutes�regs/guidance/html/�n-2008-r008.html; FinCEN Guidance, Application
of the Regulations Requiring Special Due Diligence Programs for Certain
Foreign Accounts to the Securities and Futures Industries, FIN-2006-G009
(May 10, 2006), available at http://www.�ncen.gov/statutes�regs/guidance/htm
l/312securities�futures�guidance.html.

400Anti-Money Laundering Programs; Special Due Diligence Programs for
Certain Foreign Accounts, 71 Fed. Reg. 499.

401Anti-Money Laundering Programs; Special Due Diligence Programs for
Certain Foreign Accounts, 71 Fed. Reg. 499.

402Anti-Money Laundering Programs; Special Due Diligence Programs for
Certain Foreign Accounts, 71 Fed. Reg. 498.

403Anti-Money Laundering Programs; Special Due Diligence Programs for
Certain Foreign Accounts, 71 Fed. Reg. 498.

§ 13:10Anti-Money Laundering

1271



within the de�nition of a “foreign �nancial institution.” FinCEN
de�ned the term “foreign �nancial institution” in the �nal rule to
mean: (i) a foreign bank; (ii) any o�ce located outside the United
States of any other “covered �nancial institution”; (iii) any person
organized under foreign law that, if located in the United States,
would be a broker-dealer, futures commission merchant or
introducing broker, or mutual fund; and (iv) any person organized
under foreign law that “is engaged in the business of, and is
readily identi�able” as a currency dealer or exchanger or a money
transmitter.404 On the basis of a comment in the supplementary
information section of the Federal Register notice, it appears that
for foreign broker-dealers or futures commission merchants or
introducing brokers, the inclusion in the de�ned term “foreign
�nancial institution” will be dependent on a functional analysis
based on their primary activity and not on an analysis as to
whether the chartering jurisdiction requires that they register as
such.405

The most signi�cant changes made by FinCEN in the �nal rule
related to the general due diligence policies, procedures, and
controls required under Section 5318(i)(1). FinCEN adopted
changes in the rule that FinCEN said were intended “to incorpo-
rate a risk-based approach to the entire rule.”406 The general due
diligence requirement, codi�ed in Section 1010.610(a) of the BSA
rules, requires a covered �nancial institution to establish “ap-
propriate, speci�c, risk-based, and, where necessary, enhanced
policies, procedures, and controls that are reasonably designed to
enable the covered �nancial institution to detect and report, on
an ongoing basis, any known or suspected money laundering
activity conducted through or involving any correspondent ac-
count established, maintained, administered, or managed by such
covered �nancial institution in the United States.”407

The �nal rule also speci�ed two basic steps in the initial due

404Anti-Money Laundering Programs; Special Due Diligence Programs for
Certain Foreign Accounts, 71 Fed. Reg. 513 (now codi�ed at 31 C.F.R.
§ 1010.605(f)).

405Anti-Money Laundering Programs; Special Due Diligence Programs for
Certain Foreign Accounts, 71 Fed. Reg. 502 n.37.

406Anti-Money Laundering Programs; Special Due Diligence Programs for
Certain Foreign Accounts, 71 Fed. Reg. 502 n.37.

407Anti-Money Laundering Programs; Special Due Diligence Programs for
Certain Foreign Accounts, 71 Fed. Reg. 514 (now codi�ed at C.F.R.
§ 1010.610(a)).
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diligence process.408 First, the covered �nancial institution must
determine whether the correspondent account is maintained for a
foreign bank that is subject to the requirements for enhanced due
diligence under Section 5318(i)(2)(B) (i.e., whether it is a high-
risk foreign bank that operates under an o�shore banking license
or under a license from a jurisdiction designated as noncoopera-
tive with international anti-money laundering principles).
Second, the covered �nancial institution must assess the money-
laundering risk presented by the particular correspondent ac-
count based on all relevant factors, including certain speci�ed
risk factors.409

The �nal rule has also made express a due diligence procedure
that FinCEN said was implicit in the proposed rule. Section
1010.610(a)(3) of the �nal rule requires that the general due dili-
gence procedures include the application of risk-based procedures
and controls to each correspondent account, including a periodic
review of the correspondent account activity to determine consis-
tency with the information obtained about the type, purpose, and
anticipated activity of the account.410 The requirement for “ongo-
ing due diligence” was clari�ed at least in part in response to the
request by key Senatorial authors of the USA PATRIOT Act who
had commented on the proposed rule.411 The discussion in the
supplementary information section of the Federal Register notice

40831 C.F.R. § 1010.610(a)(1) and (2).
409The speci�ed risk factors are:
(i) the nature of the foreign �nancial institution's business and the

markets it serves;
(ii) the type, purpose, and anticipated activity of such correspondent ac-

count;
(iii) the nature and duration of the covered �nancial institution's rela-

tionship with the foreign �nancial institution (and any of its a�li-
ates);

(iv) the anti-money laundering and supervisory regime of the jurisdic-
tion that issued the charter or license to the foreign �nancial institu-
tion, and, to the extent that information regarding such jurisdiction
is reasonably available, of the jurisdiction in which any company
that is an owner of the foreign �nancial institution is incorporated
or chartered; and

(v) information known or reasonably available to the covered �nancial
institution about the foreign �nancial institution's anti-money
laundering record.

31 C.F.R. § 1010.610(a)(2)(i) to (v).
41031 C.F.R. § 1010.610(a)(3).
411See Letter of Senators Charles E. Grassley, John Kerry & Carl Levin to

FinCEN 12-13 (Oct. 11, 2002), available at http://www.�ncen.gov/statutes�reg
s/frn/comment�letters/old�comment��les/grassley.pdf.
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makes the point that ongoing due diligence does not “in the
ordinary situation” mean scrutiny of every transaction, but it
might involve monitoring against an “account pro�le” established
by the institution to re�ect how an account would be used and
the volume of activity to be expected.412

The discussion in the supplementary section of the Federal
Register notice includes several items of additional guidance. In
the discussion, FinCEN stated that a due diligence program
should provide for a range of due diligence measures based on
the individual risk assessment of a correspondent account
performed by the covered �nancial institution.413 The FFIEC Man-
ual in fact anticipates that a banking institution will apply a
comparable risk assessment approach to its entire BSA and anti-
money laundering program. In the supplementary information
discussion, FinCEN also observed that foreign correspondent
bank accounts that a covered �nancial institution identi�es as
having a high risk of money-laundering may require increased
due diligence even if they do not speci�cally fall within the statu-
tory categories in Section 5318(i)(2)(A) for enhanced due
diligence.414

Finally, in the supplementary information discussion, FinCEN
responded to one of the recurring private sector comments on the
proposed rule. FinCEN noted that many commenters had
requested clari�cation on the question of reliance on due dili-
gence conducted by reputable foreign intermediaries on their own
customers.415 FinCEN stated that these commenters misunder-
stood the requirements of Section 5318(i) and the rule. FinCEN
stated that “[t]he due diligence requirement under [Section
5318(i)] generally requires an assessment of the money-
laundering risks presented by the foreign �nancial institution for
which the correspondent account is maintained, and not for the
customers of that institution.”416 FinCEN's statement may seem
at odds with the statements contained in certain FinCEN enforce-
ment actions that have been taken against banking institutions

412Anti-Money Laundering Programs; Special Due Diligence Programs for
Certain Foreign Accounts, 71 Fed. Reg. 496, 503 (Jan. 4, 2006).

413Anti-Money Laundering Programs; Special Due Diligence Programs for
Certain Foreign Accounts, 71 Fed. Reg. 496, 503 (Jan. 4, 2006).

414Anti-Money Laundering Programs; Special Due Diligence Programs for
Certain Foreign Accounts, 71 Fed. Reg. 496, 503 (Jan. 4, 2006).

415Anti-Money Laundering Programs; Special Due Diligence Programs for
Certain Foreign Accounts, 71 Fed. Reg. 496, 503 (Jan. 4, 2006).

416Anti-Money Laundering Programs; Special Due Diligence Programs for
Certain Foreign Accounts, 71 Fed. Reg. 496, 503 (Jan. 4, 2006).
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for not identifying suspicious activity in a correspondent account
attributable to customers of the foreign institution.417 In partial
reconciliation of these statements, FinCEN noted, however, that
if a covered �nancial institution's review of an account identi�es
activities inconsistent with what would be expected, a covered
�nancial institute would need to review the account more
carefully.418

Simultaneously with the publication of the �nal rule imple-
menting Section 5318(i)(1), FinCEN published a revised proposed
rule to implement the enhanced due diligence requirement of
Section 5318(i)(2) for certain foreign banks.419 This rule was
�nally adopted in August 2007 and is codi�ed in Section 1010.610
(b) of the BSA rules.420 Under the �nal rule, a covered �nancial
institution is required to apply enhanced due diligence to a
foreign bank operating under an o�shore banking license or a
banking license issued by a country that has been designated as
noncooperative with international anti-money laundering
principles or designated by the Secretary of the Treasury as war-
ranting special measures due to money-laundering concerns.421

The �nal rule provides that under the enhanced due diligence
requirement a covered �nancial institution must at a minimum
take steps in three areas. First, the covered �nancial institution
must conduct “enhanced scrutiny” of a correspondent account for
such a foreign bank that “shall re�ect the risk assessment of the

417See § 13:10[4].
418Anti-Money Laundering Programs; Special Due Diligence Programs for

Certain Foreign Accounts, 71 Fed. Reg. 503. A comment letter from key Senato-
rial authors of the USA PATRIOT Act adopted a similar reading of the statu-
tory requirement:

We believe Section 312, which requires U.S. �nancial institutions to apply “appropri-
ate” due diligence to guard against money-laundering, requires U.S. �nancial institu-
tions to focus their reviews on their own client, the foreign bank, not the clients of
their client. However, that review, depending upon the nature of the foreign bank,
the number and nature of its clients, and other relevant factors, may necessitate
some degree of inquiry into the bank's own customers. But that review would not
require a U.S. �nancial institution to conduct systematic, comprehensive, detailed, or
ongoing due diligence reviews of the clients of its client.

Letter of Senators Charles E. Grassley, John Kerry & Carl Levin to FinCEN
12-13 (Oct. 11, 2002), available at http://www.�ncen.gov/statutes�regs/frn/com
ment�letters/old�comment��les/grassley.pdf.

419Anti-Money Laundering Programs: Special Due Diligence Programs for
Certain Foreign Accounts, 71 Fed. Reg. 516 (Jan. 4, 2006) (proposed rule).

420Anti-Money Laundering Programs: Special Due Diligence Programs for
Certain Foreign Accounts, 72 Fed. Reg. 44,768 (Aug. 9, 2007) (now codi�ed at
31 C.F.R. § 1010.610(b)).

42131 C.F.R. § 1010.610(c).
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account” and “shall include, as appropriate” certain speci�ed
steps, including obtaining information relating to the foreign
bank's anti-money laundering program, monitoring transactions
in the account, and obtaining information on the identity of any
person with authority to direct transactions through any
“payable-through” correspondent account.422

Second, a covered �nancial institution must take reasonable
steps to determine whether the foreign correspondent bank in
turn maintains correspondent accounts for other foreign banks
that use the correspondent account at the covered �nancial
institution and, if so, take reasonable steps to obtain information
to assess and mitigate the money-laundering risks associated
with the foreign bank's correspondent accounts for the other
foreign banks, including as appropriate the identity of those
foreign banks.423 This element of enhanced due diligence is aimed
at the issue of “nested accounts.”424

Third, a covered �nancial institution must take reasonable
steps to determine: (i) the identity of each owner of a foreign
bank that is subject to the enhanced due diligence requirement
and the shares of which are not publicly traded and (ii) the nature
and extent of each owner's ownership interest.425 The �nal rule
de�nes “owner” to mean any person who directly owns, controls,
or has the power to vote 10% or more of any class of securities of
the foreign bank.426

[3] Supervisory and Examination Process
The FFIEC Manual contains a detailed section entitled

“Foreign Correspondent Account Recordkeeping and Due Dili-
gence—Overview” that outlines the due diligence and enhanced
due diligence requirements of Section 1010.610.427 This section of
the FFIEC Manual also incorporates the additional guidance
given by FinCEN in the Federal Register discussion of the �nal
rules. For example, the FFIEC Manual discusses the ongoing
monitoring responsibility for foreign correspondent accounts. It

42231 C.F.R. § 1010.610(b)(1). For a discussion of the special risks presented
by payable-through accounts, see FFIEC Manual at 198-200.

42331 C.F.R. § 1010.610(b)(2).
424The risk of “nested accounts” being maintained without adequate due dil-

igence was cited as a major vulnerability in the U.S. Money Laundering

Threat Assessment 2-3 (Dec. 2005), available at http://www.treasury.gov/resou
rce-center/terrorist-illicit-�nance/Documents/mlta.pdf.

42531 C.F.R. § 1010.610(b)(3)(i).
42631 C.F.R. § 1010.610(b)(3)(ii)(A).
427FFIEC Manual at 117-129.
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o�ers the following general proposition:
As part of ongoing due diligence, banks should periodically review
their foreign correspondent accounts. Monitoring will not, in the
ordinary situation, involve scrutiny of every transaction taking
place within the account, but instead, should involve a review of
the account su�cient to ensure that the bank can determine
whether the nature and volume of account activity is generally con-
sistent with information regarding the purpose of the account and
expected account activity and to ensure that the bank can ad-
equately identify suspicious transactions.428

In fact, the monitoring of foreign correspondent accounts has
become a particular focus of the examination sta�s of the federal
banking agencies. As discussed in the following Section, a number
of prominent enforcement actions have been taken against do-
mestic and foreign banking institutions for their failure to imple-
ment su�ciently robust monitoring systems for their correspon-
dent banking business.

The FFIEC Manual also contains a discussion of the enhanced
due diligence requirements under Section 1010.610(b). It includes
the following advice:

In addition to those categories of foreign banks identi�ed in the
regulation as requiring EDD [enhanced due diligence], banks may
�nd it appropriate to conduct additional due diligence measures on
foreign �nancial institutions identi�ed through application of the
bank's general due diligence program as posing a high risk for
money laundering. Such measures may include any or all of the ele-
ments of EDD set forth in the regulation, as appropriate for the
risks posed by the speci�c foreign correspondent account.429

[4] Enforcement Actions
Correspondent banking operations of domestic and foreign

banking institutions in the United States have been one of the
principal areas of regulatory scrutiny and enforcement under the
USA PATRIOT Act as well as under U.S. economic sanction laws.
The provisions of Section 312 have formed the basis for a series
of regulatory enforcement actions, taken by federal banking agen-
cies and in some cases FinCEN against domestic and foreign

428FFIEC Manual at 121-122.
429FFIEC Manual at 123. As discussed in footnote 139, Treasury and

FinCEN have recently issued an advance notice of proposed rulemaking to
solicit comments on a comprehensive customer due diligence requirement,
including a categorical requirement for �nancial institutions to identify bene�-
cial ownership of their accountholders. See 77 Fed. Reg. 13,046 (Mar. 5, 2012).
This proposal would extend the requirements of section 5318(i) relating to
identifying the bene�cial ownership of certain accounts to all accounts. 77 Fed.
Reg. at 13,051.
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banking institutions. State banking authorities have also joined
in the enforcement actions against state-chartered or state-
licensed banking institutions. In addition, in several prominent
cases, the federal and state law-enforcement authorities have
also initiated criminal enforcement actions against banking
institutions.

In July 2004, the Federal Reserve Board together with the
NYSBD and the Illinois Department of Financial and Profes-
sional Regulation required ABN AMRO and its New York branch
to enter into a written agreement to address de�ciencies relating
to compliance with the BSA and the suspicious activity reporting
requirements of Regulation K of the Federal Reserve Board with
respect to its correspondent account business.430 In addition, the
written agreement required ABN AMRO to engage an indepen-
dent �rm to conduct a transaction review of account and transac-
tion activity at the New York branch for the period from July 23,

430Written Agreement by and among ABN AMRO Bank, N.V., ABN AMRO
Bank, N.V., New York Branch, Federal Reserve Bank of Chicago, Federal
Reserve Bank of New York, State of Illinois Department of Financial and Profes-
sional Regulation and New York State Banking Department, FRB Dkt. No.
04-014-WA/RB-FB & 04-014-WA/RB-FBR (July 23, 2004), available at http://ww
w.federalreserve.gov/boarddocs/press/enforcement/2004/20040726/attachment.
pdf. The written agreement required ABN AMRO to submit a plan to the regula-
tors, covering inter alia procedures for ongoing compliance monitoring of the
correspondent banking lines of business. Written Agreement by and among
ABN AMRO Bank, N.V., ABN AMRO Bank, N.V., New York Branch, Federal
Reserve Bank of Chicago, Federal Reserve Bank of New York, State of Illinois
Department of Financial and Professional Regulation and New York State
Banking Department at 3–4. The written agreement also required the New
York branch of ABN AMRO to develop a customer due diligence program
designed to reasonably ensure the identi�cation and timely and accurate report-
ing of all known or suspected violations of law and other suspicious transactions
under applicable regulations. The program was to include a methodology for as-
signing risk levels to the New York branch's customer base, including corre-
spondent account holders, and a risk-based assessment for those categories of
customers that pose a heightened risk of illicit activities. The written agree-
ment further speci�ed that these procedures were to include: (i) obtaining ap-
propriate information about the correspondent, its customers, and its anti-
money laundering procedures, particularly with regard to its customer
relationships that present a heightened risk of money-laundering; (ii) approval
and ongoing review by appropriate levels of management of the correspondent
banking services being provided by the New York branch; (iii) e�ective monitor-
ing of customer accounts and transactions, including transactions conducted
through the New York branch's clearing operation, consistent with industry
sound practices; and (iv) appropriate participation by senior management in the
process of identifying, reviewing, and reporting suspicious activity.
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2002, through April 30, 2004.431 The purpose of a transaction
review, which has now become a standard feature of enforcement
actions under the BSA, is to determine whether suspicious activi-
ties in the correspondent accounts were properly identi�ed and
reported to the authorities. As part of a required transaction
review, an institution will be expected to �le SARs for transac-
tions that are identi�ed as being suspicious as a result of the
review. This “late” �ling of SARs may subsequently result in fur-
ther sanctions from a federal banking agency or FinCEN.

In October 2004, Standard Chartered Bank (Standard Char-
tered) entered into a written agreement with the Federal Reserve
Bank of New York and the NYSBD with respect to correspondent
accounts that was similar in many respects to the written agree-
ment with ABN AMRO.432 Shortly after the issuance of the Stan-
dard Chartered agreement, the Federal Reserve Bank of New
York announced a similar written agreement with Union Bank of
California International, an Edge corporation subsidiary of Union
Bank of California, N.A., that was focused on correspondent
accounts.433

In October 2005, the Federal Reserve Bank of New York and
the NYSBD announced a written agreement with Deutsche Bank
Trust Company Americas (DBTC) in New York.434 The written
agreement called for written revisions to, and updating of, the
provisions of the DBTC anti-money laundering program that

431Written Agreement by and among ABN AMRO Bank, N.V., ABN AMRO
Bank, N.V., New York Branch, Federal Reserve Bank of Chicago, Federal
Reserve Bank of New York, State of Illinois Department of Financial and Profes-
sional Regulation and New York State Banking Department, FRB Dkt. No.
04-014-WA/RB-FB & 04-014-WA/RB-FBR, 8 (July 23, 2004), available at http://
www.federalreserve.gov/boarddocs/press/enforcement/2004/20040726/attachmen
t.pdf.

432Written Agreement by and among Standard Chartered plc, Standard
Chartered Bank, Standard Chartered Bank, New York Branch, Federal Reserve
Bank of New York and New York State Banking Department, FRB Dkt. No.
04-024-WA/RB-FB & 04-024-WA/RB-FBR (Oct. 7, 2004), available at http://ww
w.federalreserve.gov/boarddocs/press/enforcement/2004/20041008/attachment.
pdf.

433Written Agreement by and between Union Bank of California International
and Federal Reserve Bank of New York, FRB Dkt. No. 04-028-WA/RB-EC (Oct.
18, 2004), available at http://www.federalreserve.gov/boarddocs/press/enforceme
nt/2004/20041019/attachment.pdf.

434Written Agreement by and among Deutsche Bank Trust Company
Americas, Federal Reserve Bank of New York, and New York State Banking
Department, FRB Dkt. No. 05-025-WA/RB-SMB (Oct. 12, 2005), available at htt
p://www.federalreserve.gov/boarddocs/press/enforcement/2005/20051014/attach
ment.pdf.
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cover correspondent accounts and funds transfer clearing
activities. Re�ecting the speci�c facts of the DBTC situation, the
DBTC written agreement contained a provision requiring DBTC
to submit a written plan for the full installation, testing, and
activation of a proposed new transaction monitoring system.435

During this same time period the OCC, the federal bank regula-
tor for federally licensed branches of foreign banks was taking
enforcement actions against branches of foreign banks. The OCC
took a series of enforcement actions against Arab Bank PLC,
based principally on its international funds transfer activities.
On February 8, 2005, the OCC entered into a consent cease and
desist order with the New York branch of Arab Bank, requiring it
to take immediate action to increase its capital equivalency de-
posit, to maintain its liquid assets and to cease from engaging in
any funds transfer activities except to the extent speci�cally
permitted by the order.436 On February 24, 2005, the OCC issued
an even broader consent order with the branch, requiring the
branch to cease deposit taking activities and convert its operation
into an agency.437 In a news release issued in connection with the
new consent order, the OCC stated that the new order replaced
the February 8, 2005, interim order that had required the New
York branch to preserve its assets and restrict its funds transfer
activities until the broader action encompassed in the new order
could be completed.438 The reason for these extraordinary direc-
tives was a �nding by the OCC of signi�cant control weaknesses
in the international funds transfer operations of the branch.439

Regulatory scrutiny of the New York branch of Arab Bank

435Written Agreement by and among Deutsche Bank Trust Company
Americas, Federal Reserve Bank of New York, and New York State Banking
Department, FRB Dkt. No. 05-025-WA/RB-SMB, 8-9 (Oct. 12, 2005), available
at http://www.federalreserve.gov/boarddocs/press/enforcement/2005/20051014/at
tachment.pdf. Pending the implementation of the new transaction monitoring
system, DBTC was required by the written agreement to submit a plan for an
interim transaction monitoring system.

436In the Matter of the Federal Branch of Arab Bank PLC, Consent Order
No. 2005-13 (Feb. 8, 2005), available at http://www.occ.gov/news-issuances/new
s-releases/2005/pub-consent-order-2005-13.pdf.

437In the Matter of the Federal Branch of Arab Bank PLC, Consent Order
No. 2005-14 (Feb. 24, 2005), available at http://www.occ.gov/news-issuances/new
s-releases/2005/pub-consent-order-2005-14.pdf (Arab Bank Consent Order).

438OCC News Release, OCC Issues Order Against the Federal Branch of
Arab Bank PLC (NR 2005-20) (Feb. 25, 2005), available at http://www.occ.gov/n
ews-issuances/news-releases/2005/nr-occ-2005-20.html.

439OCC News Release, OCC Issues Order Against the Federal Branch of
Arab Bank PLC (NR 2005-20) (Feb. 25, 2005), available at http://www.occ.gov/n
ews-issuances/news-releases/2005/nr-occ-2005-20.html.
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continued and in August 2005 the OCC and FinCEN assessed a
concurrent $24 million civil money penalty against the New York
branch for these violations of the BSA.440

In December 2005, the federal and state regulatory authorities
took another and more signi�cant enforcement action against
ABN AMRO arising from its international funds transfer
operations. In a joint order, the Federal Reserve Board and OFAC
assessed a $40 million penalty, the NYSBD a $20 million penalty,
and the Illinois Department of Financial and Professional Regula-
tion a $15 million penalty against ABN AMRO.441 The joint as-
sessment order stated that, after the execution of the 2004 writ-
ten agreement with the regulators and in response to its
requirements, ABN AMRO discovered additional information
regarding a pattern of previously undisclosed violations of OFAC

440FinCEN & OCC Joint Release, FinCEN and OCC Assess $24 Million
Penalty Against Arab Bank Branch (NR 2005-80) (Aug. 17, 2005), available at
http://www.occ.gov/news-issuances/news-releases/2005/nr-ia-2005-80.html. In
the Matter of the Federal Branch of Arab Bank PLC, Consent Order for Civil
Money Penalty No. 2005-101 (Aug. 17, 2005), available at http://www.occ.treas.
gov/news-issuances/news-releases/2005/nr-ia-2005-80a.pdf. See In the Matter of
the Federal Branch of Arab Bank PLC, Assessment of Civil Money Penalty No.
2005-2 (Aug. 17, 2005), available at http://www.�ncen.gov/news�room/ea/�les/a
rab081705.pdf. The FinCEN assessment order provided additional details on
the issues at the Arab Bank New York branch. Among other issues, the FinCEN
order speci�cally cited as a failure of internal control the fact that the New
York branch focused its transaction monitoring and review only on the direct
customers of the New York branch as opposed to the originators or bene�ciaries
of the transfers e�ected through the clearing accounts at the New York branch.
The FinCEN order observed that the Arab Bank Group and a number of its cor-
respondent institutions operated in countries that posed heightened risks of
money-laundering and terrorist �nancing and that the New York branch's mon-
itoring was ine�ective. In addition, the FinCEN order noted that the New York
branch failed to implement procedures for obtaining information from other
members of the Arab Bank Group or other correspondent institutions on the
potentially suspicious nature of funds transfers cleared by the New York branch
and failed to implement procedures for reviewing publicly available data, such
as congressional testimony, indictments in U.S. courts, and well-publicized
research and media reports that would help in identifying high-risk originators
or bene�ciaries. In the few instances where manual review of records led to the
detection of unusual transactions and the New York branch requested informa-
tion from another member of the Arab Bank Group, the New York branch ac-
cepted an insu�cient generic reply that merely stated that the member entity
knew its customers.

441In the Matter of ABN AMRO Bank N.V. et al., Order of Assessment of a
Civil Money Penalty, Monetary Payment and Order to File Reports Issued
Upon Consent, FRB Dkt. No. 05-035-CMP-FB (Dec. 19, 2005), available at htt
p://www.federalreserve.gov/boarddocs/press/enforcement/2005/20051219/.
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sanction regulations involving Iran and Libya.442 The information
related to the practices of an ABN AMRO overseas branch that
implemented “special procedures” to circumvent the OFAC
compliance systems established by the U.S. branches of ABN
AMRO. The New York branch of ABN AMRO processed wire
transfers for Bank Melli Iran under circumstances in which the
payment instructions had been modi�ed by the ABN AMRO over-
seas branch to remove any reference to Bank Melli Iran.
Likewise, the U.S. branches of ABN AMRO advised a number of
letters of credit issued by Bank Melli Iran that had been reissued
by an ABN AMRO overseas branch to delete any reference to
Bank Melli Iran.443

The Federal Reserve Board, De Nederlandsche Bank (the home
country supervisor of ABN AMRO), and the New York and Illi-
nois banking authorities also issued a consent cease and desist
order that imposed a detailed set of compliance and governance
requirements upon ABN AMRO with respect to its U.S. opera-
tions and mandated a wide range of compliance actions.444 Among
others, actions were required to ensure that non-U.S. o�ces did
not engage in practices aimed at evading compliance programs
and controls in the United States, and ABN AMRO was required
to submit an acceptable written plan to ensure that issues relat-
ing to OFAC compliance were properly escalated to management,
that any violations or apparent violations were reported, and
that there was training for both U.S. and non-U.S. employees in
OFAC issues appropriate to the employee's job responsibilities.445

Concurrent with the enforcement actions of the other regulatory
authorities, FinCEN assessed a penalty of $30 million against
the New York branch of ABN AMRO for violations of the BSA

442In the Matter of ABN AMRO Bank N.V. et al., Order of Assessment of a
Civil Money Penalty, Monetary Payment and Order to File Reports Issued
Upon Consent, FRB Dkt. No. 05-035-CMP-FB, 3 (Dec. 19, 2005), available at ht
tp://www.federalreserve.gov/boarddocs/press/enforcement/2005/20051219/.

443In the Matter of ABN AMRO Bank N.V. et al., Order of Assessment of a
Civil Money Penalty, Monetary Payment and Order to File Reports Issued
Upon Consent, FRB Dkt. No. 05-035-CMP-FB, 5 (Dec. 19, 2005), available at ht
tp://www.federalreserve.gov/boarddocs/press/enforcement/2005/20051219/.

444In the Matter of ABN AMRO Bank N.V., Order to Issue a Direction; Order
to Cease and Desist Issued Upon Consent, FRB Dkt. No. 05-035-B-FB (Dec. 19,
2005), available at http://www.federalreserve.gov/boarddocs/press/enforcement/
2005/20051219/121905attachment1.pdf.

445In the Matter of ABN AMRO Bank N.V., Order to Issue a Direction; Order
to Cease and Desist Issued Upon Consent, FRB Dkt. No. 05-035-B-FB, 9-18
(Dec. 19, 2005), available at http://www.federalreserve.gov/boarddocs/press/enfo
rcement/2005/20051219/121905attachment1.pdf.
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and FinCEN implementing regulations.446

446In the Matter of the New York Branch ABN AMRO Bank N.V., Assess-
ment of Civil Money Penalty No. 2005-5 (Dec. 19, 2005), available at http://ww
w.�ncen.gov/news�room/ea/�les/abn�assessment.pdf. The FinCEN assessment
order provides further background on the non-OFAC related issues underlying
these enforcement actions. The FinCEN assessment order was based on a gen-
eral �nding that the New York branch of ABN AMRO had violated the require-
ments of the BSA and FinCEN regulations by failing to establish an adequate
BSA compliance or anti-money laundering program and had violated the
requirements of the BSA and FinCEN regulations by failing to �le suspicious
activity reports. The FinCEN assessment order provided a summary of the
more speci�c �ndings that led to these conclusions. It noted that the New York
branch through its North American Regional Clearing Center unit had provided
funds transfer services to more than 400 correspondent institutions, including
numerous small- and mid-sized �nancial institutions in Russia. In the Matter of
the New York Branch ABN AMRO Bank N.V., Assessment of Civil Money
Penalty No. 2005-5, 2 (Dec. 19, 2005). The majority of these Russian institu-
tions had no other relationship with the New York branch or the ABN AMRO
network other than the correspondent account. FinCEN concluded that the New
York branch of ABN AMRO had failed to implement internal controls appropri-
ate to the substantial risk of money-laundering posed by the location, number,
and size of the �nancial institutions holding correspondent accounts with the
North America Regional Clearing Center and that the New York branch was
inadequately sta�ed to monitor day-to-day compliance with the BSA. In the
Matter of the New York Branch ABN AMRO Bank N.V., Assessment of Civil
Money Penalty No. 2005-5, 4 (Dec. 19, 2005). In support of this conclusion,
FinCEN cited, among other things, an internal ABN AMRO review that
indicated that as of January 26, 2003 the New York branch lacked complete
documentation for institutions holding 50% of all its correspondent accounts. In
the Matter of the New York Branch ABN AMRO Bank N.V., Assessment of Civil
Money Penalty No. 2005-5, 2 (Dec. 19, 2005). FinCEN also noted that prior to
February 2002, the New York branch relied solely on sporadic manual transac-
tion monitoring by a single employee. When the New York branch did imple-
ment an automated transaction monitoring system in February 2002, the lack
of complete documentation for many of the correspondent institutions prevented
the incorporation of an accurate risk assessment into the monitoring system. In
the Matter of the New York Branch ABN AMRO Bank N.V., Assessment of Civil
Money Penalty No. 2005-5, 4-5 (Dec. 19, 2005). FinCEN also cited as an ad-
ditional high-risk activity the New York branch's extensive clearing activity for
“shell companies” that served as originators or bene�ciaries for transactions
with parties in Russia or other former Republics of the Soviet Union. FinCEN
noted that only after “strong urging from regulators” did the New York branch
commence an analysis of this activity. In the Matter of the New York Branch
ABN AMRO Bank N.V., Assessment of Civil Money Penalty No. 2005-5, 5 (Dec.
19, 2005). FinCEN also noted that the New York branch failed to investigate
numerous alerts generated by its new automated monitoring system apparently
because, until July 2002, only three individuals coordinated and monitored day-
to-day BSA compliance, a sta�ng level that FinCEN said was clearly inade-
quate in light of the volume of activities and alerts at the New York branch. In
the Matter of the New York Branch ABN AMRO Bank N.V., Assessment of Civil
Money Penalty No. 2005-5, 5 (Dec. 19, 2005). Finally, FinCEN cited the New
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In December 2005, law-enforcement and regulatory actions
were taken against IDBNY, arising out of its correspondent bank-
ing operations.447 The cease and desist orders issued by the
NYSBD and the FDIC speci�cally cited IDBNY for operating in
violation of Section 5318(i) by failing to adopt appropriate poli-
cies and procedures for identifying and monitoring high-risk cor-
respondent accounts, including for accounts of its subsidiary cor-
respondent bank in Latin America.448 The remedial actions
required by the cease and desist orders included detailed require-
ments for identifying and monitoring high-risk accounts. In
October 2006, FinCEN, the NYSBD, and the FDIC imposed an
additional civil money penalty on IDBNY for the matters underly-
ing the earlier enforcement actions.449 The FinCEN order
discusses particular areas of concern, including correspondent
relationships with money transmitters and currency exchangers
in Latin America.450 As a result of the “look-back” review required
under the earlier cease and desist orders issued by the NYSBD
and the FDIC, IDBNY �led a signi�cant number of SARs on
cross-border funds transfers for these relationships, but these
SARs were not �led on a timely basis.451 The FinCEN orders is-
sued against Arab Bank, ABN AMRO, and IDBNY emphasize

York branch for violations of the suspicious activity reporting requirements of
the BSA. FinCEN noted that the New York branch had �led only 12 suspicious
activity reports for the period from 1996 through 2001. After scrutiny from the
regulators starting in 2002, the New York branch �led escalating numbers of
suspicious activity reports, including a substantial number of delinquent reports
for substantial dollar amounts. In the Matter of the New York Branch ABN
AMRO Bank N.V., Assessment of Civil Money Penalty No. 2005-5, 7 (Dec. 19,
2005).

447See §§ 13:3[4] and 13:4[4] for a further discussion of the IDBNY enforce-
ment actions.

448In the Matter of Israel Discount Bank of New York, Order to Cease and
Desist FDIC-05-232b, footnote 101, at 2; In the Matter of Israel Discount Bank
of New York, Order to Cease and Desist Pursuant to Section 39 of the New York
Banking Law Issued Upon Consent, footnote 101, at 1.

449Press Release, Financial Crimes Enforcement Network, Federal Deposit
Insurance Corporation, and New York State Banking Department Assess Civil
Money Penalty Against Israel Discount Bank of New York (Oct. 31, 2006),
available at http://www.banking.state.ny.us/pr061031.htm.

450In the Matter of Israel Discount Bank of New York, Assessment of Civil
Penalty No. 2006-7, footnote 102, at 4.

451In the Matter of Israel Discount Bank of New York, Assessment of Civil
Penalty No. 2006-7, footnote 102, at 4. In addition, FinCEN found that IDBNY
had failed to implement adequate due diligence procedures and controls with
respect to the correspondent account of its subsidiary bank in Uruguay. FinCEN
noted that the correspondent account of the Uruguay subsidiary bank posed a
high risk of money-laundering because the transactions in the account involved
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the point that the correspondent accounts for other branches,
subsidiaries, or a�liates of a foreign bank are correspondent ac-
counts subject to the requirements of Section 5318(i) of the BSA
and Section 1010.610 of the BSA rules and thus require appropri-
ate due diligence and monitoring.

The regulatory focus on correspondent banking has been
highlighted by subsequent regulatory enforcement actions. In
December 2006, the Federal Reserve Board, the FDIC and the
NYSBD took coordinated enforcement actions against Mitsubishi
UFJ Financial Group Inc. (MUFG), its subsidiary bank, The Bank
of Tokyo-Mitsubishi UFJ, Ltd. (BTMUFJ), and certain of its U.S.
operations.452 The FDIC and the NYSBD issued a joint cease and
desist order against the Bank of Tokyo-Mitsubishi UFJ Trust
Company, a New York State-chartered banking corporation, for a
failure to implement adequate BSA and anti-money laundering
compliance programs.453 The Federal Reserve Board, through the
Federal Reserve Bank of San Francisco and the Federal Reserve
Bank of New York, with the NYSBD, simultaneously entered
into a written agreement with MUFG, BTMUFJ, and the New
York branch of BTMUFJ.454 The principal focus of the written
agreement was on the correspondent banking operations of the
New York branch of BTMUFJ, including in particular the corre-
spondent services provided to non-U.S. banks and to BTMUFJ's

such customers as foreign nonbank �nancial institutions and private banking
customers with code names or pseudonyms. In the Matter of Israel Discount
Bank of New York, Assessment of Civil Penalty No. 2006-7, footnote 102, at 5.
FinCEN stated that IDBNY relied solely on its subsidiary for due diligence
purposes and did not apply independent due diligence to the transactions and
the transactors in the correspondent account of its subsidiary bank. In the
Matter of Israel Discount Bank of New York, Assessment of Civil Penalty No.
2006-7 at 5.

452Press Release, Federal Deposit Insurance Corporation, Federal Reserve
Board, and New York State Banking Department Announce Separate But
Coordinated Enforcement Actions Regarding The Bank of Tokyo-Mitsubishi
UFJ, Ltd. (Dec. 18, 2006), available at http://www.federalreserve.gov/newsevent
s/press/enforcement/20061218a.htm.

453In the Matter of Bank of Tokyo-Mitsubishi UFJ Trust Company, Order to
Cease and Desist FDIC-06-184b (Dec. 18, 2006), available at http://www.fdic.go
v/bank/individual/enforcement/2006-12-00.pdf.

454Written Agreement By and Among Mitsubishi UFJ Financial Group, Inc.,
The Bank of Tokyo-Mitsubishi UFJ, Ltd., The Bank of Tokyo-Mitsubishi UFJ,
Ltd. New York Branch, Federal Reserve Bank of San Francisco, Federal Reserve
Bank of New York, and New York State Banking Department, Dkt. Nos. 06-028-
WA/RB-FH, 06-028-WA/RB-FB, 06-028-WA/RB-FBR (Dec. 18, 2006), available
at http://www.federalreserve.gov/newsevents/press/enforcement/enf20061218a2.
pdf.
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non-U.S. branches and a�liates.455 The Federal Reserve Board
together with various state banking authorities have entered into
written agreements with a number of other foreign banks focused
on their correspondent and funds transfer operations.456

In other cases presenting more serious concerns, the federal
banking agencies have used consent cease and orders against
foreign banking entities. In November 2008, the Federal Reserve
Board and the NYSBD entered into a consent cease and desist
order with the New York branch of Dresdner Bank, focused on
the branch's correspondent services to non-U.S. branches and af-
�liates of Dresdner Bank and U.S. dollar funds transfer clearing

455Written Agreement By and Among Mitsubishi UFJ Financial Group, Inc.,
The Bank of Tokyo-Mitsubishi UFJ, Ltd., The Bank of Tokyo-Mitsubishi UFJ,
Ltd. New York Branch, Federal Reserve Bank of San Francisco, Federal Reserve
Bank of New York, and New York State Banking Department, Dkt. Nos. 06-028-
WA/RB-FH, 06-028-WA/RB-FB, 06-028-WA/RB-FBR (Dec. 18, 2006), available
at http://www.federalreserve.gov/newsevents/press/enforcement/enf20061218a2.
pdf.

456See Written Agreement by and among Habib Bank Limited, Habib Bank
Limited New York Branch, Federal Reserve Bank of New York, and New York
State Banking Department (Dec. 19, 2006), available at http://www.federalreser
ve.gov/newsevents/press/enforcement/enf20061221a1.pdf; Written Agreement by
and among Sumitomo Mitsui Banking Corporation, Sumitomo Mitsui Banking
Corporation New York Branch, Federal Reserve Bank of New York, and New
York State Banking Department (Jan. 22, 2007), available at http://www.federa
lreserve.gov/newsevents/press/enforcement/enf20070124a1.pdf; Written Agree-
ment by and among Banco La Nacion Argentina, Banco La Nacion Argentina
New York Branch, Federal Reserve Bank of New York, and New York State
Banking Department (Mar. 2, 2007), available at http://www.federalreserve.gov/
newsevents/press/enforcement/enf20070306a1.pdf; Written Agreement by and
among Intesa Sanpaolo S.p.a., Intesa Sanpaolo S.p.a. New York Branch, Federal
Reserve Bank of New York and New York State Banking Department (Mar. 2,
2007), available at http://www.federalreserve.gov/newsevents/press/enforcemen
t/enf20070313a1.pdf; Written Agreement by and among Societe General, Societe
Generale New York Branch, Federal Reserve Bank of New York and New York
State Banking Department (Mar. 4, 2009), available at http://www.federalreser
ve.gov/newsevents/press/enforcement/enf20090317a1.pdf; Written Agreement by
and among Philippine National Bank, Philippine National Bank New York
Branch, Federal Reserve Bank of San Francisco, Federal Reserve Bank of New
York, and New York State Banking Department (May 8, 2009), available at htt
p://www.federalreserve.gov/newsevents/press/enforcement/enf20090520a1.pdf.
See also Written Agreement by and among Bank Hapoalim, B.M., Bank Hapoa-
lim, B.M. Miami Branch, Federal Reserve Bank of New York, Federal Reserve
Bank of Atlanta, and State of Florida O�ce of Financial Regulation (July 8,
2009), available at http://www.federalreserve.gov/newsevents/press/enforcemen
t/enf20090728a1.pdf.
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for other corporate clients.457 In July 2011, the Federal Reserve
Board and various state banking authorities entered into a
consent cease and desist order with the Royal Bank of Scotland
Group (RBS Group) and certain of its bank subsidiaries and their
U.S. branches relating to broad areas of BSA/AML and OFAC
compliance in its U.S. branches.458 Among the provisions of the
consent order was a requirement that the board of directors of
the RBS Group strengthen board and management oversight of
the U.S. operations on an enterprise-wide and business line basis,
including but not limited to compliance with BSA/AML and OFAC

457In the Matter of Dresdner Bank AG and Dresdner Bank AG New York
Branch, Cease and Desist Order Issued Upon Consent Pursuant to the FDI Act,
as amended, Dkt. Nos. 08-031-B-FB and 08-031-B-FBR (Nov. 7, 2008), available
at http://www.federalreserve.gov/newsevents/press/enforcement/enf20081113a1.
pdf.

458In the Matter of The Royal Bank of Scotland Group PLC, The Royal Bank
of Scotland PLC, The Royal Bank of Scotland N.V., The Royal Bank of Scotland
PLC New York Branch, The Royal Bank of Scotland PLC Connecticut Branch,
The Royal Bank of Scotland N.V. New York Branch, and The Royal Bank of
Scotland N.V. Chicago Branch, Cease and Desist Order Issued Upon Consent
Pursuant to the FDI Act, as amended, Dkt. Nos. 11-074-B-FB1, 11-074-B-FB2,
11-074-B-FB3, 11-074-B-FBR1, 11-074-B-FBR2, 11-074-B-FBR3, 11-074-B-
FBR4, and 2011-DB-35 (July 26, 2011), available at http://www.federalreserve.g
ov/newsevents/press/enforcement/enf20110727a1.pdf.

FinCEN has likewise focused its enforcement e�orts on correspondent
and other foreign accounts. In February 2011, FinCEN assessed an $8 million
civil money penalty against Zions First National Bank in Salt Lake City, Utah,
arising from its foreign correspondent account business. See In the Matter of
Zions First National Bank, Assessment of Civil Money Penalty No. 2011-011
(Feb. 10, 2011), available at http://www.�ncen.gov/news�room/ea/�les/ZionsAss
essment.pdf. FinCEN found inter alia that Zions had maintained numerous ac-
counts for casas de cambio, casas de bolsa (securities �rms), and foreign banks
primarily in Latin America and had not complied with the due diligence and
monitoring requirements of Section 5318(i) of the BSA. The FinCEN assess-
ment order contains a relatively extensive discussion of the Section 5318(i) due
diligence and monitoring requirements. See In the Matter of Zions First National
Bank, Assessment of Civil Money Penalty No. 2011-011, 5-8 (Feb. 10, 2011),
available at http://www.�ncen.gov/news�room/ea/�les/ZionsAssessment.pdf. In
March 2011, FinCEN assessed a $7 million civil money penalty against Paci�c
National Bank in Miami (PNB). See In the Matter of Paci�c National Bank,
Assessment of Civil Money Penalty No. 2011-5 (Mar. 24, 2011), available at htt
p://www.�ncen.gov/news�room/ea/�les/Paci�cNationalBankASSESSMENT.pdf.
PNB is a subsidiary of Banco del Paci�co S.A. (BPE), which is owned by the
Central Bank of Ecuador. Among the �ndings by FinCEN was that PNB did not
have appropriate due diligence information on its customers, including more
than half of its direct customer base in Ecuador, and did not adequately moni-
tor transactions in two correspondent accounts for its parent bank BPE. See In
the Matter of Paci�c National Bank, Assessment of Civil Money Penalty No.
2011-5, 3-4 (Mar. 24, 2011), available at http://www.�ncen.gov/news�room/ea/�
les/Paci�cNationalBankASSESSMENT.pdf.
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requirements.459

The initial regulatory actions in 2010 taken by the Federal
Reserve Board and the OCC against HNAH and HBUS, discussed
in Section 13:3[4], con�rmed the continuing focus of the federal
banking agencies on foreign correspondent accounts. The OCC
consent order speci�cally cited HBUS for violations of the BSA
anti-money laundering program requirement, suspicious activity
reporting requirement, and the Section 5318(i) due diligence
requirement with respect to correspondent bank accounts.460

In December 2012 the federal banking agencies and the law
enforcement authorities took even more dramatic action by enter-
ing into deferred prosecution agreements and other settlement
agreements with HSBC Group and HBUS. These actions resulted
in an aggregate �ne of $1.92 billion and in requirements for a
broad range of remedial actions by HSBC Group and HBUS. The
additional regulatory and law enforcement actions focused
prominently on HBUS practices with regard to its correspondent
banking business, including the failure by HBUS to obtain due
diligence or KYC information on its foreign a�liates in violation
of Section 5318(i).461 As part of the deferred prosecution agree-
ments, HSBC Group and HBUS agreed to a broad range of reme-
dial steps, including steps relating to its correspondent banking
business, such as exiting high risk correspondent relationships,
remediating the KYC �les of 155,500 customers of HBUS, and
reviewing all customer KYC �les across the entire HSBC group.462

The regulatory and law enforcement actions against HSBC Group
and HBUS are the most sweeping in the history of the U.S. bank-

459In the Matter of The Royal Bank of Scotland Group PLC, The Royal Bank
of Scotland PLC, The Royal Bank of Scotland N.V., The Royal Bank of Scotland
PLC New York Branch, The Royal Bank of Scotland PLC Connecticut Branch,
The Royal Bank of Scotland N.V. New York Branch, and The Royal Bank of
Scotland N.V. Chicago Branch, Cease and Desist Order Issued Upon Consent
Pursuant to the FDI Act, as amended, Dkt. Nos. 11-074-B-FB1, 11-074-B-FB2,
11-074-B-FB3, 11-074-B-FBR1, 11-074-B-FBR2, 11-074-B-FBR3, 11-074-B-
FBR4, and 2011-DB-35 (July 26, 2011), available at http://www.federalreserve.g
ov/newsevents/press/enforcement/enf20110727a1.pdf.

460See discussion in Section 13:3[4].
461Press Release, HSBC Holdings Plc. and HSBC Bank USA N.A. Admit to

Anti-Money Laundering and Sanctions Violations, Forfeit $1.256 Billion in
Deferred Prosecution Agreement (Dec. 11, 2012), available at http://www.justic
e.gov/opa/pr/2012/December/12-crm-1478.html.

462Press Release, HSBC Holdings Plc. and HSBC Bank USA N.A. Admit to
Anti-Money Laundering and Sanctions Violations, Forfeit $1.256 Billion in
Deferred Prosecution Agreement (Dec. 11, 2012), available at http://www.justic
e.gov/opa/pr/2012/December/12-crm-1478.html.
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ing industry. As discussed in Section 13:3[4], the implications
extend far beyond the U.S. operations of HSBC Group and
encompass the worldwide operations of HSBC Group.

The regulatory and law enforcement actions against HSBC
Group involved violations of U.S. sanctions law as well as U.S.
anti-money laundering laws. The exposure of foreign �nancial
institutions like HSBC Group and its a�liates to U.S. sanctions
law has become a prominent and pervasive issue for the
international banking community. The law enforcement actions
against HSBC Group based on OFAC and sanctions law require-
ments follows a pattern that was set several years ago. In Janu-
ary 2009, the DOJ and the New York County District Attorney's
O�ce entered into deferred prosecution agreements with Lloyds
TSB Bank plc (Lloyds) pursuant to which Lloyds forfeited $350
million for violations of U.S. sanctions law and New York state
bank fraud law.463 The charge in the deferred prosecution agree-
ments was that beginning as early as 1995 and continuing
through January 2007 Lloyds personnel in the United Kingdom
and Dubai falsi�ed outgoing U.S. dollar wire transfers involving
countries and persons on U.S. sanctions lists, including Iran,
Sudan, and Libya. The charge recited that Lloyds personnel had
deliberately “stripped” or removed information, such as customer
names, bank names, and addresses, from U.S. dollar SWIFT pay-
ment messages for Iranian banks so that the wire transfers would
pass undetected through �lters at U.S. �nancial institutions.464

Perhaps the most signi�cant aspect of the law enforcement action
was its extraterritorial application because the underlying “strip-
ping” actions of Lloyds occurred outside the United States. None
of the U.S. dollar payments processed for Lloyds on behalf of
OFAC-sanctioned parties was processed by either the New York
or the Miami branches of Lloyds. Instead, the payments were
processed through Lloyds clearing accounts at other U.S. banks.
The processing of the U.S. dollar payments at other banks in the
United States, however, was su�cient to establish the jurisdic-
tional basis for the criminal enforcement action against Lloyds.
Lloyds entered into a settlement agreement with OFAC covering
the same pattern of conduct as the deferred prosecution

463Press Release, DOJ, Lloyds TSB Bank Plc Agrees to Forfeit $350 Million
in Connection with Violations of the International Emergency Economic Powers
Act (Jan. 9, 2009), available at http://www.justice.gov/opa/pr/2009/January/09-cr
m-023.html.

464Press Release, DOJ, Lloyds TSB Bank Plc Agrees to Forfeit $350 Million
in Connection with Violations of the International Emergency Economic Powers
Act (Jan. 9, 2009), available at http://www.justice.gov/opa/pr/2009/January/09-cr
m-023.html.
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agreement.465

In December 2009, the DOJ and the New York County District
Attorney's O�ce entered into similar deferred prosecution agree-
ments with Credit Suisse AG in connection with its U.S. dollar
clearing activities on behalf of OFAC-sanctioned parties, involv-
ing charges similar to those in the Lloyds case.466 The deferred
prosecution agreement documents indicated that Credit Suisse
stripped or removed information from SWIFT payment messages
to conceal the involvement of sanctioned parties in the transac-
tions and that Credit Suisse eventually moved to the use of “cover
payments” to process most of its U.S. dollar clearing transactions
for Iranian and other sanctioned parties as a means of avoiding
the disclosure of the involvement of sanctioned entities.467 Credit
Suisse forfeited $536 million as part of the deferred prosecution
agreement and a simultaneous settlement with OFAC. At the
same time Credit Suisse entered into a consent cease and desist
order with the Federal Reserve Board, requiring Credit Suisse to

465Press Release, U.S. Department of Treasury, U.S. Treasury Department
Announces Settlement with Lloyds TSB Bank, PLC (Dec. 22, 2009), available at
http://www.treasury.gov/press-center/press-releases/Pages/tg458.aspx.

466Press Release, DOJ, Credit Suisse Agrees to Forfeit $536 Million in
Connection with Violations of the International Emergency Economic Powers
Act and New York State Law (Dec. 16, 2009), available at http://www.justice.go
v/opa/pr/2009/December/09-ag-1358.html.

467In a report on cross-border wire transfers, FinCEN described the “cover
payments” method as follows:

In examining these foreign location-to-foreign location funds transfers involving U.S.-
based correspondent banks, there are two primary methods of payment: the “Serial”
payment method and the “Cover” payment method.
In the serial payment method, one �nancial institution transmits the funds transfer
instructions (i.e., a SWIFT MT 103 message) to the next �nancial institution in the
overall “payment chain.” Each institution in the communication chain receives the
same level of detail about the transaction at each step.
In contrast, the “Cover” payment method divides the message into two parts. The
originator's bank sends the detailed funds transfer instruction directly to the bene�ci-
ary's bank. In this case, no U.S. institution receives the instruction that identi�es the
originator and bene�ciary of the transaction. The originator's bank also sends a
second “cover” payment instruction (i.e., a SWIFT MT 202 message) that directs the
transfer of the funds from the originator's bank to the bene�ciary's bank as a �nancial
institution-to-�nancial institution settlement payment. FinCEN, Feasibility of a
Cross-Border Electronic Funds Transfer Reporting System under the Bank Secrecy
Act (Oct. 2006) 67–68 available at http://www.�ncen.gov/news�room/rp/�les/cross�b
order.html.

The use of the “cover payments” method allowed the processing of U.S. dollar
transfers without any identifying information relating to a sanctioned party as
the originator or bene�ciary on messages entering the U.S. As a result of the
investigations and subsequent enforcement orders discussed in this section,
SWIFT changed its procedures to require the disclosure of originator and bene-
�ciary information on MT 202 COV payment messages.
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improve its program for compliance with U.S. sanctions law on a
global basis.468

Culminating its long saga of regulatory issues, the former ABN
AMRO in May 2010 entered into a deferred prosecution agree-
ment with the DOJ and forfeited $500 million in connection with
charges that it conspired to violate the U.S. sanctions laws,
involving charges similar to those in the Lloyds case, and that it
failed to maintain an adequate anti-money laundering program
as required by Section 5318(h)(1) of the BSA.469

In August 2010, Barclays Bank PLC entered into deferred pros-
ecution agreements with the DOJ and the New York County
District Attorney's O�ce in connection with its U.S. dollar clear-
ing activities on behalf of OFAC-sanctioned parties involving
charges similar to those in the Lloyds, Credit Suisse, and ING
cases.470 Barclays forfeited $298 million as part of the deferred
prosecution agreement and a simultaneous settlement with
OFAC. Barclays also entered into a consent cease and desist or-
der with the Federal Reserve Board and the NYSBD, requiring
Barclays to improve its program for compliance with U.S. sanc-
tions laws on a global basis.471

In June 2012 ING Bank N.V. entered into deferred prosecution
agreements with the DOJ and the New York County District At-
torney's O�ce in connection with violations of U.S. sanctions
laws.472 ING Bank N.V. agreed to forfeit $619 million as part of
the deferred prosecution agreements and a simultaneous settle-

468Board of Governors of the Federal Reserve System, In the Matter of
Credit Suisse AG, Order to Cease and Desist Issued Upon Consent (Dec. 16,
2009), available at http://www.federalreserve.gov/newsevents/press/enforcemen
t/enf20091216a1.pdf.

469Press Release, DOJ, Former ABN Amro Bank N.V. Agrees to Forfeit $500
Million in Connection with Conspiracy to Defraud the United States and with
Violation of the Bank Secrecy Act (May 10, 2010), available at http://www.justic
e.gov/opa/pr/2010/May/10-crm-548.html.

470Press Release, DOJ, Barclays Bank PLC Agrees to Forfeit $298 Million in
Connection with Violations of the International Emergency Economic Powers
Act and the Trading with the Enemy Act (Aug. 18, 2010), available at http://ww
w.justice.gov/opa/pr/2010/August/10-crm-933.html.

471In the Matter of Barclays Bank PLC and Barclays Bank PLC New York
Branch, Cease and Desist Order Issued Upon Consent Pursuant to the FDI Act,
as amended, Dkt. Nos. 10-165-B-FB and 10-165-B-FBR (Aug. 16, 2010), avail-
able at http://www.federalreserve.gov/newsevents/ press/enforcement/enf
20100818b1.pdf.

472Press Release, DOJ, ING Bank N.V. Agrees to Forfeit $619 Million for
Illegal Transactions with Cuban and Iranian Entities (June 12, 2012), available
at http://www.justice.gov/opa/pr/2012/June/12-crm-742.html.
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ment agreement with OFAC. The $619 million forfeiture and �ne
constituted the largest OFAC settlement in history. The deferred
prosecution agreements and OFAC settlement agreement stated
that the prohibited transactions occurred with the knowledge
and approval of senior corporate managers and legal and compli-
ance departments of ING Bank N.V.473

Standard Chartered Bank recently became the object of regula-
tory and law enforcement actions based on the U.S. sanctions
laws. In a high pro�le case the New York State Department of
Financial Services (NYDFS), the successor to the NYSBD, on
August 6, 2012, initiated an enforcement proceeding against
Standard Chartered Bank (SCB), asserting that U.S. dollar clear-
ing services provided by SCB to Iranian customers violated U.S.
sanctions law and various provisions of New York law by conceal-
ing information relating to involvement of the Iranian
customers.474 The order initiating the enforcement proceeding
speci�cally referred to the possibility of revoking SCB's license to
operate a branch in New York. Amid virtually unprecedented
press coverage of the NYDFS enforcement action, SCB and the
NYDFS quickly announced on August 14, 2012, that they had
reached a settlement of the matter providing for SCB to pay a
$340 million civil penalty to the NYDFS.475 The settlement with
the NYDFS was followed by an announcement on December 10,
2012, that SCB had entered into deferred prosecution agree-
ments with the DOJ and the New York County District Attorney's
O�ce for violating U.S. sanctions laws and New York law by
clearing U.S. dollar transactions for Iranian, Sudanese, Libyan
and Burmese entities.476 As part of the deferred prosecution agree-
ments and a simultaneous settlement agreement with OFAC,
SCB agreed to pay a $227 million �ne. In addition, the Federal
Reserve Board entered into a consent cease and desist order with

473Press Release, DOJ, ING Bank N.V. Agrees to Forfeit $619 Million for
Illegal Transactions with Cuban and Iranian Entities (June 12, 2012), available
at http://www.justice.gov/opa/pr/2012/June/12-crm-742.html.

474New York State Department of Financial Services, In the Matter of
Standard Chartered Bank, New York Branch, Order Pursuant to Banking Law
§ 39 (Aug. 6, 2012), available at http://www.dfs.ny.gov/banking/ea120806.pdf.

475Press Release, New York State Department of Financial Services, State-
ment from Benjamin M. Lawsky, Superintendent of Financial Services, Regard-
ing Standard Chartered Bank (Aug. 14, 2012), available at http://www.dfs.ny.go
v/about/press/pr1208141.htm.

476Press Release, DOJ, Standard Chartered Bank Agrees to Forfeit $227
Million for Illegal Transactions with Iran, Sudan, Libya, and Burma (Dec. 10,
2012), available at http://www.justice.gov/opa/pr/ 2012/December/12-crm-1467.h
tml.
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SCB and imposed a separate $100 million civil money penalty on
SCB.477 The deferred prosecution agreements incorporated �nd-
ings that the actions of SCB personnel in London and other loca-
tions in concealing information relating to the U.S. dollar transac-
tions on behalf of sanctioned entities occurred with the knowledge
and approval of senior corporate managers and the legal and
compliance departments of SCB.478

The announcement of the SCB settlement with the DOJ and
OFAC was followed one day later on December 11, 2012, by the
announcement of the even broader ranging deferred prosecution
agreements between HSBC Group and the DOJ and the New
York County District Attorney's O�ce and a simultaneous settle-
ment agreement with OFAC.479 The deferred prosecution agree-
ments and OFAC settlement with HSBC Group included charges
of violations of U.S. sanctions laws relating to Iran, Burma,
Sudan, Libya and Cuba. The deferred prosecution agreements
documents cited HSBC Group for the practice of stripping or
amending payment messages for sanctioned customers and more
generally for the use of “cover payments” to process U.S. dollar
payments on behalf of sanctioned customers. The broad ranging
implications of the enforcement actions against HSBC Group are
discussed further in Section 13:3[4].

§ 13:11 Due diligence requirement for foreign private
banking accounts

[1] Statutory Provisions
Like correspondent banking, foreign private banking opera-

tions had been identi�ed by regulators and legislators as a high-

477In the Matter of Standard Chartered PLC, Standard Chartered Bank,
and Standard Chartered Bank New York Branch, Cease and Desist Order Issued
Upon Consent Pursuant to the FDI Act, as amended, Dkt. Nos. 12-069-B-FB and
12-069-B-FBR (Dec. 10, 2012), available at http://www.federalreserve.gov/newse
vents/press/enforcement/enf20121012a1.pdf.

478Press Release, DOJ, Standard Chartered Bank Agrees to Forfeit $227
Million for Illegal Transactions with Iran, Sudan, Libya, and Burma (Dec. 10,
2012), available at http://www.justice.gov/opa/pr/ 2012/December/12-crm-1467.h
tml.

479Press Release, DOJ, HSBC Holdings Plc. and HSBC Bank USA N.A.
Admit to Anti-Money Laundering and Sanctions Violations, Forfeit $1.256
Billion in Deferred Prosecution Agreement (Dec. 11, 2012), available at http://w
ww.justice.gov/opa/pr/2012/December/12-crm-1478.html.
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risk area for money-laundering during the 1990s.480 This scrutiny
of foreign private banking led to the various legislative proposals
to strengthen the anti-money laundering regime for foreign
private banking. Those proposals were ultimately re�ected in
Section 312 of the USA PATRIOT Act. As indicated in Section
13:10, Section 312(a) of the USA PATRIOT Act added a provision
to the BSA, codi�ed at Section 5318(i), which provides due dili-
gence requirements for private banking accounts for non-U.S.
persons and for representatives of non-U.S. persons. Section 5318(i)
(1) contains the general requirement that a �nancial institution
must establish appropriate, speci�c, and when necessary,
enhanced due diligence policies, procedures, and controls for a
private banking account in the United States for a non-U.S.
person or a representative of a non-U.S. person.481 Section 5318(i)
(3) provides the minimum due diligence requirements for a
foreign private banking account. Section 5318(i)(3) provides that
the due diligence policies, procedures, and controls required for
such an account must include reasonable steps:

(i) to ascertain the identity of the nominal and bene�cial
owners of, and the source of funds deposited into, such
account as needed to guard against money laundering
and report any suspicious transactions under [Section
5318](g); and

(ii) to conduct enhanced scrutiny of any such account that is
requested or maintained by, or on behalf of, a senior
foreign political �gure, or any immediate family member
or close associate of a senior foreign political �gure that
is reasonably designed to detect and report transactions
that may involve the proceeds of foreign corruption.482

Section 5318(i)(4)(B) contains a speci�c de�nition of the term
“private banking account” for purposes of Section 5318. The de�-

[Section 13:11]
480See, e.g., Private Banking and Money Laundering: A Case Study of

Opportunities and Vulnerabilities: Hearings Before the Permanent Subcomm. on
Investigations of the Senate Comm. on Governmental A�airs, 106th Cong. (1999).

48131 U.S.C.A. § 5318(i)(1).
48231 U.S.C.A. § 5318(i)(3). As discussed in footnote 139, Treasury and Fin

CEN have recently issued an advance notice of proposed rulemaking to solicit
comments on a comprehensive customer due diligence requirement, including a
categorical requirement for �nancial institutions to identify bene�cial owner-
ship of their accountholders. See 77 Fed. Reg. 13,046 (Mar. 5, 2012). This pro-
posal would by regulation extend the basic requirements of Section 5318(i)(3)
relating to identifying the bene�cial ownership of accounts to all customers. 77
Fed. Reg. at 13051.
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nition provides that the term “private banking account” means
an account or any combination of accounts that:

(i) requires a minimum aggregate deposits [sic] of funds or
other assets of not less than $1,000,000;

(ii) is established on behalf of 1 or more individuals who
have a direct or bene�cial ownership interest in the ac-
count; and

(iii) is assigned to, or is administered or managed by, in
whole or in part, an o�cer, employee, or agent of a
�nancial institution acting as a liaison between the
�nancial institution and the direct or bene�cial owner of
the account.483

This de�nition, particularly with its threshold of $1 million, may
be narrower than the conventional usage of the term in banking
circles. As with the provisions for foreign correspondent accounts
discussed in Section 13:10[1], Section 312(b) of the USA PATRIOT
Act provided for the issuance of regulations to further delineate
the due diligence and enhanced scrutiny provisions of Section
5318(i) applicable to foreign private banking accounts.484

[2] Regulatory Provisions
In May 2002, as part of the general proposed rulemaking under

Section 312, the Treasury and FinCEN issued a proposed rule to
implement the provisions of Section 312 relating to foreign
private banking accounts.485 The proposed rule speci�ed the due
diligence program's minimum reasonable measures for a foreign
private banking account.486

The proposed rule also included a “special” provision for ac-

48331 U.S.C.A. § 5318(i)(4)(B).
484Pub. L. No. 107-56, § 312(b), 115 Stat. at 305.
485Due Diligence Anti-Money Laundering Programs for Certain Foreign

Accounts, 67 Fed. Reg. 37,736 (May 30, 2002).
486Due Diligence Anti-Money Laundering Programs for Certain Foreign

Accounts, 67 Fed. Reg. 37,736, 37,744 (May 30, 2002).
Under the proposed rule the due diligence program would, at a mini-

mum, have to include reasonable steps to:
(i) ascertain the identity of all nominal holders and holders of any ben-

e�cial ownership interest in the account, including information on
the holders' lines of business and source of wealth;

(ii) ascertain the source of funds deposited into the account;
(iii) ascertain whether any holder might be a senior foreign political

�gure; and
(iv) report any known or suspected violation of law conducted through

or involving the account.
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counts of senior foreign political �gures, re�ecting the require-
ment in Section 312 that �nancial institutions must conduct
“enhanced scrutiny” of such accounts to detect and report transac-
tions that may involve the proceeds of foreign corruption.487 The
proposed rule included a de�nition of the term “senior foreign po-
litical �gure,” based in signi�cant part on the de�nition used in a
2001 guidance document issued jointly by the federal banking
agencies, Treasury, and the Department of State.488 The proposed
rule also included a de�nition of the term “proceeds of foreign
corruption.”489 It did not, however, provide any greater speci�city
than a general statement as to “special” requirements for senior
foreign political �gures.490

487Due Diligence Anti-Money Laundering Programs for Certain Foreign
Accounts, 67 Fed. Reg. 37,736, 37,744 (May 30, 2002).

488See Board of Governors of the Federal Reserve System, Division of
Banking Supervision and Regulation, Supervisory Letter SR 01-03 (SUP) (Jan.
16, 2001): Guidance on Enhanced Scrutiny for Transactions That May Involve
the Proceeds of Foreign O�cial Corruption, available at http://www.federalreser
ve.gov/boarddocs/srletters/2001/sr0103.htm. The de�nition of a “senior foreign
political �gure” contained in the proposed rule read as follows:

(i) a current or former senior o�cial in the executive, legislative, administrative,
military, or judicial branches of a foreign government (whether elected or not), a
senior o�cial of a major foreign political party, or a senior executive of a foreign
government-owned commercial enterprise; (ii) a corporation, business or other entity
that has been formed by, or for the bene�t of, any such individual; (iii) an immediate
family member of any such individual; and (iv) a person who is widely and publicly
known (or is actually known by the relevant covered �nancial institution) to maintain
a close personal or professional relationship with any such individual.

Due Diligence Anti-Money Laundering Programs for Certain Foreign Accounts,
67 Fed. Reg. 37,743.

489The de�nition of “proceeds of foreign corruption” contained in the
proposed rule (and adopted in the �nal rule with only minor changes) read as
follows:

assets or property that are acquired by, through, or on behalf of a senior foreign polit-
ical �gure through misappropriation, theft or embezzlement of public funds, or the
unlawful conversion of property of a foreign government, or through acts of bribery or
extortion, and shall include other property into which such assets have been
transformed or converted.

Due Diligence Anti-Money Laundering Programs for Certain Foreign Accounts,
67 Fed. Reg. 37,743.

490The discussion in the supplementary information section of the Federal
Register notice, however, did provide some additional guidance on the require-
ments. Due Diligence Anti-Money Laundering Programs for Certain Foreign
Accounts, 67 Fed. Reg. 37,741. That discussion indicated that the decision to
open an account for a senior foreign political �gure should generally be ap-
proved by senior management, which simply reiterates a point made in the
2001 guidance document. The discussion also indicated that, although the
proposed rule did not specify the extent to which transaction monitoring must
take place, an e�ective due diligence program would dictate when risk factors,
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As discussed in Section 13:10[2], the interim �nal rule issued
by the Treasury and FinCEN in July 2002 applied the require-
ments of Section 5318(i) relating to private banking accounts to
various categories of banks and depository institutions and to
broker-dealers and futures commission merchants and introduc-
ing brokers.491 The discussion in the supplemental information
section of the Federal Register notice for the interim �nal rule
also provided certain high-level guidance on the requirements ap-
plicable to private banking accounts pending the issuance of a
�nal rule.492

In January 2006, FinCEN issued a �nal rule implementing the

such as those listed in the 2001 guidance document, would require transaction
monitoring. Due Diligence Anti-Money Laundering Programs for Certain
Foreign Accounts, 67 Fed. Reg. 37,741. The absence of any express provision in
the proposed rule for monitoring accounts drew congressional reaction as part of
the comment process.

491See § 13:10[2].
492Anti-Money Laundering Programs; Special Due Diligence Programs for

Certain Foreign Accounts, 67 Fed. Reg. 48,348, 48,350 (July 23, 2002). With re-
spect to foreign private banking accounts, the discussion in the supplementary
information section noted that the due diligence program under Section 5318(i)
(1) and (3) must be “reasonably” designed to detect and report money-laundering
and the existence of proceeds of foreign corruption. As with correspondent ac-
counts, the discussion in the supplementary information section stated that in
Treasury's view, a due diligence program would be reasonable if it focused on
those private banking accounts that presented a high risk of money-laundering.
The discussion in the supplementary information section further stated that a
program consistent with applicable government guidance on private banking ac-
counts, such as the guidance on private banking activities issued by the Federal
Reserve Board in 1997 and the guidance on transactions potentially involving
the proceeds of foreign o�cial corruption, issued jointly by the federal banking
agencies, the Treasury and the State Department in 2001, would be reasonable
so long as it incorporated the requirements of Section 5318(i)(3). See Board of
Governors of the Federal Reserve System, Division of Banking Supervision and
Regulation, Supervisory Letter SR 97-19 (SUP) (June 30, 1997): Private Bank-
ing Activities, available at http://www.federalreserve.gov/boarddocs/srletters/
1997/SR9719.HTM; and Supervisory Letter SR 01-03 (SUP) (Jan. 16, 2001):
Guidance on Enhanced Scrutiny for Transactions That May Involve the Proceeds
of Foreign O�cial Corruption, available at http://www.federalreserve.gov/board
docs/srletters/2001/SR0103.htm. The discussion also cited private sector guid-
ance in the form of the Wolfsberg Group anti-money laundering guidelines for
private banking. 67 Fed. Reg. 48,351 n.11. In reference to private banking ac-
counts as with correspondent accounts, the discussion indicated that a bank's
program would not have to adopt all the best practices or standards outlined in
government guidance if there was a justi�able basis for not adopting a particu-
lar best practice or standard based on the particular type of accounts held by
the bank. Anti-Money Laundering Programs; Special Due Diligence Programs
for Certain Foreign Accounts, 67 Fed. Reg. 48,351 n.11.

§ 13:11Anti-Money Laundering

1297



private banking account provisions of Section 5318(i).493 The �nal
rule for private banking accounts is codi�ed at Section 1010.620
of the BSA rules. Certain de�nitions used in the rule are codi�ed
at Section 1010.605. In adopting the �nal rule, FinCEN retained
the de�nition of the term “private banking account” from the
proposed rule with only minor changes. The de�nition in the
proposed rule generally tracked the language of the de�nition
contained in Section 5318(i)(4)(B). A comment letter from the
Senatorial sponsors of the USA PATRIOT Act requested that the
rule be clari�ed to include accounts that exceed $1 million even if
the deposit requirement is less than $1 million.494 FinCEN
concluded that the plain language of the statute required a test
based on a minimum deposit requirement of not less than $1 mil-
lion and so retained that requirement in the de�nition.495 None-
theless, FinCEN noted that a variety of private banking relation-
ships may be available at a �nancial institution that do not meet
the technical de�nition of a “private banking account” as
contained in the rule and that these other private banking
relationships should be given a higher level of due diligence under
a risk-based anti-money laundering program than that given to
retail customers.496 The FFIEC Manual clearly anticipates a
higher level of due diligence for private banking relationships
even in its general discussion of private banking.497 Under the
FFIEC Manual, a bank would be expected to collect much the
same information for its general private banking accounts as it
would be required to collect under Section 5318(i)(3)(A) for a
statutorily de�ned “private banking account.” Thus, in adminis-
tering its anti-money laundering programs, a covered �nancial
institution should not put undue weight on any speci�c limitation
contained in the statutory de�nition of “private banking account.”

Many of the private sector comment letters on the proposed
rule had raised concerns with the breadth of the de�nition of
“bene�cial ownership interest” contained in the proposed rule
because of the attendant requirement that a covered �nancial

493Anti-Money Laundering Programs; Special Due Diligence Programs for
Certain Foreign Accounts, 71 Fed. Reg. 496 (Jan. 4, 2006).

494See Letter of Senators Charles E. Grassley, John Kerry & Carl Levin to
FinCEN 8 (Oct. 11, 2002), available at http://www.�ncen.gov/statutes�regs/frn/
comment�letters/old�comment��les/grassley.pdf.

495Anti-Money Laundering Programs; Special Due Diligence Programs for
Certain Foreign Accounts, 71 Fed. Reg. 505.

496Anti-Money Laundering Programs; Special Due Diligence Programs for
Certain Foreign Accounts, 71 Fed. Reg. 505 n. 48.

497See FFIEC Manual at 279–283.
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institution identify and perform due diligence on each holder of a
bene�cial ownership interest in a private banking account.
FinCEN addressed these concerns in the �nal rule by substitut-
ing a new de�ned term, “bene�cial owner,” for the proposed term
“bene�cial ownership interest.” The term “bene�cial owner” is
de�ned to mean “an individual who has a level of control over, or
entitlement to, the funds or assets in the account that, as a practi-
cal matter, enables the individual, directly or indirectly, to
control, manage, or direct the account.”498 The ability to fund the
account or the entitlement to funds in the account standing alone
without any corresponding authority to control or manage the ac-
count does not constitute the basis for a �nding of bene�cial
ownership. In the supplementary information section of the
Federal Register notice, FinCEN further explained that the intent
of the de�nition is to apply to individuals and not to legal entities
such as collective investment vehicles although a personal invest-
ment company or trust established for the bene�t of an individ-
ual would be subject to the rule.499 While the breadth of the term
“bene�cial owner” has been limited to some degree, the obligation
on the covered �nancial institution to identify and perform due
diligence on each bene�cial owner of a private banking account
remains in place. FinCEN speci�cally declined to allow reliance
on foreign intermediaries to satisfy any due diligence obligation
under the rule. Covered �nancial institutions must conduct their
own due diligence with respect to the bene�cial owners of private
banking accounts.500

The de�nition of the term “senior foreign political �gure” in the
proposed rule was taken in large measure from the 2001 govern-
ment document Guidance on Enhanced Scrutiny for Transactions

498Financial Crimes Enforcement Network; Anti-Money Laundering
Programs; Special Due Diligence Programs for Certain Foreign Accounts, 71
Fed. Reg. 512 (now codi�ed at 31 C.F.R. § 1010.605(a)).

499Financial Crimes Enforcement Network; Anti-Money Laundering
Programs; Special Due Diligence Programs for Certain Foreign Accounts, 71
Fed. Reg. 506 (now codi�ed at 31 C.F.R. § 1010.605(a)).

500Financial Crimes Enforcement Network; Anti-Money Laundering
Programs; Special Due Diligence Programs for Certain Foreign Accounts, 71
Fed. Reg. 509 (now codi�ed at 31 C.F.R. § 1010.605(a)).

FinCEN and various federal regulatory agencies have recently issued
consolidated guidance on the requirements of bene�cial ownership information.
See Joint Release, Guidance on Obtaining and Retaining Bene�cial Ownership
Information, FIN-2010-G001 (Mar. 5, 2010), available at http://www.�ncen.gov/
statutes�regs/guidance/pdf/�n-2010-g001.pdf.
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That May Involve the Proceeds of Foreign O�cial Corruption.501

In the face of public comments that criticized various components
of the de�ned term as di�cult to implement, FinCEN chose to
retain the de�nition, making only one substantive change. The
proposed rule included in its de�nition of “senior foreign political
�gure” a person “who is widely and publicly known (or is actually
known by the relevant covered �nancial institution) to maintain
a close personal or professional relationship” with a senior foreign
political �gure.502 In the �nal rule, FinCEN deleted the proposed
reference to “close personal or professional relationship” and
reverted to the statutory language, i.e., a person known to be a
“close associate” of such an individual.503

The discussion in the supplementary information section of the
Federal Register provides some additional guidance on the
required due diligence process for determining the status of a
private banking account holder. In that discussion, FinCEN
indicated that prior to accepting any private banking client,
particularly one with a “high dollar” account, a covered �nancial
institution should perform su�cient due diligence to ensure that
it is comfortable with the prospective client and his or her source
of funds.504 This standard due diligence process should provide
the basis for determining whether a prospective client is a senior
foreign political �gure or for triggering additional inquiries to
determine whether a particular position or title quali�es the indi-
vidual as a senior o�cial or executive.505 In connection with the
requirement in the �nal rule that a covered �nancial institution
must ascertain whether any nominal or bene�cial owner of a
private banking account is a senior foreign political �gure,
FinCEN said that a covered �nancial institution could and should
build on its general due diligence processes for private banking

501See footnote 79.
502Due Diligence Anti-Money Laundering Programs for Certain Foreign

Accounts, 67 Fed. Reg. 37,736, 37,743 (May 30, 2002).
503Anti-Money Laundering Programs; Special Due Diligence Programs for

Certain Foreign Accounts, 71 Fed. Reg. 507 (now codi�ed at 31 C.F.R.
§ 1010.605(p)(1)(iv)).

504Anti-Money Laundering Programs; Special Due Diligence Programs for
Certain Foreign Accounts, 71 Fed. Reg. 507 (now codi�ed at 31 C.F.R.
§ 1010.605(p)(1)(iv)).

505Anti-Money Laundering Programs; Special Due Diligence Programs for
Certain Foreign Accounts, 71 Fed. Reg. 507 (now codi�ed at 31 C.F.R.
§ 1010.605(p)(1)(iv)).
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accounts.506 First, the institution should seek information directly
from the individual regarding his or her possible status as a
senior foreign political �gure. Information about past and current
employment history and sources of income, which is typically
sought as part of a general due diligence process for private bank-
ing accounts, might be indicative of senior foreign political �gure
status. Second, references should be checked to determine
whether the individual holds or held a senior political position or
may be a close associate of such a person. Third, the institution
should also make reasonable e�orts to review public sources of
information. FinCEN indicated that reasonable e�orts to review
public sources would involve, in virtually all cases, checking the
name against U.S. government databases, major news publica-
tions, and commercial databases available on the Internet- and
fee-based databases as appropriate.507

In the provision of the �nal rule relating to the minimum
requirements of a due diligence program, FinCEN carried over
the four elements from the proposed rule with several changes.
First, in the �nal rule, a covered �nancial institution is required
to take reasonable steps to ascertain the identity of all nominal
and bene�cial owners of a private banking account. As discussed
earlier in this Section, the de�nition of “bene�cial owner” in the
�nal rule is narrower than the de�nition of “bene�cial ownership
interest” in the proposed rule. Second, in the �nal rule, a covered
�nancial institution is required to take reasonable steps to
ascertain whether any nominal or bene�cial owner is a senior
foreign political �gure. Third, in the �nal rule, a covered �nancial
institution is required to take reasonable steps to ascertain the
source of funds deposited into the account and the purpose and
expected use of the account. The proposed rule had referred to
the source of funds deposited into the account but had not
referred to the purpose and expected use of the account. The ad-
dition of a requirement for ascertaining the purpose and expected
use of the account was fully to be expected. In this respect, the
�nal rule does no more than re�ect the current practice and
regulatory expectation for private banking operations generally.
Fourth, the �nal rule is more speci�c in its requirements that a
covered �nancial institution take reasonable steps to report in ac-

506Anti-Money Laundering Programs; Special Due Diligence Programs for
Certain Foreign Accounts, 71 Fed. Reg. 510 (now codi�ed at 31 C.F.R.
§ 1010.605(p)(1)(iv)).

507Anti-Money Laundering Programs; Special Due Diligence Programs for
Certain Foreign Accounts, 71 Fed. Reg. 510 (now codi�ed at 31 C.F.R.
§ 1010.605(p)(1)(iv)).
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cordance with applicable law and regulation any known or
suspected violation of law conducted through or involving a
private banking account by providing that a covered �nancial
institution must “[r]eview the activity of the account to ensure
that it is consistent with the information obtained about the
client's source of funds, and with the stated purpose and expected
use of the account.”508

In the supplementary information section of the Federal Regis-
ter notice, FinCEN noted in its discussion of the due diligence
requirements of the private banking account rule that the �nal
rule requires a risk-based due diligence program (although the
language of Section 1010.620(a), unlike the language of Section
1010.610(a), does not expressly refer to risk-based policies,
procedures and controls) and that the nature and extent of due
diligence required by the �nal rule will vary with each client
depending upon potential risk factors.509 Among the factors that
would a�ect the nature and extent of due diligence would be
whether the client is new to the institution, whether the client
operates in or makes transfers from or to jurisdictions with weak
anti-money laundering regimes and whether the client is involved
with cash-based lines of business. The nature and extent of due
diligence should also vary based on the size and level of activity
in the account. FinCEN also provided guidance on some of the
speci�c requirements for due diligence contained in the �nal rule.
As to the requirement for ascertaining the nominal and bene�cial
owners of a private banking account, FinCEN stated that a
covered �nancial institution would have to look through the nom-
inal owner to determine who has e�ective control over the
account. In this regard, FinCEN noted that when an account
holder is a legal entity such as a private investment company, a
�nancial institution should ensure that it has information about
the structure of the entity, its directors, shareholders, and
persons who have control over the account so that it can
determine which individual or individuals constitute the bene�-
cial owner as de�ned in the �nal rule. For a trust, the �nancial
institution should determine which individual or individuals
control the funds in the trust and should identify the source of
the funds.510

As with the due diligence requirements for correspondent ac-

50831 C.F.R. § 1010.620(b)(4).
509Anti-Money Laundering Programs; Special Due Diligence Programs for

Certain Foreign Accounts, 71 Fed. Reg. 496, 508 (Jan. 4, 2006).
510Anti-Money Laundering Programs; Special Due Diligence Programs for

Certain Foreign Accounts, 71 Fed. Reg. 496, 508 to 509 (Jan. 4, 2006).
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counts, FinCEN determined that the due diligence requirements
for private banking accounts could not be met by reliance on due
diligence conducted by foreign intermediaries. Citing the “unique
vulnerabilities for money-laundering that exist in the private
banking context,” FinCEN concluded that covered �nancial
institutions must conduct their own due diligence with respect to
the bene�cial owners of private banking accounts.511

As to the requirement to ascertain the source of funds and the
purpose and expected use of the account, FinCEN observed that
it would not expect a �nancial institution to verify the source of
every deposit into a private banking account. However, it would
expect monitoring of an account to ensure that deposits were con-
sistent with the information received about the client's source of
funds and the expected use of the account. A large deposit, if
unusual, might warrant additional scrutiny as would a deposit
from an unusual source such as a charitable fund or a govern-
ment trust fund or aid grant.512

As to the �nal requirement of a due diligence program, which
was revised expressly to require review of activity in the account,
FinCEN observed that if there is unusual activity in an account
and the institution cannot obtain a satisfactory response from
the client “and/or other sources,” the institution may be in a posi-
tion to suspect that money-laundering or other activity with no
apparent lawful purpose has occurred.513 The �nal rule also
expanded upon the proposed rule by speci�cally requiring review
of activity in a private banking account to ensure its consistency
with the information obtained about the client's source of funds
and purpose and use of the account.514

FinCEN also revised the provisions in the �nal rule relating to
the “special” requirements for senior foreign political �gures. The
“special” requirements provision of the proposed rule had simply
stated that the due diligence program for private banking ac-
counts must include policies and procedures reasonably designed
to detect and report transactions that may involve the proceeds
of foreign corruption. The proposed rule did not expressly refer to

511Anti-Money Laundering Programs; Special Due Diligence Programs for
Certain Foreign Accounts, 71 Fed. Reg. 496, 509 (Jan. 4, 2006).

512Anti-Money Laundering Programs; Special Due Diligence Programs for
Certain Foreign Accounts, 71 Fed. Reg. 496, 509 (Jan. 4, 2006).

513Anti-Money Laundering Programs; Special Due Diligence Programs for
Certain Foreign Accounts, 71 Fed. Reg. 496, 511 (Jan. 4, 2006).

514Anti-Money Laundering Programs; Special Due Diligence Programs for
Certain Foreign Accounts, 71 Fed. Reg. 515 (codi�ed at 31 C.F.R.
§ 1010.620(b)(4)).
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the statutory requirement for “enhanced scrutiny” of a private
banking account for which a senior foreign political �gure was a
nominal or bene�cial owner. This omission was noted by and
criticized in a Congressional comment letter.515 The language in
Section 1010.620(c) of the �nal rule expressly incorporates the
enhanced scrutiny language contained in Section 5318(i)(3)(B),
but without providing any further speci�city as to the meaning of
“enhanced scrutiny.” The discussion in the supplementary infor-
mation section of the Federal Register notice, however, provides
some additional guidance on FinCEN's views of what enhanced
scrutiny might entail. FinCEN stated that as with the general
due diligence requirements for private banking accounts under
Section 1010.620(a), it would expect an enhanced scrutiny
program under Section 1010.620(c) to be risk-based. FinCEN
stated that reasonable steps as part of an enhanced scrutiny pro-
cess might include an institution consulting publicly available in-
formation about the home country of the client; contacting its
foreign branch, if any, in the home jurisdiction of the client to
obtain further information; and conducting greater scrutiny of
the client's employment history and sources of wealth.516 These
steps appear to do no more than restate the general due diligence
requirement applicable to identifying a senior foreign political
�gure. FinCEN further observed that when a client is a former
senior foreign political �gure, the risk-based program should
weigh such factors as the length of time the client has been out of
o�ce and the size of the account.517 The one “red �ag” cited by
FinCEN in its discussion of the �nal rule was the use of wire
transfers from a government account to the personal account of a
government o�cial who has signature power over the govern-
ment account.518 A covered �nancial institution will undoubtedly
want to incorporate the “red �ags” identi�ed in the 2001 Guid-
ance on Enhanced Scrutiny for Transactions That May Involve
the Proceeds of Foreign O�cial Corruption into its monitoring

515See Letter of Senators Charles E. Grassley, John Kerry & Carl Levin to
FinCEN 12-13 (Oct. 11, 2002), available at http://www.�ncen.gov/statutes�reg
s/frn/comment�letters/old�comment��les/grassley.pdf.

516Anti-Money Laundering Programs; Special Due Diligence Programs for
Certain Foreign Accounts, 71 Fed. Reg. 511.

517Anti-Money Laundering Programs; Special Due Diligence Programs for
Certain Foreign Accounts, 71 Fed. Reg. 511.

518Anti-Money Laundering Programs; Special Due Diligence Programs for
Certain Foreign Accounts, 71 Fed. Reg. 511.
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process.519 FinCEN reiterated the statements it had made at the
time of the proposed rule that the decision to accept a senior
foreign political �gure as a customer should involve senior
management and that the internal control procedures should
make information on such accounts available for review not only
by the relationship manager for the account but also by senior
management.520

[3] Supervisory and Examination Process
The FFIEC Manual contains several sections that provide guid-

ance on the statutory and regulatory requirements applicable to
private banking accounts. The core examination overview section
contains a section entitled “Private Banking Due Diligence
Program (Non-U.S. Persons)—Overview.”521 The expanded exami-
nation overview section includes a section entitled “Politically
Exposed Persons—Overview.”522

The section of the FFIEC Manual discussing private banking
accounts under Section 1010.620 notes (as FinCEN did in
publishing the �nal rule) that the nature and extent of due dili-
gence conducted on private banking accounts for non-U.S. persons
will vary. More extensive due diligence, for example, will be ap-
propriate for new clients, clients who operate in or whose funds
are transmitted from or through jurisdictions with weak anti-
money laundering controls, and clients whose lines of business
are primarily currency based.523 This section of the FFIEC Man-
ual also discusses the requirements of Section 1010.620 relating
to “senior foreign political �gures.”524

The section entitled “Private Banking—Overview” provides ad-
ditional guidance on the requirements generally applicable to
private banking operations, including those that do not meet the
technical de�nition in Section 5318(i)(4)(B) of the BSA and Section

519See Board of Governors of the Federal Reserve System, Division of
Banking Supervision and Regulation, Supervisory Letter SR 01-03 (SUP) (Jan.
16, 2001): Guidance on Enhanced Scrutiny for Transactions That May Involve
the Proceeds of Foreign O�cial Corruption, available at http://www.federalreser
ve.gov/boarddocs/srletters/2001/sr0103.htm.

520Financial Crimes Enforcement Network; Anti-Money Laundering
Programs; Special Due Diligence Programs for Certain Foreign Accounts, 71
Fed. Reg. 511.

521FFIEC Manual at 130–134.
522FFIEC Manual at 135–137, 297–300.
523FFIEC Manual at 132.
524FFIEC Manual at 132.
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1010.605(m) of the BSA rules.525 This section contains a detailed
discussion of the due diligence policies, procedures, and processes
that banks should observe with respect to the range of products
and relationships that they o�er and maintain for private bank-
ing customers.526 There is a speci�c focus on o�shore entities,
such as private investment companies, international business
corporations, and other shell entities, and the related use of
bearer shares for such entities. This section also indicates that
an institution should establish a risk pro�le for each private
banking customer for prioritization of oversight resources and
ongoing monitoring of relationship activities. Among the impor-
tant points discussed in this section is the regulatory expectation
that senior management and the board of directors of banking
institutions will exercise active oversight of private banking
operations.527 The FFIEC Manual also emphasizes the importance
of thoroughly investigating the background of newly hired private
banking relationship managers and of ongoing monitoring of
their personal �nancial condition.528

The section entitled “Politically Exposed Persons—Overview”
provides additional guidance on the requirements generally ap-
plicable to accounts for “politically exposed persons” and senior
foreign political �gures with respect to accounts or relationships
that extend beyond the de�ned term “private banking account”
as used in Section 1010.620.529 The discussion in the section is
largely based upon the 2001 document Guidance on Enhanced
Scrutiny for Transactions That May Involve the Proceeds of
Foreign O�cial Corruption.530

FinCEN and the federal banking agencies have also issued
other guidance documents that address speci�c issues relating to
private banking accounts and accounts for “politically exposed

525FFIEC Manual at 279–283.
526FFIEC Manual at 132.
527FFIEC Manual at 283.
528FFIEC Manual at 283.
529FFIEC Manual at 297–300.
530See, e.g., Board of Governors of Federal Reserve System, Division of

Banking Supervision and Regulation, Supervisory Letter SR 97-19 (SUP) (Jan.
30, 1997): Private Banking Activities, available at http://www.federalreserve.go
v/BoardDocs/SRLetters/1997/SR9719.HTM; Supervisory Letter SR 01–03 (SUP)
(Jan. 16, 2001): Guidance on Enhanced Scrutiny for Transactions that May
Involve the proceeds of Foreign O�cial Corruption, available at http://www.fede
ralreserve.gov/boarddocs/srletters/2001/SR0103.htm.
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persons.”531 These guidance documents must also be considered in
designing appropriate compliance systems.

[4] Enforcement Actions
Like foreign correspondent accounts, foreign private banking

accounts have been a particular focus of law-enforcement and
regulatory scrutiny. A number of the prominent law-enforcement
actions in recent years have speci�cally been directed at private
banking. The law-enforcement and the regulatory actions against
Riggs involved the international private banking operations of
Riggs.532 The DOJ in its action stated that Riggs had failed to
conduct su�cient due diligence on the accounts of “politically ex-
posed persons,” including most prominently those related to
Augusto Pinochet, former President of Chile.533 The DOJ recited
various e�orts by Riggs employees and by associates and family
members of Augusto Pinochet to conceal the identity of the true
owner of various accounts.534 Numerous suspicious transactions
occurred in the accounts, including sequentially numbered cas-
hier's checks drawn on the accounts. The DOJ stated that o�cers
and employees of Riggs knew or had reason to know that these
transactions were suspicious but failed to �le SARs on the
transactions until after the bank regulatory authorities, a
subcommittee of the U.S. Congress, or law-enforcement authori-
ties discovered the transactions.535

The DOJ also recited that Riggs had opened numerous accounts

531See, e.g., Interagency Advisory, Guidance on Accepting Accounts From
Foreign Embassies, Consulates and Missions (Mar. 24, 2011), available at htt
p://www.�ncen.gov/statutes�regs/guidance/pdf/FFIEC�FinCEN�24�march.p
df; Interagency Advisory, Guidance on Accepting Accounts From Foreign
Governments, Foreign Embassies and Foreign Political Figures (June 15, 2004),
available at http://www.�ncen.gov/statutes�regs/guidance/html/advis36.html.
See also FinCEN Guidance, Potential Money Laundering Risks Related to Shell
Companies, FIN-2006-G014 (Nov. 9, 2006), available at http://www.�ncen.gov/st
atutes�regs/guidance/html/AdvisoryOnShells�FINAL.html.

532See Section 13:3[4] for a further discussion of the law-enforcement and
regulatory actions against Riggs.

533Press Release, DOJ, Riggs Bank Enters Guilty Plea and Will Pay $16
Million Fine for Criminal Failure to Report Numerous Suspicious Transactions
(Jan. 27, 2005), available at http://www.justice.gov/tax/usaopress/2005/txdv
050530.html.

534Press Release, DOJ, Riggs Bank Enters Guilty Plea and Will Pay $16
Million Fine for Criminal Failure to Report Numerous Suspicious Transactions
(Jan. 27, 2005), available at http://www.justice.gov/tax/usaopress/2005/txdv
050530.html.

535Press Release, DOJ, Riggs Bank Enters Guilty Plea and Will Pay $16
Million Fine for Criminal Failure to Report Numerous Suspicious Transactions
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for the government of Equatorial Guinea, its senior government
o�cials and its President and had assisted the President and his
family in establishing o�shore shell companies. By 2003, the ac-
counts of the President and his family represented the largest
banking relationship at Riggs.536 Large cash deposits and suspect
wire transfers were made to these accounts over an extended pe-
riod of time, and no new SARs were �led until after regulatory
investigations had begun.537

Other law-enforcement actions have focused attention on the
risks of foreign private banking accounts. The law-enforcement
action against IDBNY also involved foreign private banking
operations.538 The NYSBD and Manhattan District Attorney's
press release in the IDBNY case described a pattern of activity
that involved private banking customers of IDBNY bringing Bra-
zilian currency to exchange houses in Brazil and then having the
proceeds transferred to their private banking accounts at IDBNY
for further transfer onto other parties.539 This process evaded
Brazil's controls over foreign money transfers and allowed the
foreign exchange houses to conduct a money transfer business in
New York in violation of Brazilian law.540 The district attorney's
press release stated that besides violating Brazilian law, this
practice violated federal and New York banking regulations and
money-laundering laws.

The deferred prosecution agreement for AEBI also dealt with
foreign private banking operations.541 The factual statement at-
tached to the deferred prosecution agreement recited that federal
investigators had identi�ed speci�c private banking accounts at
AEBI which the investigators believe were used to launder drug

(Jan. 27, 2005), available at http://www.justice.gov/tax/usaopress/2005/txdv
050530.html.

536Press Release, DOJ, Riggs Bank Enters Guilty Plea and Will Pay $16
Million Fine for Criminal Failure to Report Numerous Suspicious Transactions
(Jan. 27, 2005), available at http://www.justice.gov/tax/usaopress/2005/txdv
050530.html.

537Press Release, DOJ, Riggs Bank Enters Guilty Plea and Will Pay $16
Million Fine for Criminal Failure to Report Numerous Suspicious Transactions
(Jan. 27, 2005), available at http://www.justice.gov/tax/usaopress/2005/txdv
050530.html.

538See Section 13:3[4] for a further discussion of the law-enforcement and
regulatory actions against IDBNY.

539See Section 13:3[4].
540See Section 13:3[4].
541See Section 13:3[4] for a further discussion of the law-enforcement and

regulatory actions against AEBI.
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proceeds through the Black Market Peso Exchange as well as
other private banking accounts controlled by apparently legiti-
mate South American businesses but held in the name of o�shore
shell companies and used to process “parallel currency exchange
market” transactions.542 Both types of accounts were character-
ized by suspicious incoming funds transfers such as multiple
sources of incoming funds (typically wire transfers) from persons
or entities unrelated to the account holders.543 In many cases, the
�nancial transactions were inconsistent with the nature of the
account holder's business as understood by AEBI personnel. The
factual statement focused speci�c attention on the use of bearer
share corporations incorporated in o�shore jurisdictions to hold
private banking accounts. It concluded that there are few, if any,
legitimate reasons for the use of bearer share companies and yet
it states that law-enforcement has found that the presence of
bearer share accounts is endemic to international private bank-
ing in the United States.544

There are signs of renewed regulatory focus on banking
relationships with foreign “politically exposed persons.” The U.S.
Senate Permanent Subcommittee on Investigations in February
2010 published a lengthy report discussing in depth four cases of
penetration of the U.S. �nancial system by alleged corrupt foreign
o�cials.545 This report came amid other international reports on
the failure of global e�orts to stem bribery and corruption.546 The
thrust of these reports was that greater e�orts must be made at
stemming the �ow of the proceeds of foreign corruption into
international banking markets. A recent regulatory response to
this issue can be found in the OCC enforcement action taken
against HBUS in October 2010.547 Among the various de�ciencies
cited by the OCC in its consent cease and desist order was inade-
quate collection and analysis of due diligence information on
politically exposed persons and inadequate monitoring. The order
directed HBUS to develop appropriate enhanced due diligence

542See footnote 104, Factual Statement, ¶ 4.
543See footnote 104, Factual Statement, ¶ 13.
544See footnote 104, Factual Statement, ¶ 22.
545Senate Comm. on Homeland Security and Governmental A�airs, Perma-

nent Subcomm. on Investigations, Keeping Foreign Corruption Out of the
United States: Four Case Histories (2010), available at http://www.hsgac.senat
e.gov/download/psi-sta�-report-keeping-foreign-corruption-out-of-the-us.

546See Paul L. Lee, A Renewed Focus on Foreign Corruption and Politically
Exposed Persons, 127 Banking L.J. 813 (2010).

547See Section 13:3[4] for a further discussion of this regulatory action.

§ 13:11Anti-Money Laundering

1309



procedures for politically exposed persons.548 A report issued in
July 2012 by the U.S. Senate Permanent Subcommittee on
Investigations dealing with HSBC has detailed most recently the
vulnerabilities of private banking operations to money
laundering.549

§ 13:12 Foreign assets control and economic sanctions
laws

[1] Legal Basis for Economic Sanctions
The United States has from time to time since the early 19th

century imposed embargoes or sanctions against foreign nations
seen as hostile to its interests.550 The present-day foreign assets
control laws of the United States, sometimes referred to as eco-
nomic sanctions laws or �nancial sanctions laws, evolved from
wartime measures adopted during the First World War. In 1917,
shortly after the United States' entry into that war, Congress
enacted the Trading with the Enemy Act (TWEA).551 TWEA, as
amended, remains in force. In its current form, TWEA forbids
any person subject to United States jurisdiction from trading
with an enemy during a declared war without a license from the
President of the United States.552 “Trading,” for these purposes, is
de�ned broadly in a way that includes any transaction or transfer
of property.553

In 1933, TWEA was amended to allow the President to impose
restrictions on foreign governments with which the U.S. was not
at war by declaring a “national emergency.”554 As a result, TWEA
was used during periods in the 20th century to impose embargoes
on a number of Communist-controlled countries, notably the
embargo against Cuba that was imposed in the early 1960s and

548See Section 13:3[4] for a further discussion of this regulatory action.
549See Senate Comm. on Homeland Security and Governmental A�airs, Per-

manent Subcomm. on Investigations, U.S. Vulnerabilities to Money Launder-
ing, Drugs and Terrorist Financing: HSBC Case History (2012), available at htt
p://www.hsgac.senate.gov/download/?id=2a76c00f-7c3a-44c8-902e-3d9b5dbd
0083.

[Section 13:12]
550See, e.g., Embargo Act, ch. 5, 2 Stat. 451 (1807) (imposing an embargo on

trade with Great Britain and France prior to the War of 1812).
551Trading with the Enemy Act, Pub. L. No. 65-91, 40 Stat. 411 (1917) (codi-

�ed as amended at 50 U.S.C.A. App. §§ 1 to 6, 7 to 39, and 41 to 44).
55250 U.S.C.A. App. § 3.
55350 U.S.C.A. App. § 2.
554Act of Mar. 9, 1933, Pub. L. No. 73-1, § 2, 48 Stat. 1, 1 to 2.
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remains in e�ect today.555

In 1977, Congress enacted a new economic sanctions statute,
the International Emergency Economic Powers Act (IEEPA),556

which governs economic sanctions other than in times of declared
war. At the time IEEPA was enacted, TWEA was amended to re-
strict its future use to declared wars.557 Existing peacetime sanc-
tions under TWEA, however, were allowed to remain in e�ect.558

Most of these TWEA sanctions were subsequently terminated,
and only Cuba remains subject to sanctions under TWEA.559

Today, IEEPA and related statutes provide the legal basis for a
wide variety of economic sanctions imposed by the United States.
The United States imposed some of these sanctions programs
unilaterally560 and imposed others in cooperation with the United
Nations or other international organizations.561 Many of these
sanctions programs are directed at particular foreign govern-
ments that the United States wishes to isolate. Several of these
countries are subject to sanctions that are su�ciently broad to
prohibit most banking transactions by persons in the U.S. with
persons in those countries.562 Other countries are sanctioned
under narrower programs, which restrict transactions with
designated individuals or entities, and sometimes with the
government itself, but not with persons in those countries

555Cuban Assets Control Regulations, 31 C.F.R. Pt. 515 (adopted 1963).
556International Emergency Economic Powers Act, Pub. L. No. 95-223, Title

II, 91 Stat. 1625, 1626 to 1629 (1977) (codi�ed as amended at 50 U.S.C.A.
§§ 1701 to 1706).

557Pub. L. No. 95-223, § 101(a), 91 Stat. at 1625.
558Pub. L. No. 95-223, § 101(b), 91 Stat. at 1625 (reprinted at 50 U.S.C.A.

App. § 5 note); see Regan v. Wald, 468 U.S. 222, 104 S. Ct. 3026, 82 L. Ed. 2d
171 (1984).

559See Cuban Assets Control Regulations, 31 C.F.R. Pt. 515; see also, e.g.,
Presidential Proclamation 8271, 73 Fed. Reg. 36,785 (June 26, 2008) (terminat-
ing exercise of TWEA authority with respect to North Korea).

560See, e.g., Cuban Assets Control Regulations, 31 C.F.R. Pt. 515.
561See, e.g., Exec. Order No. 13570, 76 Fed. Reg. 22,291 (Apr. 18, 2011)

(implementing UN Security Council resolutions imposing sanctions against
North Korea). Section 5 of the United Nations Participation Act (UNPA), 22
U.S.C. § 287c, authorizes the U.S. President to impose economic sanctions to
implement UN Security Council resolutions. In implementing UN-mandated
sanctions, the President typically invokes both UNPA and IEEPA.

562See, e.g., Cuban Assets Control Regulations, 31 C.F.R. Pt. 515; Iranian
Transactions and Sanctions Regulations, 31 C.F.R. Pt. 560, as amended by 77
C.F.R. 64664 (Oct. 22, 2012) and 77 C.F.R. 75845 (Dec. 26, 2012); Sudanese
Sanctions Regulations, 31 C.F.R. Pt. 538.
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generally.563 The United States also has adopted list-based sanc-
tions programs that are not directed against foreign governments
but at individuals or organizations believed to be involved in ter-
rorism, drug tra�cking, or the proliferation of weapons of mass
destruction.564

Sanctions under IEEPA are imposed by executive order of the
President of the United States and in most cases are implemented
by regulations issued by the Secretary of the Treasury and
administered by the O�ce of Foreign Assets Control (OFAC), an
o�ce within the U.S. Department of the Treasury. Each sanc-
tions program, whether country-based or list-based, has its own
set of regulations.565 The regulations for each program include
substantive prohibitions, de�nitions of terms (which sometimes
vary among the di�erent sets of regulations), interpretive guid-
ance, licenses and information about licensing policy, and cross-
references to record-keeping, reporting, and penalty provisions.

Separately, the United States has adopted the Iran Sanctions
Act of 1996 (ISA), a law that imposes sanctions on foreign
�nancial institutions and other non-U.S. companies that conduct
certain types of business with Iran.566 Four more recent laws—
the Comprehensive Iran Sanctions and Disinvestment Act of
2010 (CISADA),567 the National Defense Authorization Act for
Fiscal Year 2012 (NDAA),568 the Iran Threat Reduction and Syria
Human Rights Act of 2012 (ITRSHRA),569 and the Iran Freedom

563See, e.g., Exec. Order No. 13,566, 76 Fed. Reg. 11,315 (Feb. 25, 2011)
(blocking certain property and prohibiting certain transactions with respect to
Libya); Belarus Sanctions Regulations, 31 C.F.R. Pt. 548; Zimbabwe Sanctions
Regulations, 31 C.F.R. Pt. 541.

564See, e.g., 31 C.F.R. Pts. 536, 598 (narcotics-tra�cking sanctions), 544
(weapons of mass destruction sanctions), 594 to 597 (terrorism sanctions).

56531 C.F.R. Pts. 515 to 598.
566Iran Sanctions Act of 1996, Pub. L. No. 104-172, 110 Stat. 1541 (1996)

(ISA) (reprinted as amended at 50 U.S.C.A. § 1701 note).
567Comprehensive Iran Sanctions and Disinvestment Act of 2010, Pub. L.

No. 111-195, 124 Stat. 1312 (2010) (CISADA) (codi�ed as amended in scattered
sections of U.S.C.A.).

568National Defense Authorization Act for Fiscal Year 2012, Pub. L. No.
112-81, § 1245, 125 Stat. 1298, 1647–1650 (2011) (NDAA) (codi�ed at 22
U.S.C.A. § 8513a).

569Iran Threat Reduction and Syria Human Rights Act of 2012, Pub. L. No.
112-158, 126 Stat. 1214 (2012) (ITRSHRA) (codi�ed in scattered sections of
U.S.C.A.);
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and Counter-Proliferation Act of 2012 (IFCPA)570—have added
new sanctions with respect to Iran, either by amending the ISA
or adding new provisions. If a foreign �nancial institution or
other foreign company is sanctioned under the ISA or these re-
lated laws, �nancial institutions in the United States (including
the U.S. branches of foreign banks) may be restricted from doing
business with that foreign company (see Section 13:12[10]).

[2] Persons Required to Comply with U.S. Sanctions
Laws
As a general matter, compliance with the U.S. sanctions laws

is required of United States persons,571 de�ned to mean companies
organized under the laws of any U.S. jurisdiction (including their
foreign o�ces or branches), individual U.S. citizens or permanent
residents, and any person in the United States.572

Compliance with OFAC regulations is also required of o�ces,
branches, or subsidiaries of foreign companies located in the
United States, because any person within the United States
meets the de�nition of “United States person.”573 Thus, a U.S.
branch, agency, representative, or other o�ce of a foreign bank is
subject to the OFAC regulations, as is a U.S. subsidiary of a
foreign bank.

Importantly, a foreign bank can also be held responsible for a
violation of the OFAC regulations if the foreign bank acting from
a non-U.S. o�ce causes a U.S. bank or other U.S. person to
engage in a transaction that is not permitted by the regulations
(see Section 13:12[8]). This can occur if, for example, the foreign
bank misrepresents or omits information about the parties to a
transaction in order to induce a U.S. bank or other U.S. person to
process the transaction.

570Iran Freedom and Counter-Proliferation Act of 2012, Subtitle XII(D) of
the National Defense Authorization Act for Fiscal Year 2013, (IFCPA) Pub. L.
No. 112–239, 126 Stat. 1632, 2004–2018 (2013) (codi�ed in scattered sections of
U.S.C.A.).

571See, e.g., 31 C.F.R. §§ 560.206 (prohibiting U.S. persons from engaging in
trade-related transactions involving Iran), 538.205 (prohibiting U.S. persons
from exporting goods, services or technology from any country to Sudan).

572See, e.g., 31 C.F.R. §§ 560.314 (de�nition with respect to Iranian Transac-
tions and Sanctions Regulations; similar de�nitions exist for other sanctions
programs), 560.305 (the term “person” means an individual or entity).

573See, e.g., 31 C.F.R. §§ 515.329(b), 515.330(a)(2) (“person subject to the ju-
risdiction of the United States” under Cuban Asset Control Regulations includes,
among others, any person “actually in the United States”), 560.314 (“United
States person” under Iranian Assets Control Regulations includes, among oth-
ers, any person “in the United States”).
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With regard to the Cuba and Iran regulations, compliance
obligations also are imposed on foreign companies “owned or con-
trolled” by a United States person.574 This would include, for
example, any foreign �nancial institution or other company that
is a subsidiary of a U.S. company. With regard to the sanctions
programs other than Iran and Cuba, the sanctions do not directly
apply to foreign subsidiaries of U.S. companies located outside
the United States so long as the U.S. parent company is not
involved in the transaction, is not required to approve it and does
not otherwise “facilitate” the transaction.575 However, the term
“facilitate” is broadly de�ned in the OFAC regulations and so as
a practical matter the prohibitions in most OFAC regulations
will often extend to foreign subsidiaries of U.S. companies.576 In
addition, the OFAC regulations apply to individual U.S. nation-
als or residents working for foreign companies overseas.577

Separately, the Iran Sanctions Act and related laws can impose
sanctions on wholly foreign �nancial institutions and other
foreign companies in response to actions that those companies
take outside the United States (see Section 13:12[10]). Under
these laws, the United States does not purport to exercise
extraterritorial jurisdiction directly over the foreign company.
Rather, the laws are framed as a prohibition or restriction against
United States persons—including U.S. banks and U.S. branches
of foreign �nancial institutions—doing business with the foreign
banks or other companies that have been placed on the sanctions

57431 C.F.R. § 515.329(d) (for purposes of the Cuban Assets Control Regula-
tions, de�ning “persons subject to the jurisdiction of the United States” to
include any person “owned or controlled” by a U.S. person); 31 C.F.R. § 560.215,
as added by 77 Fed. Reg. 75,845, 75,848 (Dec. 26, 2012) (replying persons “owned
or controlled” by U.S. persons to comply with Iranian Transactions and Sanc-
tions Regulations).

575See, e.g., 31 C.F.R. § 538.206 (prohibiting U.S. persons from approving,
�nancing, brokering, or otherwise facilitating Sudanese transactions by non-
United States persons).

576See, e.g., 31 C.F.R. § 538.407 (giving examples of activities by U.S. busi-
nesses that would constitute violation of prohibition on facilitation or approval
of transactions by foreign a�liates with respect to Sudan).

577See, e.g., 31 C.F.R. §§ 515.329(a) (“person subject to the jurisdiction of the
United States” under Cuban Asset Control Regulations includes, among others,
“any individual, wherever located, who is a citizen or permanent resident of the
United States”), 560.314 (“United States person” under Iranian Assets Control
Regulations includes, among others, “any United States citizen or permanent
resident alien.”), 560.206 (prohibiting trade-related transactions involving Iran
by a United States person “wherever located”).
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list.578 The ability to deal with U.S. �nancial institutions directly
or indirectly is important to the business of most foreign banks.
Thus, as a practical matter, foreign banks and other �nancial
institutions typically will treat these U.S. laws as prohibitions
that apply to them directly.

[3] Summary of Current Sanctions Programs
United States sanctions programs change frequently in re-

sponse to current events. Because sanctions regulations are
understood to involve foreign a�airs, the Treasury Department
issues sanctions regulations without the notice and comment pe-
riod that is required for most other regulations.579 For that rea-
son, it is important to check the current status of the laws, orders
and regulations administered by OFAC and not rely on sum-
maries that may rapidly become obsolete. Nonetheless, certain
features of the sanctions regulations have been fairly stable over
a number of years.

Cuba has been subject to a comprehensive embargo since the
early 1960s. The embargo took essentially its current form in
1963 when the Treasury Department promulgated the Cuban As-
sets Control Regulations.580 Under the Cuban Assets Control
Regulations, property in which the government of Cuba or a
Cuban national has an interest is “blocked.”581 This means that
persons subject to U.S. jurisdiction may not deal in or transfer
the property or any interest in the property (see Section 13:12[5]).
“Property” is de�ned broadly to include, among other things,
money, securities, receivables, contracts, services, and all other

578See, e.g., Exec. Order No. 13622, §§ 3 to 4, 77 C.F.R. 45897, 45898–45899
(July 30, 2012) (barring U.S. persons from certain transactions involving foreign
persons engaging in certain types of dealings with Iran); 31 C.F.R. § 561.201, as
amended by 77 C.F.R. 66918, 66919 (Nov. 8, 2012) (barring U.S. persons from
certain transactions with foreign �nancial institutions sanctioned for dealing
with certain Iranian banks).

579See 5 U.S.C.A. § 553(a)(1) (2006) (exempting rules relating to a “foreign
a�airs function” from notice and comment requirements); see also, e.g., 76 Fed.
Reg. 5072, 5074 (Jan. 28, 2011) (amending Cuban Asset Control Regulations
without notice and comment in reliance on the foreign-a�airs exception to 5
U.S.C.A. § 553).

580Cuban Assets Control Regulations, 28 Fed. Reg. 6974 (July 9, 1963) (codi-
�ed as amended at 31 C.F.R. Pt. 515).

58131 C.F.R. § 515.201(b) (prohibiting transfers of property in which a Cuban
national has an interest); see also 31 C.F.R. § 515.319 (de�nition of “blocked ac-
count” as an account in which a Cuban national has an interest).
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types of real, personal, or mixed property582—in e�ect, virtually
anything that might be the subject of any kind of transaction by
a bank or any other company.583 As a result, banks in the U.S.
and other persons subject to U.S. jurisdiction generally may not
engage in any transaction in which the Cuban government or a
Cuban national has any direct or indirect interest.584

The Cuban Assets Control Regulations apply not only to U.S.
companies, citizens and permanent residents and persons in the
U.S. but also corporations, partnerships, or other organizations
“owned or controlled” by them.585 This means that foreign subsid-
iaries of U.S. companies, including foreign banks owned by U.S.
banking entities, are required to comply with the restrictions.

The Cuba sanctions are unique in that they include a ban on
most travel-related transactions by persons subject to U.S.
jurisdiction.586 Although IEEPA contains an exemption for travel-
related transactions,587 the exemption does not apply to the Cuba
embargo because it was established under TWEA.588

Some exceptions to the embargo exist. For example, property of
individual Cuban nationals who have taken up residence in the
United States have been unblocked589 and, subject to certain
documentation requirements, so has property of individual Cuban
nationals who have taken up residence in third countries.590 This
means, for example, that a bank may open an account, and pro-
cess transactions on an account, for an individual Cuban national
habitually residing outside of Cuba without the need for speci�c
permission from OFAC, as long as the individual supplies
documentation of his or her residence as speci�ed in the ap-

58231 C.F.R. § 515.311(a).
583See O�ce of Foreign Assets Control, OFAC Regulations for the Financial

Community 4 (May 6, 2011) (“Practically everything that banks do every day
involves ‘property’ within the meaning of the regulations.”), available at http://w
ww.treasury.gov/resource-center/sanctions/Documents/facbk.pdf.

584See 31 C.F.R. §§ 515.201(b) (prohibiting transfers of property in which a
Cuban national has an interest), 515.310 (2010) (de�ning “transfer” to include
any actual or purported act or transaction creating, surrendering, releasing,
altering, or transferring any interest in property), 515.512 (de�ning “interest”
in property to include any “direct or indirect” interests of any kind).

58531 C.F.R. §§ 515.329(d), 515.330(a)(4).
58631 C.F.R. §§ 515.415, 515.420.
58750 U.S.C.A. § 1702(b)(4).
588See 31 C.F.R. Pt. 515 (citing Trading with the Enemy Act, 50 U.S.C.A.

App. §§ 1 et seq., as authority for regulations).
58931 C.F.R. § 515.505(a).
59031 C.F.R. § 515.505(b).
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plicable regulation.591

Iran has long been subject to a comprehensive U.S. trade
embargo under IEEPA,592 but the scope of the U.S. sanctions
against Iran has recently undergone a dramatic expansion.
Recently, the Iranian Transactions and Sanctions Regulations
(ITSR) were expanded to apply to foreign companies “owned or
controlled” by a U.S. person.593 In this respect, the Iran sanctions
are now similar to the Cuba sanctions. In the event of a violation
of the sanctions, the U.S. parent company as well as the subsid-
iary is liable for penalties.594 Although authorizations at one time
existed under the predecessor to the ITSR that allowed U.S.
banks to process “U-turn” transactions involving Iran, those
authorizations have been rescinded, and U-turn transactions
involving Iran are currently prohibited.595

In addition, executive orders and regulations adopted to imple-
ment the Comprehensive Iran Sanctions and Disinvestment Act
of 2010596 and related laws authorize sanctions against non-U.S.
banks that do certain types of business with Iranian banks. These
provisions are discussed in detail in Section 13:12[10][b].

U.S. laws also prohibit most transactions by United States
persons with Syria or the Republic of the Sudan (North Sudan).597

59131 C.F.R. § 515.505(b).
592Iranian Transactions Regulations, 31 C.F.R. Pt. 560.
593Executive Order 13628, § 4, 77 C.F.R. 62139, 62141 (Oct. 12, 2012); 31

C.F.R. § 560.215, as added by 77 C.F.R. 75845, 75848 (Dec. 26, 2012); see also
22 U.S.C. § 8725(b) (ITRSHRA provision requiring adoption of this change).

59422 U.S.C.A. § 8725(c).
59573 Fed. Reg. 66,541 (Nov. 10, 2008) (amendment to Iranian Transactions

Regulations revoking previous authorization for U-turn transactions). The
U-turn provision authorized transactions in a U.S. dollar clearing account
involving a transfer by order of a non-Iranian foreign bank from its own account
in a domestic U.S. bank to an account held by a domestic U.S. bank for another
non-Iranian foreign bank. In e�ect, a U-turn transaction was a transaction ini-
tiated outside the United States as a dollar-denominated transaction by order of
a foreign bank to customers; it then became a transfer from a correspondent ac-
count held by a U.S. bank for a foreign bank to a correspondent account held by
a U.S. bank for another foreign bank; and it ended up outside the United States
as a transfer to a dollar-denominated account of the second foreign bank's
customer.

596Comprehensive Iran Sanctions and Disinvestment Act of 2010, Pub. L.
No. 111-195, 124 Stat. 1312 (2010) (CISADA) (codi�ed as amended in scattered
sections of U.S.C.A.).

597Sudanese Sanctions Regulations, 31 C.F.R. Pt. 538 (prohibiting most
transactions involving Sudan and blocking property of certain persons associ-

§ 13:12Anti-Money Laundering

1317



Burma (Myanmar) is subject to much more limited sanctions,598

and a previous ban on funds transfers and other �nancial ser-
vices to persons in Burma599 has largely been lifted.600

With respect to certain other countries, the United States has
restricted transactions with the government itself, with certain
designated persons or with both.601 The United States also has
adopted list-based sanctions programs that are not directed to a
particular government but instead are global sanctions against
categories of parties such as terrorists and narcotics tra�ckers.602

The individuals and entities designated under these programs
are included on a master list of “Specially Designated Nationals”
that OFAC regularly updates.603

Because of a statute commonly known as the “Berman Amend-
ment,” transactions for the purchase and sale of books, �lms,
recordings, photographs, and similar types of “information and
informational material” are exempt from all of the sanctions
programs administered by OFAC.604 Certain other types of
transactions also are exempt or are authorized under a “general
license,” or may be authorized by a “speci�c license” issued by
OFAC in its discretion (see Section 13:12[4]).

ated with the Government of Sudan); Executive Order No. 13582, 76 Fed. Reg.
52,209 (Aug. 18, 2011) (prohibiting most transactions involving Syria and block-
ing property of the Government of Syria and certain other persons). For
purposes of the Sudanese Sanctions Regulations, “Sudan” does not include the
newly independent Republic of South Sudan. See 31 C.F.R. § 538.305, Note 1,
added by 76 Fed. Reg. 76,617, 76,618 (Dec. 8, 2011).

598Burmese Sanctions Regulations, 31 C.F.R. Pt. 537.
59931 C.F.R. §§ 537.202, 537.305.
600O�ce of Foreign Assets Control, Burmese Sanctions Regulations General

License No. 16 (July 11, 2012), available at http://www.treasury.gov/resource-ce
nter/sanctions/Programs/Documents/burmagl16.pdf. Transactions involving a
designated blocked person remain forbidden, except that transactions involving
an account of a blocked Burmese bank, other than an account on the books of a
U.S. �nancial institution, are authorized.

601See, e.g., Exec. Order No. 13,566, 76 Fed. Reg. 11,315 (Feb. 25, 2011)
(blocking certain property and prohibiting certain transactions with respect to
Libya); Belarus Sanctions Regulations, 31 C.F.R. Pt. 548; Zimbabwe Sanctions
Regulations, 31 C.F.R. Pt. 541.

602See, e.g., 31 C.F.R. Pts. 536, 598 (counter-narcotics-tra�cking sanctions);
31 C.F.R. Pts. 594 to 597 (counterterrorism sanctions).

603See O�ce of Foreign Assets Control, Specially Designated Nationals and
Blocked Persons (updated frequently), available at http://www.treasury.gov/reso
urce-center/sanctions/SDN-List.

60450 U.S.C.A. § 1705(b)(3) (IEEPA exemption); 50 U.S.C.A. App. § 5(b)(4)
(TWEA exemption).
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[4] General and Speci�c Licenses
“General licenses” and “speci�c licenses” are two key concepts

found throughout the regulations and orders administered by
OFAC. A “license,” for these purposes, means an authorization to
engage in a transaction that otherwise would be prohibited by
sanctions regulations.605 A general license is an authorization to
that anyone may use, without the need to apply for it, which is
normally set forth in the regulations themselves.606 Some general
licenses, however, are published separately from the regulations
and posted on OFAC's Web site before they are formally
incorporated into the regulations.607 Some general licenses are
very broad, covering large categories of transactions that would
otherwise be prohibited.608 Despite the name, however, other “gen-
eral” licenses are very narrowly de�ned and apply only if certain
detailed criteria are satis�ed.609

In addition, OFAC accepts applications for speci�c licenses. A
speci�c license normally authorizes a named person or persons to
engage in particular transactions.610 The issuance of a speci�c
license is normally within OFAC's discretion. In some cases,
OFAC's regulations contain guidance on the types of transactions
that OFAC considers licensable.611 In a few instances, OFAC's
authority to issue speci�c licenses is limited by statute.612

For some types of speci�c license applications, OFAC has

605See, e.g., 31 C.F.R. §§ 515.516, 560.310 (de�ning “license” for purposes of
Cuban and Iranian sanctions; other regulations contain similar provisions).

60631 C.F.R. § 501.801(a).
60731 C.F.R. § 501.801(a).
608See, e.g., O�ce of Foreign Assets Control, Burmese Sanctions Regulations

General License No. 18 (Nov. 16, 2012) (broadly authorizing importation of all
Burmese products, other than jadeite or rubies, into the United States), avail-
able at http://www.treasury.gov/resource-center/sanctions/Programs/Documents/
burmagl18.pdf.

609See, e.g., 31 C.F.R. § 515.565 (setting out detailed criteria specifying
when transactions related to educational travel to Cuba are permitted without
a speci�c license).

61031 C.F.R. § 501.801(b)(1).
611See, e.g., 31 C.F.R. § 515.560(a) and (b) (explaining which types of travel

to Cuba are subject to general licenses or licensable under speci�c licenses).
612See, e.g., 22 U.S.C.A. § 6005(a)(1) (prohibiting OFAC from licensing

certain trade with Cuba by foreign subsidiaries of U.S. companies); Trade
Sanctions Reform and Export Enhancement Act of 2000, Pub. L. No. 105-387,
§ 910(b), 114 Stat. 1549, 1549A-72 (2000) (prohibiting OFAC from licensing
tourist travel to Cuba); Tom Lantos Block Burmese JADE (Junta's
Anti-Democratic E�orts) Act of 2008, Pub. L. No. 110-286, § 5(i), 122 Stat. 2632
(2008) (reprinted at 50 U.S.C.A. § 1701 note) (authorizing waiver of certain
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prescribed the use of a particular form. For example, an applica-
tion for a speci�c license to unblock funds that have been blocked
by a bank or other �nancial institution (see Section 13:12[5])
requires the use of a barcoded application form available on
OFAC's Web site.613 A di�erent online form may be used to
request permission to travel to Cuba, but use of this form is
voluntary.614 Other types of license applications are made by let-
ter615 though in some cases OFAC has published guidance about
the speci�c types of information that should be included.616 The
time required for OFAC to grant or deny a license application
can vary greatly.

[5] Blocked and Rejected Transactions
“Blocking” is a key concept in many of the sanctions programs

that OFAC administers. The regulations “block” property and
interests in property belonging to nationals of Cuba, some
designated foreign governments, and persons and entities that
OFAC has listed as Specially Designated Nationals, to the extent
that that property comes into the United States or into the pos-
session or control of a United States person (or, in the case of
Cuba or Iran, an entity owned or controlled by a United States
person).617 Blocked property must not be transferred or otherwise
dealt with.618

This means that if a bank in the United States receives instruc-
tions for a wire transfer to a blocked person, the bank may not
simply reject the transfer. Rather, the bank must “block” the
funds—that is, freeze them so that they cannot be withdrawn or
transferred—and must notify OFAC that the funds have been

Burma sanctions only upon speci�c �ndings by President and report to
Congress).

61331 C.F.R. § 515.801(b)(2) (requiring use of form); O�ce of Foreign Assets
Control, Application for the Release of Blocked Funds, available at http://www.t
reasury.gov/resource-center/sanctions/Documents/license.pdf.

614O�ce of Foreign Assets Control, License Application for Travel to Cuba,
available at https://cubatravel.ofac.treas.gov/.

61531 C.F.R. § 501.801(b)(2).
616See, e.g., 31 C.F.R. § 501.801(b)(3) (describing required contents of all

speci�c license applications); O�ce of Foreign Assets Control, Sudanese Sanc-
tions Regulations: Registration of Non-Governmental Organizations, available
at http://www.treasury.gov/resource-center/sanctions/Documents/ngo�guide.pdf
(setting forth guidelines for certain types of license applications by NGOs).

617See, e.g., 31 C.F.R. § 515.201(b) (Cuba); 31 C.F.R. § 560.215, as added by
77 Fed. Reg. 75,845, 75,848 (Dec. 26, 2012) (Iran).

618See, e.g., 31 C.F.R. § 515.201(b).
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blocked.619 In most cases, the frozen funds must promptly be
placed into an interest-bearing blocked account in the United
States.620

For example, if a funds transfer comes from outside the United
States and is being routed through a U.S. bank (or a U.S. o�ce of
a foreign bank) to an o�shore bank and there is an OFAC-
designated party on the transaction, it must be blocked. Funds
must be blocked if a blocked person has any interest in the
transaction. This means, for example, that a transfer from, to or
through the U.S. must be normally be blocked if the sender, the
bene�ciary, or any bank involved in the transaction is a blocked
person, unless a general or speci�c license applies. If a U.S. bank
(or a U.S. o�ce of a foreign bank) receives instructions to make
an unlicensed funds transfer involving a blocked person, it must
execute the order by placing the funds into a blocked account.621

A payment order involving a blocked person cannot be canceled
or amended after it is received by a U.S. bank (or U.S. o�ce of a
foreign bank) except with an authorization from OFAC.

If 50% or more of the stock of a company is owned by a blocked
person, then OFAC considers the blocked person to have an inter-
est in all the company's assets so that the company itself must be
treated as a blocked person.622 The Cuban Asset Control Regula-
tions also block any company if a “substantial part” of its equity
or debt securities owned or controlled by a Cuban national;623 in
that case, the 50% threshold would not apply. Some other sanc-
tions regulations, such as those for Sudan or Iran, block any
entity that is “owned or controlled” by a blocked person or
entity;624 in that case, too, it is possible that something less than
50% ownership could amount to e�ective control in particular

619See O�ce of Foreign Assets Control, OFAC Regulations for the Financial
Community at 3 (May 6, 2011), available at http://www.treasury.gov/resource-ce
nter/sanctions/Documents/facbk.pdf; O�ce of Foreign Assets Control, Frequently
Asked Questions and Answers, available at http://www.treasury.gov/resource-ce
nter/faqs/Sanctions/Pages/answer.aspx.

620See, e.g., 31 C.F.R. § 515.205 (Cuba); 31 C.F.R. § 560.213, as added by 77
Fed. Reg. 64,664, 64,670–64,671 (Oct. 22, 2012) (Iran).

621See, e.g., 31 C.F.R. § 515.205 (Cuba); 31 C.F.R. § 560.213, as added by 77
Fed. Reg. 64,664, 64,670–64,671 (Oct. 22, 2012) (Iran).

622O�ce of Foreign Assets Control, Guidance on Entities Owned by Persons
Whose Property and Interests in Property Are Blocked, available at http://www.t
reasury.gov/resource-center/sanctions/Documents/licensing�guidance.pdf.

62331 C.F.R. § 515.302(a)(2)(iii).
62431 C.F.R. § 538.305(a)(3) (de�ning “Government of Sudan” to include

“[a]ny entity owned or controlled by” the government of Sudan or one of its po-
litical subdivisions); 31 C.F.R. § 560.304 (de�ning “Government of Iran” to

§ 13:12Anti-Money Laundering

1321



circumstances. If a bank in the United States knows or has rea-
son to believe that an entity is blocked by reason of being owned
or controlled by a blocked person under these provisions, it may
be required to block transactions involving that entity even if the
entity has not been placed on the Specially Designated Nationals
list. In doubtful cases, the bank should contact OFAC for
guidance.

Not all of the OFAC sanctions regulations involve blocking. For
example, the OFAC regulations prohibit transfers to persons in
Sudan, or transfers in support of most transactions involving
Sudan or Sudanese goods or services, but the funds are not
blocked unless the transaction involves a person, bank or other
entity on the Specially Designated Nationals list (or owned or
controlled by a person on the list).625 Where no blocked person is
involved, a prohibited transaction must be “rejected”—that is, not
processed—and OFAC must be noti�ed of the rejected
transaction.626

The Iranian Transactions and Sanctions Regulations are simi-
lar to the Sudanese Sanctions Regulations in this regard.627 In
practice, however, funds transfers to Iran must normally be
blocked rather than rejected because substantially all Iranian
�nancial institutions have been designated as blocked.628

[6] Reporting, Record-keeping and Screening
Requirements
A bank or other �nancial institution, including a U.S. branch,

agency, or other U.S. o�ce of a foreign bank, that blocks or rejects
a transaction under the sanctions regulations must report the

include “[a]ny person owned or controlled, directly or indirectly,” by the govern-
ment of Iran or one of its political subdivisions).

625See Sudanese Sanctions Regulations, 31 C.F.R. Pt. 538; see also 31 C.F.R.
§ 501.604(a) and (b) (distinguishing blocked transactions from rejected
transactions).

626See 31 C.F.R. § 501.604.
627See Iranian Transactions and Sanctions Regulations, 31 C.F.R. Pt. 560.
628See 22 U.S.C.A. § 8513a(c) (requiring blocking of Iranian �nancial

institutions). In addition, Bank Saderat has been designated as blocked under
the Global Terrorism Sanctions Regulations, 31 C.F.R. Pt. 594, and many other
Iranian or Iran-a�liated banks have been designated as blocked under the
Weapons of Mass Destruction Proliferators Sanctions Regulations, 31 C.F.R. Pt.
544. See O�ce of Foreign Assets Control, Specially Designated Nationals and
Blocked Persons List (Dec. 21, 2012), available at http://www.treasury.gov/ofac/d
ownloads/t11sdn.pdf.
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transaction to OFAC within 10 business days.629 In addition,
banks and other �nancial institutions holding blocked property
must �le with OFAC an annual report of blocked property.630

OFAC regulations require that records of all blocked or rejected
transactions, as well as transactions that are permitted by an
OFAC license, must be retained for at least �ve years from the
date of the transaction.631 In addition, �nancial institutions hold-
ing blocked funds or other blocked property must retain records
of the blocked property for at least �ve years after the property is
unblocked.632 These requirements are in addition to any other
record-keeping requirements that may apply under other laws.

OFAC itself does not prescribe any particular compliance
procedures, but U.S. bank regulators require that the banks they
regulate maintain e�ective procedures for detecting potential
violations of the OFAC sanctions regulations.633 To minimize the
risk of OFAC penalties, banks should have a well-de�ned OFAC
compliance program with clearly de�ned lines of responsibility,
su�cient levels of sta�ng, and appropriate and e�ective training
and quality control.634 OFAC has issued enforcement guidelines
that provide guidance on how it determines a course of enforce-
ment action. These guidelines con�rm that although the OFAC
regime itself remains a strict liability regime, OFAC will consider
an institution's risk-based compliance program as one of the fac-
tors in its enforcement calculus.635 For banking institutions, the
FFIEC Manual provides additional guidance on the views of the
federal banking agencies as to the requirements for a robust
OFAC compliance program. In a section entitled “O�ce of Foreign
Asset Control—Overview,” there is a detailed discussion of the
regulatory expectations for a compliance program based on a
comprehensive risk assessment by the institution of its OFAC

62931 C.F.R. §§ 501.603(b)(1)(i) (blocked transactions), 501.604(c) (rejected
transactions).

63031 C.F.R. § 501.603(b)(2).
63131 C.F.R. § 501.601.
63231 C.F.R. § 501.601.
633See O�ce of Foreign Assets Control, OFAC Regulations for the Financial

Community at 3 (May 6, 2011), available at http://www.treasury.gov/resource-ce
nter/sanctions/Documents/facbk.pdf.

634See 31 C.F.R. Pt. 501 App. A annex (OFAC risk matrix for �nancial
institutions).

635Economic Sanctions Enforcement Guidelines, 31 C.F.R. Pt. 501, App. A.
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risk pro�le.636 To identify potential OFAC violations, banks gen-
erally use commercially available interdiction software, which
matches customer or bene�ciary names against the OFAC
Specially Designated Nationals list and other lists and by checks
for references to embargoed countries. If a possible match or “hit”
is found, the compliance program typically refers the transaction
to one of the bank's compliance o�cers for manual review. If
bank personnel are unable to determine whether the hit is a true
match, they may contact OFAC for guidance on whether the
transaction must be blocked or rejected.637

[7] Penalties
Penalties for violation of sanctions regulations can be severe.

In 2007 and 2010, respectively, IEEPA638 and TWEA639 were
amended to increase the maximum penalties greatly.640 Under
current law, OFAC may impose civil monetary penalties under
IEEPA of up to $250,000 per violation (subject to periodic adjust-
ments for in�ation) or twice the amount of the transaction in
question, whichever is greater.641 Under TWEA, the maximum
civil monetary penalty per violation is $65,000 (subject to periodic
adjustments for in�ation),642 and the funds or property involved

636FFIEC Manual at 147–159.
637See O�ce of Foreign Assets Control, Frequently Asked Questions and

Answers, available at http://www.treasury.gov/resource-center/faqs/Sanctions/Pa
ges/answer.aspx.

638International Emergency Economic Powers Act, Pub. L. No. 95-223, 91
Stat. 1626 (1977) (codi�ed as amended at 50 U.S.C.A. §§ 1701 to 1706).

639Trading with the Enemy Act, Ch. 106, 40 Stat. 411 (1917) (codi�ed as
amended at 50 U.S.C.A. App. §§ 1 to 6, 7 to 39, and 41 to 44).

640International Emergency Economic Powers Enhancement Act, Pub. L.
No. 110-96, § 2, 112 Stat. 1011, 1011 (2007) (increasing IEEPA civil and crimi-
nal penalties); Comprehensive Iran Sanctions, Accountability, and Divestment
Act of 2010, Pub. L. No. 111-195, § 107(a)(4), 124 Stat. 1312, 1337 (2010)
(increasing criminal penalties under TWEA and other related statutes to match
the criminal penalties under IEEPA).

64150 U.S.C.A. § 1705(b) (establishing penalty amounts as $250,000 or twice
the amount of the violation); Federal Civil Penalties In�ation Adjustment Act of
1990, Pub. L. No. 101-410, 104 Stat. 890 (1990) (authorizing in�ation adjust-
ments) (reprinted at 28 U.S.C.A. § 2461 note).

642See 50 U.S.C.A. App. § 16(b)(1) (establishing maximum penalty as $50,000
per violation); Federal Civil Penalties In�ation Adjustment Act of 1990, Pub. L.
No. 101-410, 104 Stat. 890 (1990) (authorizing in�ation adjustments) (reprinted
at 28 U.S.C.A. § 2461 note); 31 C.F.R. § 501.701(a)(3) (stating that maximum
amount has been adjusted to $65,000 for in�ation).
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in the transaction may be forfeited to the government.643 Where a
company has engaged in a pattern of repeated violations of
OFAC's regulations, the maximum penalty for all violations in
the aggregate can become very large, as each transaction consti-
tutes a separate violation.

OFAC has the discretion to impose a civil monetary penalty,
after a hearing, regardless of fault.644 In determining the amount
of the civil monetary penalty, however, OFAC will consider
whether the violation was willful or reckless.645 OFAC also has
discretion to take no action, to issue a cautionary letter, or to
make a �nding of violation without imposing a civil penalty.646

OFAC has issued a detailed set of penalty guidelines that it
uses to determine the amount of a civil penalty.647 Where the
violation involves a prohibited transaction (rather than a failure
to keep required records or �le a required report), OFAC's civil
penalty guidelines call for OFAC �rst to determine if it considers
the violation “egregious” or “non-egregious.”648 If the violation
was egregious, the base amount for the penalty is the statutory
maximum at the time of the violation;649 otherwise, the base
amount is determined from a schedule depending on the value of
the transaction but no more than the statutory maximum.650 If
the violation came to OFAC's attention through voluntary
disclosure by the respondent, however, the base amount is
reduced by 50% or more.651 OFAC then adjusts this amount up or
down in its discretion, based on aggravating and mitigating cir-
cumstances, to arrive at the proposed penalty amount.652 The cir-
cumstances that OFAC takes into account include such factors as
willfulness, recklessness, concealment, cooperation with OFAC,
involvement by senior management, existence of an e�ective
compliance program, harm caused by the violation to the objec-
tives of the sanctions program, and many other potentially rele-

64350 U.S.C.A. App. § 16(b)(2).
644Compare 50 U.S.C.A. § 1705(c) (imposing criminal liability on those who

“willfully” violate the law) with 50 U.S.C.A. § 1705(a) and (b) (not including any
intent requirement for civil penalties).

64531 C.F.R. Pt. 501, App. A, § III(A)(1) and (2).
64631 C.F.R. Pt. 501, App. A, § II.
64731 C.F.R. Pt. 501, App. A.
64831 C.F.R. Pt. 501, App. A, § V(B)(1).
64931 C.F.R. Pt. 501, App. A, § V(B)(2)(a)(iv).
65031 C.F.R. Pt. 501, App. A, § V(B)(2)(a)(ii).
65131 C.F.R. Pt. 501, App. A, § V(B)(2)(a)(i), (iii).
65231 C.F.R. Pt. 501, App. A, § V(B)(2)(b).
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vant considerations.653 OFAC has the authority to agree to a
settlement with the subject of the proceeding.654

OFAC's penalty guidelines apply a di�erent method of compu-
tation if the violation consists of a failure to �le a required report
or keep adequate records. Under the guidelines, failure to �le a
required report can result in a civil penalty of up to $20,000, or
up to $50,000 if the report involves a transaction over $500,000.655

Late �ling of a required report can result in a civil penalty of up
to $2,500 if the report is less than 30 days late or $5,000 if the
report is more than 30 days late.656 If the report relates to blocked
assets, an additional $1,000 can be added for each additional 30
days the report is overdue, up to �ve years.657 Failure to maintain
required records can result in a penalty up to $50,000 under the
guidelines.658 These penalties can be applied in addition to any
penalties assessed for the underlying transaction.

If a violation of any of OFAC's regulations was “willful”—that
is, was committed with knowledge that the conduct was unlaw-
ful—criminal prosecution is possible.659 Criminal prosecution of a
company o�cer, director, or agent is possible if the individual
knowingly participated in a violation by the company.660 On
conviction under either IEEPA or TWEA, the maximum criminal
penalty per violation is a �ne of up to $1 million for an individual
or a corporation and, for an individual, imprisonment for up to 20
years.661

[8] Application of United States Sanctions Regulations
to Banks Outside the United States; Prohibitions on
Evasion or Facilitation.
As discussed, the sanctions laws apply to U.S.-incorporated

companies (and, in the case of Cuba and Iran, their subsidiaries),
U.S. citizens, U.S. permanent residents, and persons in the

65331 C.F.R. Pt. 501, App. A, § III.
65431 C.F.R. Pt. 501, App. A, § V(B).
65531 C.F.R. Pt. 501, App. A, § IV(A).
65631 C.F.R. Pt. 501, App. A, § IV(B).
65731 C.F.R. Pt. 501, App. A, § IV(B).
65831 C.F.R. Pt. 501, App. A, § IV(C).
65950 U.S.C.A. § 1705(c); 50 U.S.C.A. App. § 16(a).
66050 U.S.C.A. App. § 16(a) (providing for criminal prosecution of o�cer,

director or agent who knowingly participates in a TWEA o�ense); see also 50
U.S.C.A. § 1705(c) (imposing same penalty on person who conspires to commit
an o�ense under IEEPA); 18 U.S.C.A. § 2(a) (person who aids or abets an of-
fense can be charged as a principal).

66150 U.S.C.A. § 1705(c) (IEEPA); 50 U.S.C.A. App. § 16(a) (TWEA).
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United States (see Section 13:12[2]). The regulations, however,
can also apply to foreign companies or individuals outside the
United States, if the transaction involves property in the United
States662 or the transaction takes place in the United States.663 In
addition, OFAC's sanctions regulations typically contain provi-
sions prohibiting any transaction that has the intent or e�ect of
evading compliance with the sanctions regulations.664

Foreign banks and other companies can also get caught up in
U.S. sanctions laws to the extent that they have employees, of-
�cers, directors, or agents who are U.S. nationals or permanent
residents or have parent companies, subsidiaries, or a�liates
that are U.S. companies. Many of the sanctions regulations pro-
hibit such U.S. persons from approving or facilitating transac-
tions by a foreign person that would be forbidden to the U.S.
persons themselves.665 This means, in e�ect, that U.S. individuals
and entities are required to comply with U.S. sanctions laws even
if they are acting outside the United States on behalf of a foreign
entity and not on their own behalf.

[9] Enforcement Actions Against Foreign Banks
In a series of widely publicized cases in 2009, 2010, 2011 and

2012, foreign banks have been investigated and threatened with
criminal prosecution for causing prohibited transactions to be
processed in the United States. Most of these large cases involved
allegations that the banks had willfully “stripped” details from
wire transfer instructions in order to conceal the involvement of
Iran or other sanctioned countries or persons in the transfers and
to evade the OFAC regulations that forbid processing such
transfers through �nancial institutions in the United States.

Many of these investigations were resolved by deferred prose-
cution agreements or settlement agreements requiring the banks
to pay large �nes and to take steps to ensure future compliance.
For example, Lloyds TSB Bank plc, Credit Suisse AG, ABN
AMRO Bank N.V., Barclays Bank PLC, ING Bank N.V., Stan-
dard Chartered Bank, and HSBC Holdings plc each agreed to
forfeit hundreds of millions of dollars and to adopt new compli-
ance measures as a result of OFAC violations. Details of these
cases and others are described in Section 13:10[4].

662See, e.g., 31 C.F.R. §§ 515.201(b)(2), 515.313 (Cuba).
663See, e.g., 31 C.F.R. §§ 538.205 (Sudan), 560.203 (Iran).
664See, e.g., 31 C.F.R. §§ 515.201(c) (Cuba), 538.211 (Sudan), 560.203 (Iran).
665See, e.g., 31 C.F.R. § 538.206 (Sudan), 560.208 (Iran).
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[10] Sanctions Against Foreign Companies and
Financial Institutions Doing Business with Iran
In 2010, Congress enacted the Comprehensive Iran Sanctions,

Accountability, and Divestment Act of 2010 (CISADA),666 which
was intended to isolate Iran further by imposing sanctions on
foreign companies that do certain types of business with Iran. In
particular, CISADA requires the President to impose sanctions
against any foreign company or �nancial institution that is found
to have knowingly engaged in certain types of business with Iran.

Two sections of CISADA are particularly relevant from the
standpoint of a foreign �nancial institution. Section 102 of CISADA
amends the Iran Sanctions Act of 1996 (ISA)667 to trigger sanc-
tions against any foreign company—potentially including foreign
�nancial institutions—that assist Iran in developing petroleum
resources, developing petroleum re�ning capability, or importing
re�ned petroleum. Section 104 of CISADA adds some additional
prohibitions speci�cally targeted at foreign �nancial institutions.

Subsequent legislation expanded the scope of possible Iran-
related sanctions against foreign banks and other non-U.S.
companies. In particular, Section 1245 of the National Defense
Authorization Act for Fiscal Year 2012 (NDAA),668 adopted in
2011, added additional sanctions targeted at foreign �nancial
institutions doing business with Iranian banks or related to Ira-
nian petroleum exports. The Iran Threat Reduction and Syria
Human Rights Act of 2012 (ITRSHRA)669 The Iran Freedom and
Counter-Proliferation Act of 2012 (IFCPA), which became law on
January 3, 2013, adds sanctions for additional types of transac-
tions related to Iran, including sanctions speci�cally targeted at
foreign �nancial institutions.670 The most signi�cant provisions of
CISADA, NDAA, ITRSHRA and IFCPA are discussed below.

666Comprehensive Iran Sanctions, Accountability, and Divestment Act of
2010, Pub. L. No. 111-195, 124 Stat. 1312 (2010) (CISADA).

667Iran Sanctions Act of 1996, Pub. L. No. 104-172, 110 Stat. 1541 (1996)
(ISA) (reprinted as amended at 50 U.S.C.A. § 1701 note).

668National Defense Authorization Act for Fiscal Year 2012, Pub. L. No.
112-81, § 1245, 125 Stat. 1298, 1647–1650 (2011) (NDAA) (codi�ed at 22
U.S.C.A. § 8513a).

669Iran Threat Reduction and Syria Human Rights Act of 2012, Pub. L. No.
112-158, 126 Stat. 1214 (2012) (ITRSHRA) (codi�ed in scattered sections of
U.S.C.A.).

670Iran Freedom and Counter-Proliferation Act of 2012, Subtitle XII(D) of
the National Defense Authorization Act for Fiscal Year 2013, H.R. 4310, 112th
Cong. (signed Jan. 3, 2013) (IFCPA).
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[a] Sanctions Not Speci�c to Financial Institutions
Section 5 of the ISA, as amended by Section 102 of CISADA,

applies to any company that knowingly makes an investment of
$20 million or more that “signi�cantly contributes to the enhance-
ment of Iran's ability to develop petroleum resources.”671 CISADA
also applies to knowingly entering into any of the following
transactions having a fair market value of $1 million or more or
multiple such transactions aggregating to $5 million or more in a
12-month period:

E Selling, leasing or providing to Iran goods, services, sup-
port, information or technology that “could directly and
signi�cantly facilitate the maintenance or expansion of
Iran's domestic production of re�ned petroleum products,
including any direct and signi�cant assistance with respect
to the construction, modernization, or repair of petroleum
re�neries.”672 Presumably, this would include �nancing and
other banking activities in support of such production.

E Selling re�ned petroleum products to Iran.673

E Selling, leasing or providing to Iran goods, services, technol-
ogy, information, or support valued at $1 million or more
that “could directly and signi�cantly contribute to the
enhancement of Iran's ability to import re�ned petroleum
products.”674 This speci�cally includes �nancing, brokering,
insuring or providing shipping for such a sale, lease or pro-
vision of goods, services, technology, information or
support.675

Finally, CISADA imposes sanctions on foreign companies that
provide any “goods, services, technology, or other items” to Iran
knowing that they can be used to facilitate the development of

671ISA § 5(a)(1) as amended by CISADA § 102(a)(1). The threshold can also
be reached by multiple transactions of $5 million or more aggregating to $20
million or more in a 12-month period.

672ISA § 5(a)(2) as amended by CISADA § 102(a)(1). The threshold can also
be reached by multiple transactions aggregating to $5 million or more in a 12-
month period.

673ISA § 5(a)(3)(A)(i) as amended by CISADA § 102(a)(1). The threshold can
also be reached by multiple transactions aggregating to $5 million or more in a
12-month period.

674ISA § 5(a)(3)(A)(ii) as amended by CISADA § 102(a)(1). The threshold can
also be reached by multiple transactions aggregating to $5 million or more in a
12-month period.

675ISA § 5(a)(3)(B) as amended by CISADA § 102(a)(1).
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weapons of mass destruction or advanced conventional weapons.676

Sections 201 and 202 of ITRSHRA, enacted in 2012, expand
the list of sanctionable activities to include the following:

E Joint ventures with Iran to develop petroleum resources
outside Iran.677

E Providing goods, services, technology or support having a
fair market of $1 million or more in a single transaction, or
$5 million over a 12 month period, that contribute to the
maintenance or enhancement of Iran's ability to develop
petroleum resources or export re�ned petroleum.678 Pre-
sumably, this could include �nancing and other �nancial
services.

E Providing goods, services, technology or support having a
fair market value of $250,000 or more in a single transac-
tion, or $1 million over a 12-month period, that could
directly and signi�cantly contribute to the maintenance or
expansion of Iran's domestic production of petroleum or
petrochemical products.679 Again, presumably, this could
include �nancing and other �nancial services.

E Owning, operating, controlling or insuring a vessel used to
transport crude oil from Iran to another country (with
exceptions for certain countries),680 or concealing the origin
of Iranian oil.681

E Providing insurance, reinsurance or underwriting services
for the National Iranian Oil Company or the National Ira-
nian Tanker Company.682

E Purchasing, subscribing to or facilitating the issuance of
Iranian sovereign debt.683

ITRSHRA also expands the sanctions for development of
weapons of mass destruction, including activities related to the
mining, production or transportation of uranium in Iran.684

Separately, CISADA and ITRSHRA direct the President to block
the property of, or otherwise impose IEEPA sanctions with re-

676ISA § 5(b) as amended by CISADA § 102(a)(2).
677ISA § 5(a)(4), as added by ITRSHRA § 201(5).
678ISA § 5(a)(5), as added by ITRSHRA § 201(5).
679ISA § 5(a)(6), as added by ITRSHRA § 201(5).
680ISA § 5(a)(7), as added by ITRSHRA § 202(a).
681ISA § 5(a)(8), as added by ITRSHRA § 202(a).
682ITRSHRA § 212.
683ITRSHRA § 213.
684ISA § 5(b)(1) and (2), as amended by ITRSHRA § 203(a).
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spect to, any person or entity that engages in certain activities
involving Iran. These activities include providing shipping ser-
vices with respect to transactions contributing to the Govern-
ment of Iran's activities involving terrorism or weapons of mass
destruction, which would appear to include �nancing services;685

engaging in transfers of goods, services or technologies to Iran
that are likely to be used to commit human rights abuses;686 evad-
ing or causing a violation of U.S. sanctions laws with respect to
Iran or Syria, including by facilitating violations of those laws by
U.S. persons;687 or providing �nancial messaging services to the
Central Bank of Iran or other designated Iranian �nancial
institutions.688

IFCPA, signed into law in January 2013, continues the trend of
expanding sanctions on Iran by adding additional items to the
list of sanctionable activities, including:

E Selling, supplying or exporting to Iran signi�cant goods
used in the Iranian energy, shipping or shipbuilding
industry (with limited exceptions and possible waivers re-
lating to crude oil and natural gas).689

E Selling, supplying or exporting to Iran certain industrial
materials, speci�cally graphite, raw or semi-�nished metals
(such as aluminum and steel), coal, and software for
integrating industrial processes.690

E Certain underwriting, insurance or reinsurance transac-
tions with respect to Iran.691

As discussed in Section 13:12[9][b], CISADA, NDAA, ITRSHRA
and IFCPA also impose other restrictions and sanctions that are
speci�c to foreign �nancial institutions. Of the provisions of these
laws that apply to foreign companies generally, however, the
inclusion in Section 102 of CISADA and Section 201 of ITRSHRA
of �nancing of certain transactions related to Iran's petroleum
industry may be of particular concern to a foreign bank. The
sanctions that can be imposed on a foreign bank or other company
that engages in one of the transactions that these provisions

685ITSHRA § 211 (codi�ed at 22 U.S.C.A. § 8721).
686CISADA § 105A, as added by ITRSHRA § 402 (codi�ed at 22 U.S.C.A.

§ 8514a).
687ITRSHRA § 217(b) (codi�ed at 22 U.S.C.A. § 8724(b)); see Exec. Order No.

13608, 77 Fed. Reg. 26,409 (May 1, 2012).
688ITSHRA § 220 (codi�ed at 22 U.S.C.A. § 8726).
689IFCPA § 1244(d)(1), (3).
690IFCPA § 1245(a), (d).
691IFCPA § 1246.
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were meant to deter are particularly severe. Speci�cally, the laws
state that the President must impose at least �ve of the following
sanctions against the foreign person or company that engaged in
the transaction with Iran:692

E A prohibition on receiving ExImBank assistance.693

E A prohibition on receiving exports from the United States
or of U.S.-origin goods.694

E A prohibition on loans from U.S. �nancial institutions of
$10 million or more in any one year.695

E A prohibition on designation as a primary dealer in U.S.
government securities or a repository of U.S. government
funds.696

E A prohibition on entering into any contract to supply goods
or services to the U.S. government.697

E A prohibition on foreign exchange transactions that are
subject to U.S. jurisdiction.698

E A prohibition on banking transactions that are subject to
U.S. jurisdiction.699

E A prohibition on any transaction in property subject to U.S.
jurisdiction—in other words, complete blocking under
OFAC regulations (see Section 13:12[5]).700

E A prohibition on any U.S. person investing in the equity or
debt of the sanctioned company.701

E Exclusion of the sanctioned company's o�cers, principals
and controlling shareholders from entry into the United
States.702

E Imposition on the principal executive o�cers of the

692ISA § 5(a)(1)(A), (a)(2)(A), (a)(3)(A), (a)(4)(A), (a)(5)(A), (a)(6)(A), (a)(7)(A),
(a)(8)(A), (b)(1), (b)(2)(A), as amended by ITRSHRA §§ 201 to 203; IFCPA
§§ 1244(d)(1)(A), 1245(a)(1), 1246(a)(1).

693ISA § 6(a)(1), as renumbered by CISADA § 102(b).
694ISA § 6(a)(2), as renumbered by CISADA § 102(b).
695ISA § 6(a)(3), as renumbered by CISADA § 102(b).
696ISA § 6(a)(4), as renumbered by CISADA § 102(b).
697ISA § 6(a)(5), as renumbered by CISADA § 102(b).
698ISA § 6(a)(6), as added by CISADA § 102(b).
699ISA § 6(a)(7), as added by CISADA § 102(b).
700ISA § 6(a)(8), as added by CISADA § 102(b).
701ISA § 6(a)(9), as added by ITRSHRA § 204(a)(2).
702ISA § 6(a)(10), as added by ITRSHRA § 204(a)(2).
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sanctioned company of any of the sanctions that could be
imposed on the company itself.703

E Any other sanctions that can be imposed on a foreign
national under the IEEPA by the President of the United
States.704

[b] Sanctions Speci�c to Financial Institutions
Separately from the provisions that apply to foreign companies

generally, Section 104(c) of CISADA705 speci�cally targets foreign
�nancial institutions that engage in certain dealings with Iran.
Section 104(c) applies to the following transactions, if knowingly
entered into:

E Facilitating the Iranian government to acquire weapons of
mass destruction or delivery systems for weapons of mass
destruction.706

E Facilitating the Iranian government in assisting a desig-
nated foreign terrorist organization.707

E Facilitating the activity of a person sanctioned under UN
Security Council resolutions dealing with Iran.708

E Money-laundering in support of the above-listed activities.709

E Facilitating e�orts by the Central Bank of Iran to carry out
the above-listed activities.710

E Providing signi�cant services for Iran's Islamic Revolution-
ary Guard or its agents or a�liates who are blocked by the
United States.711

E Providing signi�cant services for Iranian banks that are
blocked by the United States.712

The NDAA, enacted in 2011, expanded the list of sanctionable
transactions by foreign �nancial institutions to include the fol-
lowing activities:

E Knowingly conducting or facilitating any signi�cant
�nancial transaction with the Central Bank of Iran or an-

703ISA § 6(a)(11), as added by ITRSHRA § 204(a)(2).
704ISA § 6(a)(12), as renumbered by ITRSHRA § 204(a)(1).
705CISADA § 104 (codi�ed at 22 U.S.C.A. § 8513).
70622 U.S.C.A. § 8513(c)(2)(A)(i).
70722 U.S.C.A. § 8513(c)(2)(A)(ii).
70822 U.S.C.A. § 8513(c)(2)(B).
70922 U.S.C.A. § 8513(c)(2)(C).
71022 U.S.C.A. § 8513(c)(2)(D).
71122 U.S.C.A. § 8513(c)(2)(E)(i).
71222 U.S.C.A. § 8513(c)(2)(E)(ii).
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other Iranian �nancial institution designated for
sanctions.713

E Conducting or facilitating a �nancial transaction for
purchase of petroleum products from Iran, subject to excep-
tions for certain countries.714

ITRSHRA, enacted in 2012, did not directly add to the list of
sanctionable activities under Section 104 of CISADA, but
expanded the scope of the �nancial institutions subject to those
sanctions for those activities. Speci�cally, ITRSHRA requires the
imposition of sanctions not only on a foreign �nancial institution
that directly engages in the activities listed in CISADA Section
104, but also on any foreign �nancial institution that facilitates,
participates in or assists in such activities, or is owned or con-
trolled by a foreign �nancial institution that does so.715

Finally, e�ective July 2, 2013 (180 days after its enactment),
IFCPA imposes sanctions on non-U.S. �nancial institutions that
knowingly facilitate or assist three additional types of
transactions:

E Any signi�cant transaction for selling, supplying or export-
ing to Iran signi�cant goods used in the Iranian energy,
shipping or shipbuilding industry (with limited exceptions
and possible waivers relating to crude oil and natural
gas).716

E Any signi�cant transaction for selling, supplying or export-
ing to Iran certain industrial materials, speci�cally
graphite, raw or semi-�nished metals (such as aluminum
and steel), coal, and software for integrating industrial
processes.717

E Any signi�cant transaction with an Iranian person or entity
that is on the Specially Designated Nationals List (with
limited exceptions and possible waivers relating to human-
itarian activities, crude oil and natural gas).718

If a foreign �nancial institution is found to have knowingly
engaged in a transaction contrary to these provisions, the Secre-
tary of the Treasury is required to prohibit or impose restrictions
on the foreign institution's ability to maintain a correspondent or

71322 U.S.C.A. § 8513a(d)(1)(A).
71422 U.S.C.A. § 8513a(d)(4)(C).
71522 U.S.C.A. § 8513b.
716IFCPA § 1244(d)(2).
717IFCPA § 1245(c).
718IFCPA § 1247(a).
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payable-through account in the United States.719 In 2010, OFAC
promulgated the Iranian Financial Sanctions Regulations to
implement the restrictions imposed by CISADA.720 The regula-
tions provide that the Secretary of the Treasury can impose an
outright ban on the foreign �nancial institution's opening or
maintaining a correspondent account or payable-through account
in the United States721 or may impose one or more of several
restrictions on such account.722 These restrictions can include a
ban on providing trade �nance through the account, limiting the
account to only a certain type of transaction such as personal
remittances, placing monetary limits on transactions through the
account, or requiring the U.S. �nancial institution where the ac-
count is maintained to preapprove all transactions through the
account.723

A U.S. �nancial institution (including a branch or subsidiary of
a foreign institution) that fails to enforce these restrictions
against a foreign �nancial institution that maintains a correspon-
dent or payable-through account is subject to civil or criminal
penalties under IEEPA (see Section 13:12[7]).724

Section 104(e) of CISADA requires U.S. �nancial institutions to
make reports or take other speci�c steps, to be speci�ed in regula-
tions to be issued by the Treasury Department, to ensure compli-
ance by foreign banks for which it maintains correspondent
accounts.725 The Treasury, through its Financial Crimes Enforce-
ment Network (FinCEN), has issued regulations implementing
CISADA's reporting requirements.726

The regulations authorize FinCEN to request, in writing, that
a U.S. bank make inquiries of any speci�ed foreign bank

719CISADA § 104(c)(1) (codi�ed at 22 U.S.C.A. § 8513(c)(1)); CISADA § 104A,
as added by ITRSHRA § 216(a) (codi�ed at 22 U.S.C.A. § 8513b); IFCPA
§§ 1244(d)(2), 1245(c), 1247(a).

720Iranian Financial Sanctions Regulations, 31 C.F.R. Pt. 561. The regula-
tions were subsequently amended to implement ITRSHRA.

72131 C.F.R. § 561.201(c).
72231 C.F.R. § 561.201(b).
72331 C.F.R. § 561.201(b).
72422 U.S.C.A. § 8513(c)(3) (2006); 31 C.F.R. § 561.701(a)(1).
72522 U.S.C.A. § 8513(e).
726Financial Crimes Enforcement Network, Comprehensive Iran Sanctions,

Accountability, and Divestment Reporting Requirements, 31 C.F.R. Pt. 1060,
adopted by 76 Fed. Reg. 62,607 (Oct. 11, 2011).
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maintaining a correspondent account with a U.S. bank.727 Upon
receiving such a request from FinCEN, the U.S. bank is required
to obtain a certi�cation from the foreign bank indicating whether,
in the 90 days prior to the FinCEN request, the foreign bank
maintained a correspondent account for an “Iranian-linked
�nancial institution designated under IEEPA” or otherwise
processed fund transfers related to such an institution or related
to Iran's Islamic Revolutionary Guard Corps or any of its
designated agents or a�liates.728 The U.S. bank must also request
the foreign bank to notify the U.S. bank if at any time within 365
days after its initial response, the foreign bank opens a corre-
spondent account for an Iranian-linked �nancial institution
designated under IEEPA.

For these purposes, “Iranian-linked �nancial institution
designated under IEEPA” means a �nancial institution speci�-
cally designated by OFAC in connection with Iran's support for
international terrorism or proliferation of weapons of mass de-
struction or delivery systems for weapons of mass destruction.729

These institutions can be identi�ed by the designation “IFSR” in
their listing in OFAC's master list of Specially Designated
Nationals and Blocked Persons (SDN list).730 Designated agents
and a�liates of the Islamic Revolutionary Guard Corps can be
identi�ed by the designation “IRGC” in their listing on the SDN
List.731 It seems likely that FinCEN will expand these require-
ments to cover additional Iranian �nancial institutions once the
�nancial institution provisions of IFCPA go into e�ect in July
2013.732

After receiving an inquiry from FinCEN, the U.S. bank has to
report back to FinCEN on the results of its inquiries of the foreign

72731 C.F.R. § 1060.300(a)(1).
72831 C.F.R. § 1060.300(b).
72931 C.F.R. § 1060.300(a)(2).
730Financial Crimes Enforcement Network, Comprehensive Iran Sanctions,

Accountability, and Divestment Reporting Requirements, Supplementary Infor-
mation, 76 Fed. Reg. 62,607, 62,613 (Oct. 11, 2011).

731Financial Crimes Enforcement Network, Comprehensive Iran Sanctions,
Accountability, and Divestment Reporting Requirements, Supplementary Infor-
mation, 76 Fed. Reg. 62,607, 62,618 (Oct. 11, 2011).

732See IFCPA § 1247(a) and (b) (imposing sanctions on foreign �nancial
institutions who have engaged in transactions with Iranian persons on the
Specially Designated Nationals List, other than Iranian �nancial institutions
designated for the imposition of sanctions in connection with Iran's support for
international terrorism, proliferation of weapons of mass destruction or delivery
systems for weapons of mass destruction, or abuses of human rights).
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bank, to the best of U.S. bank's knowledge, within 30 days of
FinCEN's request.733 If the U.S. bank subsequently receives new
information from the foreign bank, it will have 10 days to submit
a supplemental report to FinCEN.734 U.S. banks that fail to
comply with the regulations may be subject to civil or criminal
penalties.735

Finally, Section 104(d) of CISADA prohibits any foreign
�nancial institution that is owned or controlled by a U.S. �nancial
institution from doing business with Iran's Islamic Revolutionary
Guard Corps or any of its agents or a�liates who are listed on
OFAC's Specially Designated Nationals List.736 In the event of a
violation, the U.S. parent �nancial institution is subject to civil
but not criminal penalties under IEEPA if it knew or should have
known of the violation by its foreign subsidiary (see Section
13:12[7]).737 The statute and regulations, however, do not
explicitly provide for IEEPA penalties to be imposed against the
foreign subsidiary itself for violation of CISADA Section 104(d) or
its implementing regulation,738 and as a result it appears that the
penalties could only be imposed against the U.S. parent company.
The foreign subsidiary nonetheless could be subject to restric-
tions on maintaining correspondent or payable-through
accounts.739

§ 13:13 Conclusion
The enactment of the USA PATRIOT Act marked a signi�cant

point in the ongoing development of the anti-money laundering
regime in the United States. Although banking institutions in
the United States were already subject to regulatory require-
ments to maintain an anti-money laundering program and a
suspicious activity reporting program, the USA PATRIOT Act
served to intensify the regulatory and law-enforcement focus on
these requirements. In addition, the USA PATRIOT Act imposed
new statutory requirements on banking institutions such as
record-keeping requirements and speci�c due diligence and
enhanced due diligence requirements with respect to foreign cor-

73331 C.F.R. § 1060.300(c)(2)(i).
73431 C.F.R. § 1060.300(c)(2)(ii).
73522 U.S.C.A. § 8513(e)(2) (2006) (making noncompliance subject to penal-

ties in 31 U.S.C.A. §§ 5321(a), 5322).
73622 U.S.C.A. § 8513(d)(1) (2006); 31 C.F.R. § 561.202.
73722 U.S.C.A. § 8513(d)(2) (2006); 31 C.F.R. § 561.701(a)(2).
73822 U.S.C.A. § 8513(d); 31 C.F.R. § 561.202.
73931 C.F.R. § 561.201(b) and (c).
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respondent accounts and foreign private banking accounts. Al-
though certain of these new statutory requirements re�ected
prior supervisory practice in the United States, the codi�cation of
the requirements in statute raised the prospect that the require-
ments would become in�exible and prescriptive. In the rule-
making processes under the USA PATRIOT Act, the Treasury
and FinCEN have generally been responsive to the idea that the
implementing regulations should be risk-based to provide
�nancial institutions the �exibility to tailor their programs to
their individual risk pro�le. As a result, the regulations
implementing the USA PATRIOT Act incorporate both prescrip-
tive and risk-based elements.

Financial institutions should be wary of taking too much
comfort from the substitution of a risk-based approach for a
prescriptive approach. The expectations of the regulatory and
law-enforcement authorities have steadily increased since the
enactment of the USA PATRIOT Act. Best practices in the
�nancial industry have also rapidly evolved. Banking institutions
will be at risk if they fail to measure their own programs against
the best practices in the industry. Banking institutions must also
be alert to any guidance issued by the bank regulatory authori-
ties or FinCEN. In a risk-based regime, guidance from the regula-
tory authorities must substitute for the speci�city (and prescrip-
tion) that would otherwise be provided by a rules-based regime.
Banking institutions must also be alert to the actions of the
regulatory and law-enforcement authorities. Recent regulatory
enforcement orders re�ect a continuing focus on robust anti-
money laundering controls, including detailed customer due dili-
gence and systematic monitoring of accounts.

The requirements of the USA PATRIOT Act present special
challenges for foreign banks operating in the United States
because many of their business lines will involve cross-border
customers and transactions. The incidence of formal enforcement
actions in the form of written agreements and cease and desist
orders against branches of foreign banks suggests that their nat-
ural lines of business fall within the areas of high perceived risk
such as foreign correspondent banking and foreign private
banking. Robust anti-money laundering controls and monitoring
must surround each of these high-risk areas, including transac-
tions on behalf of other o�ces or a�liates of the foreign bank.

Paralleling the heightened focus on U.S. anti-money launder-
ing measures is the heightened prominence accorded the U.S.
economic sanctions regime, particularly with respect to sanctions
against countries and parties suspected of terrorist or other
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activities related to the proliferation of weapons of mass
destruction. U.S. law-enforcement and regulatory authorities
have signi�cantly expanded their focus on sanctions compliance
and extended their scrutiny to U.S. dollar transactions wherever
initiated. Foreign banks involved in processing U.S. dollar
transactions must implement comprehensive OFAC screening
and compliance programs. The enactment of CISADA in 2010,
NDAA in 2011, ITRSHRA in 2012, and IFCPA in 2013 represents
a further expansion of the Iranian sanctions regime by expressly
imposing sanctions on foreign parties that engage in certain
activities related to the development of Iranian petroleum re-
sources or Iranian development of nuclear or other advanced
weapons and on foreign �nancial institutions that provide ser-
vices to the designated Iranian entities. The breadth of the U.S.
economic sanctions regime continues to expand, creating ever
greater exposure particularly for foreign �nancial institutions.
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